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Certified deletion

@ Secure key leasing: revoking access to functionality

o Certified deletion in our setting: deleting classical information

|data) _
User » Storage provider

Verify(vk, cert) < cert Jdatar

o privately verifiable deletion: Need to hide vk for deletion security to hold.
e Advantages of publicly verifiable deletion (PVD):

o Any third party can verify deletion proofs
e Do not need to store verification keys securely
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Definition: Secret sharing scheme

Classical Secret Sharing
@ Parameterized by a monotone access structure defining the authorized sets
@ Share(s) : Outputs shares shy, ..., shy.

@ Reconstruct({sh;};ca) : If Ais an authorized set, outputs the secret s.

Security: If A C [n] is not authorized, then

SD ({sh?}ica, {sh }ica) <.
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Adaptive certified deletion experiment [BR24]

o Generate verification key and quantum shares vk, |qsh;), ..., |qsh,,) < Share(1?, s)
@ Adversary A adaptively corrupts and deletes shares such that...
o the set of shares that are corrupted but not deleted is never authorized.

o Output |States), the state of A.

o Computational security: If A is bounded, then secret s is computationally hidden given
Stateg, i.e.,
|States,) ~c |States,) Vsp,s1

o Everlasting security: If A is bounded during adaptive certified deletion experiment, then
secret s is information-theoretically hidden given Stateg, i.e.,

TD(|States,), |States,)) < negl(\) Vsp, s1
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Prior work on secret sharing with certified deletion

Prior results [BR24]:
e Two (incomparable) security notions:

o No-signaling certified deletion
o Adaptive certified deletion

e Constructions with privately verifiable deletion (for both security notions)
e Secure against unbounded adversary
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structure A (with share size m)

Security Assumptions Number of qubits
Construction 1 Adaptive PVD OWF O(n- m)
Construction 2 Adaptive PVD LWE O(m)
Construction 3 No-signaling PVD sub-exponentially O(m)
secure OWF

@ Adaptive PVD with computational security = Adaptive PVD with everlasting security.
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@ Note: Preimages must be hidden for deletion security, but knowledge of preimages are

required to extract encoded bit b.
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o Delete(|qsh;)) : Measure |gsh;) in the computational basis — x5, ..., x2™
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. ik ik .
o Problem: need preimages x;" @ x;"" to extract the classical share.
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Secret sharing with PVD from OWFs—second attempt

@ ldea: Give each party classical share of preimages in addition to quantum share.

Share

preim Preim preim hk ik
cshy cshy cshb Xy X, }

Katz, Sela Secret Sharing with PVD May 4, 2025 11/42



Secret sharing with PVD from OWFs—second attempt

@ ldea: Give each party classical share of preimages in addition to quantum share.

Share

preim Preim preim hk ik
cshy cshy cshb Xy X, }

Share
Cshiecret Csh%ecret ............................... Csh?,ecret

Katz, Sela Secret Sharing with PVD May 4, 2025 11/42



Secret sharing with PVD from OWFs—second attempt

@ ldea: Give each party classical share of preimages in addition to quantum share.

; : - Share : :
preim Preim e, preim ik ik
cshy cshy cshb Xy X, }
Share
Cshiecret Csh%ecret ............................... Csh?,ecret
|ashy) |lashy) lash,,)

Katz, Sela Secret Sharing with PVD May 4, 2025 11/42



Secret sharing with PVD from OWFs—second attempt

@ ldea: Give each party classical share of preimages in addition to quantum share.

; : - Share : :
preim Preim e, preim ik ik
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@ ldea: Give each party classical share of preimages in addition to quantum share.
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@ ldea: Give each party classical share of preimages in addition to quantum share.

i i : Share ki

preim Preim e, preim ik ik
cshy cshy cshb Xy X, }

Share
Cshiecret Csh%ecret ............................... Csh?,ecret

v ¥ Y ¥ v ¥
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@ Authorized set of parties can reconstruct preimages.
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Secret sharing with PVD from OWFs—second attempt

@ ldea: Give each party classical share of preimages in addition to quantum share.

i i : Share ki

preim Preim e, preim ik ik
cshy cshy cshb Xy X, }

Share
Cshiecret Csh%ecret ............................... Csh?,ecret

v ¥ Y ¥ v ¥

reim reim preim
cshf™™ [gshy) || csh§™™ [qshy) cshi™™ |gsh )

@ Authorized set of parties can reconstruct preimages.

@ Preimages are hidden from adversary holding an unauthorized set of shares.
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Secret sharing with PVD from OWFs—second attempt

@ ldea: Give each party classical share of preimages in addition to quantum share.

i ; - Share ; ;

preim PreIm e preim ik ik
cshy cshy cshb Xy X, }

Share
Cshiecret Csh%ecret ............................... Csh?,ecret -— s

A \ Y A M 12

reim reim preim
cshi™®™ lashy) || csh5™™ [ashy) cshi™™ |qsh,,)

@ Authorized set of parties can reconstruct preimages.
@ Preimages are hidden from adversary holding an unauthorized set of shares.

@ Problem: Classical part of each share does not get deleted. Adversary can accumulate an
authorized set of classical preimage shares by adaptively corrupting shares
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Example attack - (3,4)-secret sharing

cshy csho cshs cshy <« Share(374) ({x(’;’k @ x{’k )

lgshy) lashy)  [gshs)  |ashy) eShare(374)(s)
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Example attack - (3,4)-secret sharing

cshy cshy cshs cshy <+ Share(374) ({x(’;’k @ x{’k )

Tgskel |ash,) |gshs) |gshy) eShare(374)(s)

certy certs
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Example attack - (3,4)-secret sharing

cshy cshy cshs cshy <+ Share(374) ({x(’;’k @ x{’k )

Tgskel |ash,) |gshs) |gshy) eShare(374)(s)
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Example attack - (3,4)-secret sharing

cshy csho cshs cshy < Share(sy) ({xé’k D x{’k )

Jasksl ashy) [ashs)  |ashy) ¢ Share(s 4) (s)

certq certo

@ Observation: At least one quantum share must be deleted properly.
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Example attack - (3,4)-secret sharing

shichy chy sy Shares (0" @ "))

Jasksl ashy) [ashs)  |ashy) ¢ Share(s 4) (s)

certq certo

@ Observation: At least one quantum share must be deleted properly.
@ Scheme is secure if it is (4,4) instead of (3,4).
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Example attack - (3,4)-secret sharing

cshy csho cshs cshy < Share(sy) ({xé’k D x{’k )

Jasksl ashy) [ashs)  |ashy) ¢ Share(s 4) (s)

certq certo

@ Observation: At least one quantum share must be deleted properly.
@ Scheme is secure if it is (4,4) instead of (3,4).

o Idea: Make (3,4)-schemes secure by adding another layer to construction.
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Secure (3, 4)-secret sharing scheme

chyahychyohe oSty ({650 05))

lgshd) lash}) [ash}) lash) < Shareisq) (1§} @ x{1})

lashd) [ash3) [ash) |ash) + Sharez 4) (s)
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Secure (3, 4)-secret sharing scheme

cshy  cshy  csh3  cshy < Sharegsy ({x02 stlz )

Jaki] lashd) Jashd) [ash) Sharegsa) (Dxgk @ x{41)
Jgshe]  |ash3) Jash3)  |ashd) ¢ Share(s 4 (s)

certy
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Secure (3, 4)-secret sharing scheme

cshy  cshy  csh3  cshy < Sharegsy <{Xb2 @)xlz )

Jaki] fashd) Jashd) [ash}) Sharegza) ({xgk @ x{41)
Jgshe]  [ash3) Jash3)  |ashd) ¢ Share(s 4 (s)

certy
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Secure (3, 4)-secret sharing scheme

cshy  cshy  csh3  cshy < Sharegsy ({xoz@x12 )
JaIT lashd) ashd) [ashd) < Sharegsa) (0% @ x(%})
Joekd) Joska] [ashd)  [ashd) « Share(z 4) (s)

cert;  cert
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Secure (3, 4)-secret sharing scheme

cshy  cshy  csh3  cshy < Sharegsy ({xoz@x12 )
Jai] ashd) [ashd) [ashd) < Sharegsa) (1% @ x(%})
Joekd) Josk@] [ashd)  [ashd) « Share(z 4) (s)

cert;  cert
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Final construction from one-way functions

@ Sharey: Classical secret sharing scheme for access structure A.

cshy ... ... cshy, < Sharey ({xo KXy ﬁ})
]qshf‘1> lgsh"~1) < Sharey ({x(’;:l;fl,xln 1})

< Sharey ({X6:17X1 1})

lgsh®) ... ... gsh®) < Sharey (s)
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@ Problem: The size of the secret being shared at each level is a multiple of the size of the
shares in the previous level.
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Final construction from one-way functions

@ Sharey: Classical secret sharing scheme for access structure A.

cshy ... ... cshy, < Sharey ({xo KXy ﬁ})
]qshf‘1> lgsh"~1) < Sharey ({x(’;:l;fl,xln 1})

< Sharey ({X6:17X1 1})

lgsh®) ... ... gsh®) < Sharey (s)

@ Problem: The size of the secret being shared at each level is a multiple of the size of the
shares in the previous level.

@ Solution: Use a PRF to generate the preimages, and share the PRF key at each level
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Final construction from one-way functions

@ Sharey: Classical secret sharing scheme for access structure A.
cshy el csh, < Sharey (kp)

jashy™) " jashf ™)« Shares (ko—1) | {xi_1} = {PRF(kn, bl|il|k)}

< Sharey (k1) {X,'JI{} = {PRF(kz, blli[|k)}

lgsh?) ... ... |qsh?) < Sharey (s) {xé’fa} = {PRF(kq, b|i||k)}

@ Problem: The size of the secret being shared at each level is a multiple of the size of the
shares in the previous level.
@ Solution: Use a PRF to generate the preimages, and share a seperate PRF key at each

level.
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Summary of first result

There exists a secret sharing scheme satisfying adaptive publicly verifiable deletion for any
monotone access structure A using O(n - m) qubits per share assuming:

o OWFs

@ classical (information-theoretic) secret sharing scheme for access structure A (with share
size m)
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Secret sharing with smaller qubit complexity

e Construction from OWFs required O(n - (classical share size)) qubits for n parties.
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Secret sharing with smaller qubit complexity

e Construction from OWFs required O(n - (classical share size)) qubits for n parties.

@ Can we eliminate dependence on n?
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Construction from compute-and-compare obfuscation

Starting point for construction:
@ cshy,...,csh, < Share(s)

]qsh,—} = ® (|X(;’k>—|—(—1)C5h/[k]’)({’k>)
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Starting point for construction:
@ cshy,...,csh, < Share(s)
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ke[m]

@ Problem:
o Need to hide xg @ x; for valid deletion.
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Construction from compute-and-compare obfuscation

Starting point for construction:
@ cshy,...,csh, < Share(s)

]qsh,—} = ® (|X6J<>+(_1)csh/[k]‘X{,k>)

ke[m]

@ Problem:
o Need to hide xg @ x; for valid deletion.
e Preimages are required for extraction/reconstruction.
@ ldea: Hide the the preimages inside a reconstruction oracle:

Rec({d«}ica)

@ Hardcode preimages {xé’k,x{’k},-e[,,],ke[m]
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Construction from compute-and-compare obfuscation

Starting point for construction:
@ cshy,...,csh, < Share(s)

]qsh,—} = ® (|X6J<>+(_1)csh/[k]‘X{,k>)

ke[m]

@ Problem:
o Need to hide xg @ x; for valid deletion.
e Preimages are required for extraction/reconstruction.
@ ldea: Hide the the preimages inside a reconstruction oracle:

Rec({d«}ica)

@ Hardcode preimages {xé’k,x{’k},-e[,,],ke[m]

o Compute cshi[k] = dix - (X @ x}"¥). Set csh’ = cshi[1]...csh’[m].
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Construction from compute-and-compare obfuscation

Starting point for construction:
@ cshy,...,csh, < Share(s)

]qsh,—} = ® (|X6J<>+(_1)csh/[k]‘X{,k>)

ke[m]

@ Problem:
o Need to hide xg @ x; for valid deletion.
e Preimages are required for extraction/reconstruction.
@ ldea: Hide the the preimages inside a reconstruction oracle:

Rec({d«}ica)

@ Hardcode preimages {xé’k,x{’k},-e[,,],ke[m]
o Compute cshi[k] = dix - (X @ x}"¥). Set csh’ = cshi[1]...csh’[m].
e Output Reconstruct({csh’};ca)
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Instantiating the reconstruction oracle

o Consider the compute-and-compare program:

=z P(X) — |0Ck
CC[P, lock, z](x) = {J_ otherwise
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Instantiating the reconstruction oracle

o Consider the compute-and-compare program:

z  P(x) =lock

CC[P, lock, z](x) = {J_ otherwise

Compute-and-compare obfuscator

o Functionality: CC <« CC.Obf(CC), where CC(x) = CC(x)
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Instantiating the reconstruction oracle

o Consider the compute-and-compare program:

z  P(x) =lock

CC[P, lock, z](x) = {J_ otherwise

Compute-and-compare obfuscator
o Functionality: CC <« CC.Obf(CC), where CC(x) = CC(x)
@ Security: If lock is unpredictable given P, then CC hides the details of CC[P, lock, z]
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Instantiating the reconstruction oracle

o Consider the compute-and-compare program:

z  P(x) =lock

CC[P, lock, z](x) = {J_ otherwise

Compute-and-compare obfuscator
o Functionality: CC <« CC.Obf(CC), where CC(x) = CC(x)
@ Security: If lock is unpredictable given P, then CC hides the details of CC[P, lock, z]

e Can be constructed assuming LWE [WZ17]

@ ldea: Set P = Rec and lock = z = secret
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-

e Rec + Obf(CC|[Rec, s, s])
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-

e Rec + Obf(CC|Reg, s, s])
Reconstruct({|qgsh;)}ica)
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-
e Rec + Obf(CC|[Rec, s, s])
Reconstruct({|qsh;)}ica)
® Measure each [gsh;) in the Hadamard basis to obtain {d; x}ica ke[m]
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-

e Rec + Obf(CC|Reg, s, s])
Reconstruct({|qgsh;)}ica)
® Measure each [gsh;) in the Hadamard basis to obtain {d; x}ica ke[m]

e Output s « @({di,k}ieA,ke[m])
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-

e Rec + Obf(CC|Reg, s, s])
Reconstruct({|qgsh;)}ica)
® Measure each [gsh;) in the Hadamard basis to obtain {d; x}ica ke[m]

e Output s « @({di,k}ieA,ke[m])

Security: Rec is independent of classical shares/lock. Therefore Rec should hide preimages.
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-

e Rec + Obf(CC|Reg, s, s])
Reconstruct({|qgsh;)}ica)
® Measure each [gsh;) in the Hadamard basis to obtain {d; x}ica ke[m]

e Output s « ﬁe?:({df,k}ieA,ke[m])

Security: Rec is independent of classical shares/lock. Therefore Rec should hide preimages.

Rec({d«}ica)

o Compute cshi[k] = d; « - (X(g’k ® X{’k)
@ Set csh} = csh’[1]...csh’[m]
@ Output Reconstruct({csh’};ca)
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-

e Rec + Obf(CC|Reg, s, s])
Reconstruct({|qgsh;)}ica)
® Measure each [gsh;) in the Hadamard basis to obtain {d; x}ica ke[m]

@ Output 5 < @({di,k}ieA,ke[m])
Security: Rec is independent of classical shares/lock. Therefore Rec should hide preimages.

@ Problem: The secret s is not
Rec({dj}ica) unpredictable

o Compute cshi[k] = d; « - (X(g’k ® X{’k)
@ Set csh} = csh’[1]...csh’[m]
@ Output Reconstruct({csh’};ca)
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Secret sharing from compute-and-compare obfuscation

Share(s):
@ Generate classical shares {csh;};c(, < Share(s)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-

e Rec + Obf(CC|Reg, s, s])
Reconstruct({|qgsh;)}ica)
® Measure each [gsh;) in the Hadamard basis to obtain {d; x}ica ke[m]

@ Output 5 < @({di,k}ieA,ke[m])
Security: Rec is independent of classical shares/lock. Therefore Rec should hide preimages.

@ Problem: The secret s is not

Rec({dj}ica) unpredictable
o Compute cshi[k] = d; « - (X('J’k & X{’k) @ Solution: Use a uniform value
o Set csh’ = csh’[1]...csh}[m] independent of s as the lock

@ Output Reconstruct({csh’};ca)
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Secret sharing from compute-and-compare obfuscation

Share(s):
o Generate classical shares {csh;};c[, < Share(s) Share(lock) (lock is uniform)
@ Generate corresponding quantum shares {|qsh;)}ic(n <= {csh;}icqq)-

° Rte&@bﬁé@@[Re&,Sﬁ}—) Rec « Obf(CC[Rec, lock, s])
Reconstruct({|qsh;)}ica)
@ Measure each [gsh;) in the Hadamard basis to obtain {d} x}ica ke[m)-

e Output s ﬁe?:({df,k}ieA,ke[m])-

Security: Rec is independent of classical shares/lock. Therefore Rec should hide preimages.

@ Problem: The secret s is not

Rec({dj}ica) unpredictable.
o Compute cshi[k] = d;« - (X('J’k & X{’k). @ Solution: Use a uniform value
o Set csh’ = csh’[1]...csh}[m]. independent of s as the lock

@ Output Reconstruct({csh’};ca)
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Summary of second result

There exists a secret sharing scheme with adaptive publicly verifiable deletion for any
monotone access structure A using O(m) qubits per share assuming:

o L[WE

o classical (information-theoretic) secret sharing scheme for access structure A
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Open problems

@ Secret sharing with PVD from weaker assumptions than OWF (e.g., from hard quantum
planted problems [KNY23])?

e No-signaling security (with PVD) without sub-exponentially secure OWF?

o Information-theoretic secret sharing with adaptive certified deletion for any monotone
access structure in the privately verifiable setting?
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Thank You!
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