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x (x, w)
x ∈ ℒ

?

Soundness: 

𝖯𝗋 [x ∉ ℒ ∧ 1 ← 𝖵(x, π)] = 𝗇𝖾𝗀𝗅(λ)

Zero-Knowledge: 

{π ← 𝖲𝗂𝗆(x)} ≈ {π ← 𝖯(x, w)}

π
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Applications:

• CCA security


• Signatures


• Blockchains

Why NIZKs?

⋮
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• Random Oracle: Don’t exist


• Standard Model: Impossible


Random Oracle Vs Standard model

This talk: NIZK = NIZK for all NP in the CRS model
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NIZKs via Hidden Bits Generator

NIZK in Hidden Bits Model 
[FLS90]

Hidden Bits Generator 
[QRW19,KMY20]

NIZK=+
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Our Results
Theorem: There exists a HBG assuming either: 
1. LWE with polynomial modulus-to-noise ratio

2. DDH + LPN

Corollary (LWE):  
Dual-mode NIZK

1. Stat ZK in the URS

2. Stat Soundness in the CRS

Corollary (DDH+LPN):  
NIZK with statistical soundness
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(𝗁𝗄, {𝖾𝗄i, 𝗍𝖽i}i∈[k])←𝖲𝖾𝗍𝗎𝗉


(h, {πi}i∈[k]) ← 𝖧𝖺𝗌𝗁(𝗁𝗄, x)
ei ← 𝖤𝗇𝖼(𝖾𝗄i, πi)

di ← 𝖣𝖾𝖼(𝗍𝖽i, h)

Local opening: 
 is a local opening for πi xi

Statistical binding: 
 for almost all ei = di i ∈ [k]

Hiding: 
 is uniform, given ei* {ei, πi}i≠i*



VTDH from LWE
1. Hashing and encoding keys


2. Hash and local openings 


3. Encoding and decoding
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Hash: binary x = (x1, …, xk)

πi = (W1x1, …, xi, …, Wkxk)

 compute  h = ∑ Uixi

Local Verification: 



        
(A1, …, Ui, …, , Ak) ⋅ πi 


        
= (A1, …, Ui, …, , Ak)(W1x1, …, xi, …, Wkxk)




        
= ∑ Uixi = h

Local opening:
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Encoding: ei = 𝖾𝗄i ⋅ πi

= (sT
i A1 + e1, …, sT

i Ui + ei, …, sT
i Ak + ek) ⋅ (W1x1, …, xi, …, Wkxk)

= si ⋅ (∑ Uixi) + ẽ

Decoding: di = si ⋅ h = si ⋅ (∑ Uixi) 𝖱𝗈𝗎𝗇𝖽(ei) = 𝖱𝗈𝗎𝗇𝖽(di)
⇒

Statistical Binding
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VTDH from LWE: Hiding for i = 1

1st Step: 

To prove:  e1 = 𝖾𝗄1 ⋅ π1 ≈ v ← 𝖴𝗇𝗂𝖿

𝖾𝗄i = (sT
i A1 + e1, …, sT

i Ui + ei, …, sT
i Ak + ek)

𝖾𝗄i = (u1, …, ui, …, uk)
LWE

 (𝖾𝗄1π1, W1x1) ≈s (v, W1x1)2nd Step: 

LHL
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• New NIZKs constructions via HBG.


• LWE Result: Dual-mode NIZK from LWE. 


• DDH + LPN Result: NIZK from (DDH + LPN) with statistical soundness.

Thanks!
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