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Soundness: Zero-Knowledge:
Prx & £ Al < V(x,n)| = negl(2) (1 < Sim(x)} ~ {7 < P(x,w))
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Theory: Applications:
* Minimal round complexity » CCA security
 Assumptions * Signatures

e Blockchains
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Random Oracle Vs Standard model

e Random Oracle: Don’t exist

* Standard Model: Impossible

This talk: NIZK = NIZK for all NP in the CRS model
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NIZKs via Hidden Bits Generator
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New Primitive: Vector Trapdoor Hash

(hk, {ek;, td;};ex) <Setup

h, {7}, < Hash(hk, x
d: < Dec(td;, h) ( 7} E["]) ( )
Local opening: Statistical binding: Hiding:

7; is a local opening for x; | e; = dl- for almost all i € [ k] e;« is uniform, given { e, r; | i




VIDH from LWE

1. Hashing and encoding keys
2. Hash and local openings

3. Encoding and decoding
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Hash: binary X = (X;,...,X;) compute h = 2 Ux;

Local opening: 7; = (W X{,...,X, ..., W;X;)

Local Verification:

Ay, LU A m=AL . L UL AW X, X, -, WX

—ZUX —
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= (s! I r
(S;A;+e,... s.U-+ei,...,sl.Ak+ek)-(Wlxl,...,xi,...,kak)

( 2 lel + e

Decoding:d; =S, -h =s. - (ZUX)



V1DH from LWE: Encoding and Decoding

Encoding: ¢; = €k; - x,

=(siA;+e,...,s:U. +e,....s; A +¢)  (Wxy,. ., W x)
(Z lel + e
Decoding: d; =s.- h = s, (Z Ux. ) Round(e;) = Round(d;)

|

Statistical indin
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To prove: ¢, = ek - 7; & v « Unif

1st Step: ek;=(s;A,+e.,....s; U +e,....s A +e)

2nd Step:
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e New NIZKs constructions via HBG.
e [WE Result: Dual-mode NIZK from LWE.
« DDH + LPN Result: NIZK from (DDH + LPN) with statistical soundness.

Thanks!
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