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Tweakable Block Cipher for Cache Randomization
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• Side-channel information from collision between indices

• Add tweakable block cipher to randomize indices: Scattercache [Werner et al., 2019]
• SCARF: 10 bit block cipher with 48 bit tweak and 240 bit key [Canale et al., 2023]
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• Distinguish either model in 240 data and 280 time
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SCARF
Round Function
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SCARF
Tweakey Schedule
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Distinguisher in the Collision Model
Collisions in the Round Function
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• Collision over 1 round if δ = 0 and xL ∈ ker(∆)
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Distinguisher in the Collision Model
Truncated Differential in the Tweakey Schedule
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• Probability of transition through first SBox layer: 5/16
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Distinguisher in the Collision Model

Full Data Path Collision
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4-Round Distinguisher

• Tweakey schedule: 5× 2−4

• Data path: 2−7/5

• Estimated probability of collision:
2−10 + 2−11

• Observed probability of collision:
2−10 + 2−10.5

6-Round Distinguisher

• Probability of collision: 2−10 + 2−17.8

• Data Complexity: 230
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Key Recovery
Simple Idea
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• Guess K1 and solve for collisions on the first 4
rounds of the data path

• Guess additional 10 bits to solve for the correct
input difference to distinguisher

• Problem: How can we reuse data between key
guesses?
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Key Recovery
Reducing Data Complexity

Simulate Collision Model with Encryption-Decryption Model
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• All collision queries ETi(Pi) = ETj (Pj) for (Ti, Pi), (Tj , Pj) ∈ S can be evaluated with |S|
encryption-decryption queries

Choosing the Input Set S
• S = T × P
• P = F10

2 , this guarantees 210 right-pairs in the data path
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Key Recovery
Reducing Data Complexity 2: Find Good Tweak Set

Choosing S (Continued)

• Split T at Sbox boundaries: T = T1 × T2 × · · · × T12
• Extend characteristic to minimize number of active Sboxes in first layer:
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• Optimization Problem: find max
T

(
min
K1

#right pairs
)

• Check minimum number of right pairs over K2 with quasidifferential trails

• Result: 34 bits of filtering for 239 data

• Problem: Naive time complexity is 289
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Key Recovery
Reducing Time Complexity
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1. Guess U = K1 + T

2. Solve for all (U,U ′) ∈ U2 that satisfy the characteristic and corresponding (P, P ′) that
collide after 4 rounds

3. Find all (T, T ′) that collide for (P, P ′) and satisfy U + U ′ = T + T ′

4. Solve for K1 and 10 bits of K2

• Additional precomputed lookup tables

• Total complexity: 277 time and 239 data



12

Conclusion

Rounds Model Queries Time Note Reference

4 enc-dec 210 261 Key recovery [Chen et al., 2024]
7 enc-dec 240 276 Key recovery [Boura et al., 2024]
8 enc-dec 263 268 Multikey distinguisher [Boura et al., 2024]

6 collision 230 230 Distinguisher this work
8 enc-dec 239 277 Key recovery this work
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