Eurocrypt 2025

—fficient Instances of Docked Double Decker
With AES, and Application to Authenticated
Encryption

Christoph Dobraunig!, Krystian Matusiewicz!, Bart Mennink?, Alexander Tereschenko!

Intel, ?Radboud University

=

intel.



Notices & Disclaimers

= Performance varies by use, configuration and other factors. Learn more at
www.Intel.com/Performancelndéx.

= No product or component can be absolutely secure. Your costs and results may
vary. Results have been estimated or simulated.

= |Intel technologies may require enabled hardware, software or service activation.

" Intel does not control or audit third-party data. You should consult other sources to
evaluate accuracy.

= These materials are provided “as is.” Intel disclaims all express and implied
warranties, including without limitation, the implied warranties of merchantability,
fitness for a particular purpose, and non-infringement, as well as any warranty
arising from course of performance, course of dealing, or usage in trade.

* Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation orits
subsidiaries. Other names and brands may be claimed as the property of others.
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Overview

* The docked double decker

= 3instances
= ddd-AES
= ddd-AESY
= bbb-ddd-AES

* Design rationale

* Practical implications
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The Docked Double Decker | GDMI19]
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Security of the Docked Double Decker [GDMI9]

= Generic security

= Assume
= H; is e-XOR-universal
= Fyis PRF-secure

= Adversary makes g queries and at most gy, queries per tweak W
= Docked double deckeris designed to be secure up to approximately

3 (q;/) e+ Adv2 (2¢)

We{0,1}w
* Implications
= Birthday bound secure inn in general case
= Security can significantly increase when tweaks are not used too often
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Our Goals and Hurdles to Overcome

= Goals

= Build upon widely used components (NIST standards)
« AES [DR0O2,DR20]
= Operationsin binary extension fields, e.qg., like GHash [MVV04]

= Efficient in parallel use of components

* Birthday bound and beyond-birthday bound secure instances that fit
NIST’s accordionidea

= Hurdles
= AES

= Not atweakable blockcipher
= 128-bit blocksize
= Typical stream cipher modes only give birthday-bound security
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Universal Hash Function Instantiation

= Polyval [GLL17]
" Operates on flﬂlte fleld GF(2128)[X]/(x128 + X127 + X126 + X121 + 1)
» Defined as follows, for a padded message (I, 15, ..., 1;):

S

Polyvaly (I, I, ..., 1) = ¥ (LH’“ ;- a:—128°<8—73+1>)
1=1
* \WWe use zero padding with length extension
« Polyvalis e-XOR-universal with ¢ = =& [G[_ | 17]

2128
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Instantiation for Birthday Bound Secure ddd-AES

= XE-style [Rog04] tweakable blockcipherin counter mode

= LetS = Ex(B||W) I 7
208 ——% 218 ——%
Ex Ex

Zo A

= Stream cipher (and thus ddd-AES) aims for 22 PRF security
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ddd-AES* for Variable Length Tweaks

= XE-style [Rog04] tweakable blockcipher in counter mode
- Pad B, W into (W, W, ..., W,_,||B'||0") with B’ = B @ 1000
= LetS = Ex(W,10) @ Ex(W1][1) @ -+ @ Ex(W;_411|B']10%||(l — 1))

I I
208 »% 218 »%
Ex Ex

Zo A

= Stream cipher (and thus ddd-AES*) aims for 22 PRF security
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Beyond Birthday Bound Secure bbb-ddd-AE

= XORP PRF in counter mode
= XORP: XORP asin CENC [Iwa06] extended to include tweak

= New and comes with separate security proof
= LetS; = Eg, (Bl|W][c|l))

I I
| |
SOO% SlO% SOO% SUO%
Bk, Eg,| ~ - Fx, Ex,
Zl Z’u

= Stream cipher (and thus bbb-ddd-AES) aims for 22"*/3 PRF security when
tweaks are not reused too often
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Design Rationale: ddd-AES with 512-bit blocks
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Design Rationale: bbb-ddd-AES with b12-bit blocks
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Basic Authenticated Encryption

o0 P

KN 5

N —D-TWBCK

C\|T
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* Robust AE [HKR15]

= Encryption:

= PrependrtzerostoP
= Evaluate with TWBCg to obtain C||T

= Decryption:
= Decrypt C||T using TWBCi!
= |ftheresult starts with t zeros: output P

= Limitations in our context
= No associated data (ddd-AES™* okay)
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Advanced Authenticated
Data (aaa)

right _ (N)||A

V—w

left,, (N) = TWBC i

P

C|\|T
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—ncryption with Associated

» Building blocks

* TWBCg: tweakable wide
blockcipher

= ], universal hash

= Rationale

= N partially entered into tweak

= Rest of N and 4 hashed into 7 -bit
string
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aaa: Security

= Nonce-respecting setting

. = left,,(N) unique for each
right, _,, (V)| A encryption query
= Security analysis relies on fact that
7 tweak to TWBCy is always new
"  Random nonce setting

= Nisrandom for each encryption
query

= Security analysis relies on
left,, (N) = TWBC g multicollisionbound on the left w

* bits of the nonce

= Nonce-misusing setting
ClT = Birthday bound security
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bbb-ddd-AES Example: Memory Encryption
* Assume advantage < 2734

= AES-XTS
= 4 Terabyte of RAM (249 lines) encrypted with one key
= Write each line 28 times

* bbb-ddd-AES
= 4 Exabyte of RAM (290 lines) encrypted with one key
= Write each line 2! times
= And, e.g., 229 lines 23% times
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aaa-bbb-ddd-AES Example: TLS

= AES-GCM

= 2245 records of size up to 21* + 1 octets
» Advantage below 277

= gaa-bbb-ddd-AES

= 251 records of size up to 21* + 1 octets
= Advantage below 27°7
* Plus other benefits like nonce-misuse resistance
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Conclusion

* Introduced ddd-AES, ddd-AES+, and bbb-ddd-AES
* Schemes come with security reduction to AES

» Also introduced authenticated encryption mode aaa for TWBCs

» Paper at https://eprint.iacr.org/2024/084
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