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e ECDSA and ECDH rely on the scalar product of an
elliptic curve, we'd like to improve that.

e SIDH computes chains of 2-isogenies @1 0 -0 ¢,, we
are interested in finding 2-isogenies formulas.

Figure: An RFID tag
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o ® Short Weierstrass (general case): X2
E:y>’=x3+ax+b }
® Montgomery curves: Pl
E:y?=x(x®+Ax+1 l
( ) .

® How to compute efficiently
n-P=P+---4+P?

Figure: An elliptic curve
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differental Kummer line of a Montgomery curve

additions on
Kummer
lines

Pl = E:Y?Z=X(X?+AXZ + Z?)
fP=(X:Y:Z),then —P=(X:-Y:2);0e =(0:1:0).
Montgomery XZ-coordinates

x: E—P! o HC))(O::(LO),
(X:Y:2Z2) =35 :=(X:2).
We have x(P) = x(—P):
o #xYX:Z)=1when P=—P (i.e. 2- P = 0g, 4 points);
® #x YX :Z) =2 otherwise.

6/24
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Kummer line: general definition

Kummer line
A Kummer line of an elliptic curve E is:
* A degree 2 covering 7 : E — PL:

m(m(P)) = {=P. P}.
® 4 ramification points, which correspond to the 2-torsion:
7Y (w(T)) = {T} for T € E[2].

A map between Kummer lines ¢ : P! — P! maps the ramification points to
ramification points.
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_— Montgomery curve y? = x(x> + Ax +1), a®> + Aa+1=0, a € k
Sarkis

Kummer o OE — (1 : 0),

IIDneeﬁiition (X,y) — (X o 1)

0e=(1:0), Ti=(0:1), Tr=(a:1), Ts=(1:a).

Conclusion
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Montgomery curve y? = x(x? + Ax +1), o> + Aa +1=0, a € k
(0= — (1 5 0)7
T
(x,y) ~— (x:1).
0Og=(1:0)", T1=(0:1), To=(a:1), Tz3=(1:a).
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Definition

Theta model 6(a : b): y? = x(x — A%/B?)(x — B?/A?), A/B € k
(a%: b%) = (A + B?: A2 - B?), a/be k.

) OE |—>(a:b),
N (X:Y:2Z) o (aX = 2): b(X + 2)).

Op=(a:b)"y, Ti=(—a:b), Tr=(b:a), Tz=(—b:a).

8/24
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P+

What about the group law?

7(P) m(Q)
RN VAN
P Q -Q
Q@ P-Q_ —-P+Q _-P-Q
N TN
m(P+ Q) (P - Q)

Figure: Two possible choices
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What about the group law?

m(P) m(Q)
VRN /N
P P Q -Q
P+Q P-Q  -P+Q_-P-Q
N e
m(P+ Q) (P - Q)

Figure: Two possible choices

if we know 7(P), 7(Q), m(P — Q), we can compute 7(P + Q).
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Nicolas Differential addition (3M + 25)
u:=(Xp+ 2Zp)(Xg — Zg), v:=(Xp — Zp)(Xo + Zg).

Q 2
u—v)-.
Zn o W)

Arithmetic XP+Q = (u + V)2, ZP-‘rQ =

Doubling (2M + 25 + 1my, d = #£2)
ui=(Xp+2Zp), vi= (X — Zp)’ ti=u—v.

Xo.p=uv, Zop=t(v+dt).

1P, L. Montgomery. “Speeding the Pollard and elliptic curve methods of factorization”. In:
10/24 Mathematics of Computation 48 (1987), pp. 243-264.
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= (X3 + ZB) (X3 + 23). v = 5 (XE — Z3)(X3 — Z3).
Xp_
Arithmetic XP+Q e (LI + V)7 ZP_|_Q = ZP Q(U - V)
P-Q

Doubling (45 + 2my)
= (XB+ 2B), v = 5E5 (X3 - Z3).

Xop=(u+v), Zop= b(u— V).

2P, Gaudry and D. Lubicz. "The arithmetic of characteristic 2 Kummer surfaces and of elliptic
11/24 Kummer lines”. In: Finite Fields Their Appl. 15.2 (2009), pp. 246—260.
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1
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Algorithm 1: Montgomery ladder step

Input: R=m-P,S=(m+1)-P, ba bit
Output: (2-R,R+S)if b=0(R+S,2-S)ifb=1
Data: The point P

Function xDBLADD(R, S, b):
if b =0 then
S < DiffAdd(R, S, P);
R < Doubling(R);
else if b =1 then
R <+ DiffAdd(R, S, P);
S < Doubling(S);
end
return (R, S);

n=11=1011
1 (U3 P
/
0 P 2P
\
1 2P 3P
/
1 5P 6P
/
11P 12P

Figure: Montgomery ladder
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Definition
® |sogeny: surjective morphism ¢ : E — E’ with finite kernel.
e 2-isogeny: kerp = {0g, T}, where 2- T = 0.
® |t always comes with a dual ¢ : E’ — E such that:

pop=1[2g and po = [2]g.

2-isogenies
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Definition
® |sogeny: surjective morphism ¢ : E — E’ with finite kernel.
e 2-isogeny: kerp = {0g, T}, where 2- T = 0.
® |t always comes with a dual ¢ : E’ — E such that:

pop=1[2g and po = [2]g.

Doubling formulas

e Computing 2 - P: with 2-isogenies.
* We know how to find 2-isogenies formulas on Kummer lines3.

3D. Robert and N. S. “Computing 2-isogenies between Kummer lines’.

2-isogenies
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F:-ExXE—EXE
(P,Q)— (P+Q,P-Q)

The differential addition isogeny
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F:-ExXE—EXE
(P,Q)— (P+Q,P-Q)

The differential addition isogeny

E
©
[2le E’
E ’/[5

Figure: Factoring doubling
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F:-ExXE—EXE
(P,Q)— (P+Q,P-Q)

The differential addition isogeny

O:EXE—E xF
(P, Q) — (¢(P), ¢(Q))

Figure: Factoring doubling
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The differential addition isogeny

EXE—SEXE O:EXE—E xFE
(P,Q)— (P+Q,P—-Q) (P, Q) — (¢(P), ¢(Q))

ExE 25 ExF

E xE

Figure: Factoring diff. add. ? Figure: Factoring doubling
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s F.ExESExE ®:ExXxE—>E xE
(P,Q)— (P+Q,P—-Q) (P, Q) = (»(P),»(Q))

ExE 25 ExF

Figure: Factoring diff. add. 7 Not as easy Figure: Factoring doubling
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Sarkis F:(P,Q) = (P+Q,P-Q), &:(P,Q) (o(P),o(Q)).

----- " Definition
Half differential addition formulas relative to ¢ are formulas such that given ¢(P),

©(Q) and P — @, can compute P + Q on the Kummer line.

Notation

* P+ Q= HalDiffAdd, (p(P), ¢(Q), P - Q);
® For consistency, 2 - P = HalfDouble, (¢(P)) (= ¢(¢(P))).

16/24
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Example on 6(a : b)

OE = (a o b)*, Tl = (—a o b), T2 = (b 5 a), T3 = (*b o a).

: B?) := (a® + b% : 2° — b?), assume A/B € k. The 2-isogeny considered is:

©:(X:2Z)€b(a:b)— (B(X>+2Z%) : AX?>—Z%)ch(A:B)
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OE — (a . b)*, Tl — (—a . b), T2 — (b . a), T3 = (*b . a).
Set (A% : B?) := (a® + b? : a°> — b?), assume A/B € k. The 2-isogeny considered is:

..... | p:(X:2Z)€ef(a:b)~ (B(X2+22): AX?— Z%)) € 6(A: B)

HalfDiffAdd, (¢(P), »(Q),P — Q) (4M)

Xo(P)Xo(Q) T Zo(P)Z4(Q)
(XproXp—q : Zp1@Zp—q) = ( o(P) ¢ ® ®
| ’ Xo(PYXo(Q) ~ Zo(P)24(Q)

A full differential addition in 6(a : b) is 3M + 4S5 + 1my.

17/24
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Main idea

In the usual Montgomery ladder, we perform one differential addition and one
doubling per bit: we compute the images by ¢ and immediately get the results back
on the original curve.
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In the usual Montgomery ladder, we perform one differential addition and one
doubling per bit: we compute the images by ¢ and immediately get the results back
Ladder on the original curve.

Instead, we will pre-compute the pre-required images, and then perform the ladder
backwards with HalfDiffAdd and HalfDouble.

18/24
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additions on
e We want to compute n- P, where P € K.
Eo o n=(by_1,br_2, ..., by), has ¢ bits;
® Py:= P and Ky := K;
e We have K1, ...,Ky Kummer lines and ; : K;_1 — K; 2-isogenies;

* Pi:=i(Pi_1).

Vv

ICO — IC ¥1 IC]_ w2 IC2 ¥3 . e

Po=P

~

P1 Py cee Py

Figure: Successive images

19/24 In practice, ©2ir1 = @ and po; = SZ
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Algorithm 1: Montgomery ladder step

Input: R=m-P,S=(m+1)-P, ba bit
Output: (2-R,R+S)if b=0(R+S,2-S)ifb=1
Data: The point P

Function xDBLADD(R, S, b):
if b =0 then
S < DiffAdd(R, S, P);
R < Doubling(R);
else if b =1 then
R <+ DiffAdd(R, S, P);
S < Doubling(S);
end
return (R, S);

n=11=1011
1 (U3 P
/
0 P 2P
\
1 2P 3P
/
1 5P 6P
/
11P 12P

Figure: Montgomery ladder
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Algorithm 2: Half ladder step for a 2-isogeny ¢

Input: ¢(R), ¢(S) where R=m- P,
S=(m+1)-P, b abit
Output: (2-R,R+S)if b=0
(R+S,2-5)ifb=1
Data: The point P

Function HalfxDBLADD, ((R), ¢(S), b):
if b= 0 then
S + HalfDiffAdd, (¢(R), ¢(S), P);
R < HalfDouble, (¢(R));
else if b =1 then
R + HalfDiffAdd, (p(R), ¢(S), P);
S < HalfDouble, (¢(S));
end
return (R, S);

Of, Py

Figure: Half ladder

Po

P4

Py
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Algorithm 2: Half ladder step for a 2-isogeny ¢

Input: ¢(R), ¢(S) where R=m- P,
S=(m+1)-P, b abit
Output: (2-R,R+S)if b=0
(R+S,2-5)ifb=1
Data: The point P

Function HalfxDBLADD, ((R), ¢(S), b):
if b= 0 then
S + HalfDiffAdd, (¢(R), ¢(S), P);
R < HalfDouble, (¢(R));
else if b =1 then
R + HalfDiffAdd, (p(R), ¢(S), P);
S < HalfDouble, (¢(S));
end
return (R, S);

n=11=1011

P3

N

Og, Py
4(0g;) a(P3)

Figure: Half ladder

2Py

P4

Py
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Algorithm 2: Half ladder step for a 2-isogeny ¢

Input: ¢(R), ¢(S) where R=m- P,
S=(m+1)-P, b abit
Output: (2-R,R+S)if b=0
(R+S,2-5)ifb=1
Data: The point P

Function HalfxDBLADD, ((R), ¢(S), b):
if b= 0 then
S + HalfDiffAdd, (¢(R), ¢(S), P);
R < HalfDouble, (¢(R));
else if b =1 then
R + HalfDiffAdd, (p(R), ¢(S), P);
S < HalfDouble, (¢(S));
end
return (R, S);

n=11=1011
2P, 3P,
P3 2P3
993(P2) 4P3(2P2)
Og, Py
©4(0c;) a(P3)

Figure: Half ladder

P4

Py
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Algorithm 2: Half ladder step for a 2-isogeny ¢

Input: ¢(R), ¢(S) where R=m- P,
S=(m+1)-P, b abit
Output: (2-R,R+S)if b=0
(R+S,2-5)ifb=1
Data: The point P

Function HalfxDBLADD, ((R), ¢(S), b):
if b= 0 then
S + HalfDiffAdd, (¢(R), ¢(S), P);
R < HalfDouble, (¢(R));
else if b =1 then
R + HalfDiffAdd, (p(R), ¢(S), P);
S < HalfDouble, (¢(S));
end
return (R, S);

n=11=1011
5P; 6P
2P, 3P,
©2(2P1) ©2(3P1)
P3 2P3
993(P2) 4P3(2P2)
Og, Py
4(0g;) a(P3)

Figure: Half ladder

P4

Py
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Algorithm 2: Half ladder step for a 2-isogeny ¢

Input: ¢(R), ¢(S) where R=m- P,
S=(m+1)-P, b abit
Output: (2-R,R+S)if b=0
(R+S,2-5)ifb=1
Data: The point P

Function HalfxDBLADD, ((R), ¢(S), b):
if b= 0 then
S + HalfDiffAdd, (¢(R), ¢(S), P);
R < HalfDouble, (¢(R));
else if b =1 then
R + HalfDiffAdd, (p(R), ¢(S), P);
S < HalfDouble, (¢(S));
end
return (R, S);

n=11=1011
11P, 12P,
5P; 6P
#1(5Po) ©1(6Po)
2P, 3P,
©2(2P1) ©2(3P1)
P3 2P3
993(P2) 4P3(2P2)
Og, Py
©4(0c;) a(P3)

Figure: Half ladder

P4

Py
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Computational cost: without pre-computation

On our theta model 0(a : b) previously studied, with ¢2;11 = ¢ and ; = @:
® v:0(a:b)—0(A:B)and ¢ 25+ 1my;
® HalfDiffAdd, and HalfDiffAdd¢:4A4;
® HalfDouble, and HalfDoubles: 25 + 1mg.
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Computational cost: without pre-computation

On our theta model 0(a : b) previously studied, with ¢2;11 = ¢ and ; = @:
® v:0(a:b)—0(A:B)and ¢ 25+ 1my;
® HalfDiffAdd, and HalfDiffAddsgi 4M;
® HalfDouble, and HalfDoubles: 25 + 1mg.

Montgomery ladder  Half ladder, our contribution

Non-normalized base point 6M +4S + 1mg
5M + 4S + 1my 4M + 4S + 2mg

Normalized base point (or 4M + 4S + 2mq)

Table: Ladder cost per bit with no pre-computation
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Montgomery ladder RtL* ~ 2M + 25 + 1my 4M +2S
Half ladder, our contribution 2S + 1mg 4M + 2S5 + 1mg

Table: Ladder costs per bit with a pre-computation but no normalization

*T. Oliveira et al. “How to (Pre-)Compute a Ladder - Improving the Performance of X25519
and X448". In: SAC 2017. Vol. 10719. Lecture Notes in Computer Science. Aug. 2017,
23/24 pp. 172-191



diffaremtal Computational cost: with pre-computation
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Wit Algorithm Pre-computation Step

Sarkis
Montgomery ladder RtL* ~ 2M + 25 + 1my 4M +2S
Half ladder, our contribution 2S + 1mg 4M + 2S5 + 1mg

Table: Ladder costs per bit with a pre-computation but no normalization

Still holds on a Montgomery curve with full 2-torsion (with a few tweaks)

2 = x(x — A?/B?)(x — B2/ A?),
{VA2+B(2€k/ ) /) v y? = x(x — a/b)(x — b/a).
\ Aaz—gz € K

*T. Oliveira et al. “How to (Pre-)Compute a Ladder - Improving the Performance of X25519
and X448". In: SAC 2017. Vol. 10719. Lecture Notes in Computer Science. Aug. 2017,
23/24 pp. 172-191
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What's new?

® [sogeny in dimension 2 to gain new formulas in dimension 1: HalfDiffAdd.

Conclusion

e Half ladder: enhanced pre-computation cost, close to Montgomery ladder in
best case scenario.

Work in progress

Generalizing half ladder to dimension 2 to improve arithmetic.

Code available here: https://gitlab.inria.fr/nsarkis/half-diff-add.

24/24
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