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Performance overhead due to noise accumulation
Decryption failure probability must be minimized

Trade-offs between efficiency, security, and correctness

[}
(]
£
(7]
<
3]
()
w
I
w
£
[}
2
R
Q
[]
Q
o
4
o
=
[<]
=
=
w
=
]
+
k-
Q
o
%]
T
=
[
g
[
o
£
£
=
[=]




[}
(]
£
(7]
<
3]
()
w
I
w
£
[}
2
R
Q
[]
Q
o
4
o
=
[<]
=
=
w
=
]
+
k-
Q
o
%]
T
=
[
g
[
o
£
£
=
[=]

Performance overhead due to noise accumulation
Decryption failure probability must be minimized

Trade-offs between efficiency, security, and correctness

How do decryption failures impact practical security?
Can we develop low-overhead solutions to reduce failure probability?

How do our techniques improve theoretical and applied security?



Ciphertext drift refers to the accumulation of small errors introduced during
modulus switching in FHE

It occurs due to rounding effects when converting ciphertexts between
different moduli
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Ciphertext drift refers to the accumulation of small errors introduced during
modulus switching in FHE

It occurs due to rounding effects when converting ciphertexts between
different moduli

Drift increases failure probability, which can be exploited in certain adversarial
scenarios

Reducing drift often requires larger cryptographic parameters, increasing
computational cost
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Standard security against chosen-plaintext attacks
Attacker has [very restricted] access to a decryption oracle

[ only decryption queries for which corresponding plaintext is
known to the attacker are allowed

Strengthened IND-CPAP model
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Standard security against chosen-plaintext attacks
Attacker has [very restricted] access to a decryption oracle

[ only decryption queries for which corresponding plaintext is
known to the attacker are allowed

Strengthened IND-CPAP model

FHE decryption failures may reveal information about secret keys

Attacks leveraging failure probabilities can break security assumptions



Noise accumulation in homomorphic operations

Each operation increases ciphertext noise
Bootstrapping required for noise reduction but introduces additional drift
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Noise accumulation in homomorphic operations

Each operation increases ciphertext noise
Bootstrapping required for noise reduction but introduces additional drift

Failure probability in FHE

When noise exceeds a threshold, decryption fails
Even negligible failure probabilities impact security in adversarial settings



[}
]
£
]
<
7]
n
w
T
w
£
[}
2
E
a8
©
k-]
<]
4
[
=
o
4
=
w
o
]
1]
-]
)
[
(/]
o
2
(1]
g
=
o
£
=]
b=
=
(=]

Noise accumulation in homomorphic operations

Each operation increases ciphertext noise
Bootstrapping required for noise reduction but introduces additional drift

Failure probability in FHE

When noise exceeds a threshold, decryption fails
Even negligible failure probabilities impact security in adversarial settings

Practical impact on IND-CPAP security

Attacker can craft (honestly generated or evaluated) ciphertexts to probe
decryption failures

Failure probabilities must be controlled at all computation steps



Accumulated error from rounding during modulus
switching

Leads to decryption failures and security vulnerabilities
Converts ciphertext modulus from g to g’ through
rescaling and rounding

Essential step for bootstrapped FHE [FHEW, TFHE, FINAL,..]

Introduces drift, which must be controlled to ensure
correctness
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Accumulated error from rounding during modulus
switching

Leads to decryption failures and security vulnerabilities
Converts ciphertext modulus from g to g’ through
rescaling and rounding

Essential step for bootstrapped FHE [FHEW, TFHE, FINAL,..]

Introduces drift, which must be controlled to ensure
correctness

% Increased drift raises failure probability

% Failure-aware adversaries can extract secret key information
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Conventional IND-CPA parameters may not ensure
IND-CPAP security!




New Theoretical Insights

= Separation between IND-CPAP and sIND-CPAP security

m Characterization of failure probability in practical FHE schemes
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Separation between IND-CPAP and sIND-CPAP security

Characterization of failure probability in practical FHE schemes

Controlled noise management reducing failure probability

Requires no significant parameter inflation
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LWE-type ciphertext modulo g
C—(ai,...,an b) e (Z/qz)"+!

with b = Z?:l aisi+ Am+ ejp and
where e, is some input noise error

LWE-type ciphertext modulo 2N
€ —(a1,...,dn, b) e (Z/2NZ)"*!

with

a,:L%ZN] forie {1,...,n}
b=[22N]
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LWE-type ciphertext modulo g
C—(ai,...,an b) e (Z/qz)"+!

with b = Z?:l aisi+ Am+ ejp and
where e, is some input noise error

LWE-type ciphertext modulo 2N
€ —(a1,...,dn, b) e (Z/2NZ)"*!

with

a,:L%ZN] forie {1,...,n}
b=[22N]

Write

Then

(5 - er';l a;s; — % m) mod 2N =

——
(ein +(B— X, aisi)) mod g
/2N




An LWE ciphertext (az, ..., an, b) can be re-randomized
simply add an encryption 0

The drift vector (a1, ..., an, B) can be computed
[Drift error cannot]]

[0}
o
£
@
<
[}
(72]
w
I
[y
£
[0}
o
]
a
©
2
o
2
[
e
[
2
=
w
=
[}
8
b+
o
]
12}
o
|
(1]
g
[
o
£
E
T
a




An LWE ciphertext (a1, ..., an, b) can be re-randomized
simply add an encryption 0

The drift vector (a1, ..., an, B) can be computed
[Drift error cannot]

Select a ciphertext representative
by adding an encryption of 0 to the input ciphertext

Use the drift vector to test the ‘quality’ of the representative
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(Repeat until a ‘good’ ciphertext is found)




For a ciphertext C = (az, . .., an, b) with drift vector (a1, ..., an, B),
corresponding drift error is eqrift =8 — Zle a;Si
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For a ciphertext € = (as, ..., an, b) with drift vector (a1,
corresponding drift error is eqrift =8 — Zle a;Si
We have
= Eledryt] =B~ 27, aE[si]
=B~ % 7:1 ai
0% :=Var(egrit) = X, a? Var(s;)
= % 2 aiz

..., 0n, B),
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For a ciphertext C = (az, . .., an, b) with drift vector (a1, ..., an, B),
corresponding drift error is eqrift =8 — Z?zl a;Si
We have <
u=Eledrit] =B -2, aiE[si]
=B_% ?:10{1' ST o B
02 :=Var(egrift) = Y, a2 Var(s;) R e
=1y o p= Pr[X eu-rou+ ro]ﬂ
r 1-p
7.15 2-40
9.16 2-64
10.29 2-80
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For a ciphertext C = (az, . .., an, b) with drift vector (a1, ..., an, B),
corresponding drift error is eqrift =8 — Z?zl a;Si
We have <
u=Eleqgrit] =B — X, AE[si]
=B_% ?:10{1' =R e
02 :=Var(egrift) = Y, a2 Var(s;) R e
=1y o p= Pr[X eu-rou+ ro]ﬂ
r 1-p
7.15 2-40
Check that , 9.16 264
lul+ro<T 10.29 2780

where T is a bound to the maximum allowed
drift error




Parameter set q n N K perr T 4 trials
35! 264 739 512 3 2764 259.67 50

100 2-130.41

1000 2713475
3% 264 834 2048 1 2764  257.76 50

100 2-129.94

1000 2-134.02
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Without our techniques

Failure probability is of 27X

With our techniques

Failure probability is reduced to roughly 2-2%
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Without our techniques

Failure probability is of 27

With our techniques

Failure probability is reduced to roughly 2-2%

Implications

«» Exponential improvement in failure rate
v> Unnoticeable performance penalty

v» Enables stronger correctness guarantees for existing FHE schemes
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Studied ciphertext drift in FHE
Developed novel modulus switching methods reducing failure probability

Strengthened FHE security models with sSIND-CPAP refinements

60 Read the full paper at
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https://ia.cr/2024/1718
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zama.ai
GitHub

Community

ZAMA


mailto:michael.walter@zama.ai
https://www.zama.ai
https://github.com/zama-ai
https://zama.ai/community

