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INnsider Replay Attack

MLS aims to protect against forgeries by group members (aka insiders)

‘IKnowledge] of the AEAD keys allows the attacker to send an encrypted
message using that key, but cannot send a message to a group which appears
to be from any valid client since they cannot forge the signature.”
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m, = < m, group, epoch, leafIndex, ad >

?Disclosed our findings to the MLS WG by posting to the mailing list

?Tu rn around time very quick ~couple hours, acknowledgement of findings

?Presented to the WG at IETF 122 to discuss whether spec wants to address replays
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Mitigation and Disclosure

No Protection against Replay by Insiders

MLS does not protect against one group member replaying a PrivateMessage sent by another group member within the same epoch that

the message was originally sent. Similarly, MLS does not protect against the replay (by a group member or otherwise) of a PublicMessage
within the same epoch that the message was originally sent. Applications for whom replay is an important risk should apply mitigations at
the application layer, as discussed below.

In addition to the risks discussed in {{symmetric-key-compromise}}, an attacker with access to the Ratchet Secrets for an endpoint can
replay PrivateMessage objects sent by other members of the group by taking the signed content of the message and re-encrypting it with a
new generation of the original sender's ratchet. If the other members of the group interpret a message with a new generation as a fresh
message, then this message will appear fresh. (This is possible because the message signature does not cover the generation field of the
message.) Messages sent as PublicMessage objects similarly lack replay protections. There is no message counter comparable to the
generation field in PrivateMessage.

Applications can detect replay by including a unique identifier for the message (e.g., a counter) in either the message payload or the
authenticated data field, both of which are included in the signatures for PublicMessage and PrivateMessage.
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Encrypt-then-Sign

Modeled but did not formally
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struct { struct ({
: . uint8 group[32]; opaque group_id<@..255>;
S|g ned message geﬂerathﬂ uint32 epoch; uint32 epoch;
uint32 generation; uint32 sender;
uint32 sender: ContentType content_type;

opaque content<@..2A32-1>, _
} MLSSignatureContent; select (MLSPlaintext.content_type) {
case handshake:

GroupOperation operation;

Security game defines corruption Version 1
as learning both symmetric and case application:
. . opaque application_data<@..2/32-1>;
signing keys )

opaque signature<@..2716-1>;
} MLSPlaintext;
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Outsider Replay Attack In Session

At the time of analysis, Session used the LegacyGroups protocol -- has since migrated to GroupsV2
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