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Client Server
c=[c,...,cn € {0, 1} K = [ko, ki, - - -, k] € Z07(HD
(2)—OT correction bits :
m bits 1 mN(qg — 1) bits
16 bytes correction polynomials 16 384 bytes
L)
N log q bits OLE correction bits Nlog g log g bits
144 bytes packed OLE corrections 1296 bytes
iNTT
N log g bits rounding corrections Ng + |BCH| bits
144 bytes packed rounding results + BCH code 4120 bytes
304 bytes 22 kB

11 s + network overhead 227 s



Interchangable Building Blocks: Precomputation Numbers

#  Protocol Communication Computation
Client Server Client Server
Simplest OT+IKNP 39 kB 4 kB 63 ms 63 ms
20 Kyber OT+IKNP 465kB 328kB 10 ms 10 ms
Simplest OT+Silent 22 kB 22 kB 68 ms 68 ms
Kyber OT+Silent 448 kB  392kB 10 ms 10 ms
Simplest OT+IKNP 319 MB 4.26 kB 420 ms 463 ms
H13 Kyber OT+IKNP 319 MB 328kB 311 ms 423 ms
Simplest OT+Silent 46 kB 155 kB 2065 ms 3371 ms
Kyber OT+Silent 487 kB 559 kB 2130 ms 3496 ms
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Application: Private Set Intersection (PSI)

e unlikely to replace 2HashDH

o not verifiable (and unlikely to be)
o great for applications that need many OPREF calls, like PSI

Client (x1,...,Xm) Server (y1,...,yn), k

{Fi(xi)}icpm) Ot

{zi = Fe(¥i)}jen)

o If x; = y; then Fy(x;) = z
e Otherwise F(y;) is pseudorandom.
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Parameters Setup Online
IS] IC] 5] IC| |S] ICl
20 20 1 ms 1ms 0.2s 6 ms
117 bytes 0 bytes 73.4 kiB 20 KiB
1ms 1ms 0.08 s 0.07 s
5 5
ez (U PRA G o) 2 2 246 bytes 0 bytes 802 kiB 475 kiB
910 910 4 ms 5 ms 24s 2.46 s
4.30 kiB 0 bytes 22.39 MiB 646.5 kiB
50 o0 0.26 s 051s 0.06 s 0.10's
134 bytes 1 byte 128 kiB 0.75MiB
. 1.63s 1.88s 311s 3.15s
¥ 5 5
RO (ks O} et 27 2 2 263 bytes 1 byte 4MiB 8.5 MiB
210 210 45.04 s 4528 s 99.66 s 99.71 s
4.31 MiB 1 byte 128 MiB 256.6 MiB
20 20 0.26 s 0.26s 15.47 s 1591s
133 bytes 0 bytes 17.07 kiB 9.04 kiB
. 8.71s 8.71s 328.46 s 329.14 s
5 5
Uds {laer 2] e e 262 bytes 0 bytes 546.25 kiB 290.26 kiB
210 210 303.38 s 303.38 s 16367.12 s 16367.60 s
4.31 kiB 0 bytes 34.14 MiB 18.08 MiB
20 20 10 ms 0s 023s 0.05s
133 bytes 0 bytes 12.04 kiB 16 bytes
. 0.02s 0s 021s 0.06 s
5 5
ECLIR (Srapless QU - 1402 el 2 2 262 bytes 0 bytes 137.05 kiB 512 bytes
510 510 03s 0s 0.64 s 0.57s
4.36 kiB 0 bytes 4.04 MiB 16 kiB




work
ADDS21
ADDS21
AG24
ADDG23
ADDG23
HKL+25
ESTX24
APRR24
DGH+21
shB23
Kem24
BDFH24
YBHKR24
YBHKR24
F0023
HKLS24
Bass023
Basso23
Basso024
BKW20
BKW20
HHM+23
HHM+23
dsP23
dsp23

LSS

assumption
(R)LWE+SIS
(R)LWE+SIS
(R)LWE+SIS
mod (2, 3)+lattices
mod(2,3)+lattices
heuristic LWR
iMLWER-RU+MLE+SIS
mod(2, 3)
mod(2,3)
Legendre PRF
Legendre PRF

Legendre PRF as 2HashDH
generalized power residue (Legendre) PRF

generalized power residue (Legendre) PRF

AES+Garbled Circuits
Minicrypt
Isogenies F_pA2

Isogenies F_pA2

Higher-Dimensional isogenies
Isogenies F_p + lattices
Isogenies F_p + lattices

Isogenies F_p + lattices + HE OT

Isogenies F_p
Isogenies F_p

Isogenies F_p

rounds comm. cost

N W W ON®WNNNONNNNN

@

2 MB
128 GB
316 kB
10 KB
160 KB
23 KB
126 KB”
916 bits
641 bits
13 kB
?
356 KB
774 kB
970 kB
6.79MB
22 bytesAﬂ
3.0 MB
8.7 MB
28.9 kB
20.54 kB
34.88 kB
640 kB
24.7 kB
384 bytes
16.38 kB

security(c-s)
semihonest-semihonest
malicious-malicious
malicious-malicious
malicious-semihonest
malicious-semihonest
semihonest-semihonest
malicious-malicious
malicious-semihonest
semihonest-semihonest
semihonest-semihonest
semihonest-semihonest
malicious-malicious
malicious-semihonest
malicious-malicious
semihonest-semihonest
malicious-malicious
malicious-malicious
malicious-malicious
malicious-malicious
semihonest-semihonest
malicious-semihonest
semihonest-semihonest
semihonest-semihonest
malicious-semihonest

malicious-semihonest

preprocessing no trusted setup verifiable available

221.5 kB
2.5 MB
2.5 MB
793 KB
10 KB
38 bits

1836 bits

68.4 kB

YES
YES
YES
YES
YES
YES
YES

(e}
YES
YES

NO
YES

[ [e]
YES

YES
NO
NO
NO
NO

YES
NO
NO
NO
NO

YES

YES
NO
NO

YES
NO
NO
NO

YES
NO
NO

YES

YES
NO
NO



heimberger.xyz/oprfs.html

work assumption rounds comm. cost security(c-s) preprocessing no trusted setup verifiable available

ADDS21 (R)YLWE+SIS YES [} YES
ADDS21 (RYLWE+SIS YES YES NO
AG24 (R)YLWE+SIS YES YES NO
ADDG23 mod (2, 3)+lattices YES NO NO
ADDG23 mod(2,3)+lattices YES YES NO
HKL+25 heuristic LWR YES NO YES
ESTX24 iMLWER-RU+MLE+SIS YES YES NO
APRR24 mod(2,3) YES YES NO
DGH+21 mod(2,3) [} NO NO
SHB23 Legendre PRF YES YES NO
KCM24 Legendre PRF YES YES YES
BDFH24 Legendre PRF as 2HashDH YES YES YES
YBHKR24 generalized power residue (Legendre YES YES NO
YBHKR24 generalized power residue (Legendre YES YES [}
F0023 AES+Garbled Circuits YES NO YES
HKLS24 Minicrypt YES NO NO
Basso023 Isogenies F_pA2 L[] NO NO
Basso23 Isogenies F_pA2 NO
Bass024 YES
BKW20 NO
BKW20 NO
HHM+23 YES
HHM+23 YES
dspP23 Isogenies F_p 384 bytes malicious-semihonest 5 NO

dspP23 Isogenies F_p 2 16.38 kB malicious-semihonest - YES YES NO
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Performance

Phase Client Server
Comm. Comp. Idle Comm. Comp. Idle

Subset-Sum 16 bytes 5 us 21 us 16 384 863 us 46 us
bytes

OLE 144 bytes 4 us 3 us 1296 72 us 88 us
bytes

Rounding 144 bytes 2 us 726 us 4118 814 us 67 us
bytes

BCH 0 bytes 1 pus 0 pus 8 bytes / 26 ps

el Sk lpites 11 ps 750 us E>1/t8e(s)6 1.7ms 227 us

(Network) (328 (22840

bytes) bytes)
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