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Overview

« ChaCha (since 2008)

« ARX, one of the most deployed stream ciphers.

 PNBs: Probabilistic Neural Bits (AFK+08, FSE)

- Experimental approximation of the key-recovery map.

« Motivation

« Theoretical in-depth analysis didn't achieve better
results than the black-box experimental analysis (PNBs).

« Apply puncturing (FT24, Eurocrypt), which provides
theoretically optimal approximation. '

A new tool, trail enumeration puncturing, beats PNBs.
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Summary of Results
—
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Review of the Existing Works.
What is difficult? What is problem?
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Differential-linear attack ©) NTT

x r DA
Differential-linear distinguisher (aka autocorrelation)
1
2 B Autp, (AT) = 5 3 (~)HFAEREEA),
xelFy
| T r|
Guess K and check
1 -1/~ —1/ 7/
FE5 FEs — (_1)<I‘,E2 (Z-K)®E, (2 _K)>
¥ 2
l l Correct guess - high correlation
EIEK HEK Wrong guess - random (hypothesis)
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Key recovery involves many bits quickly (® nrr

Quick diffusion by ARX

Hw(T) =1 or low

| T
Guess K and check
1 —1,5 —1,51
0 A few rounds — ) (—1)TE (Z-K)OE; (2 -K))
%] 2
HlEIK This cost is extremely high.
l Involved almost full bits of K.

A
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PNBs [AFK+08] O)NTT

Approximate the key-recovery map.

« K is divided into two parts, significant key bits and
probabilistic neutral bits, K = Kgyess|[Kpnb

» We use f(Z,Z', Kgyess|Ic) for the key recovery,
where c is fixed constants (usually, all 0)

(2,2, K) — 9(Z, 7', Kgess const)

Z A K Approximation Z 7' K
_ m B mI

e\

© NTT CORPORATION 2025 Significant key bits, Kgyess Probabilistic neutral bits, Ky,



What is problem in PNBs? ©) NTT

« We never analyze the inside of E, carefully.
« Set of PNBs is experimentally identified.

« The resulting correlation is also experimentally obtained.

« There is no plausible evidence that we set 0 for PNBs.
« Some papers suggested 10* is more adequate, but heuristic.

« Remember PNBs are “key”, which is unknown for attackers.
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What is problem in PNBs? ©) NTT

Comparison with distribution of PNBs on the right and wrong guess

.14
0.12 * The correlation highly depends on the key.
01 * In the best case, the correlation is 1!!
Z 0os In the worst case, no correlation.
£ o0 * The average is higher than the median.
Q(0.()4
- A
1

mpnb (right) mpnb (wrong)

In [AFK+08], the authors recommend to use the median.
Then, the success probability is 50%.
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New Theory and New Tool
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Puncturing (FT24) -high level idea O NTT

» Key recovery function f:F% - F,, and its Walsh spectrum f.

« Puncturing forces some non-zero entries to 0.

[ fw) ifugp, _ _
g(u) = {0 e D p’ ugzpf = (f,9) =cor(f,g)

« Use g instead of f for the key recovery.
-  We need p~?-times data complexity.

« Punctured bits are excluded from the key recovery.

> When key bits are excluded, we don’t need to guess the key bits.
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How to apply puncturing to ARX

« We need to know the Walsh spectrum of
the key-recovery to apply puncturing.

« Unlike the S-box-based cipher, it's not easy.

« Example.

« Assume that we want to evaluate a""[12].
(—1)% 12 = F(2,]12 — 0], 2[31 — 0], 2.[24 — 0], z4[12 — 0],

« It involves 83-bit output and 57-bit key.
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Example, Quarter rounds of ChaCha

Useful observation

« Each Walsh coefficient is the correlation of a
linear approximation, and it can be computed
as the sum of the (signed) correlations of all
linear trails in the approximation’s linear huill.

« We enumerate many linear trails to recover
Walsh spectrum coefficients.

mm) Trail enumeration puncturing
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Understanding trail enumeration O) NTT

1st Step, target linear mask. a” b"” c” d"
12
(00001000, 00000000, 00000000, 00000000) 1 } . |
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Understanding trail enumeration O) NTT

1st step, target linear mask. a B
(00001000, 00000000, 00000000, 00000000) 1

2"d step, evaluate linear transition of the modular addition. Yo
(00001800, 01000000, 00001000, 00000000) 2°1 ﬁ?_
(00001400, 01000000, 00001000, 00000000) 272 e
a’ b’ c’ d

[12-0] [24,23] [12,11]
(00001001, 01000000, 00001000, 00000000) 2712 1* [24,23] l
(00001000, 01000000, 00001000, 00000000) 2712 E— D
g ‘,
(00001000, 01800000, 00001800, 00000000) 271 & tH—
(00001C00, 01800000, 00001800, 00000000) 272 .
v v v
(00001801, 01800000, 00001800, 00000000) 2-12 Sowl e
(00001800, 01800000, 00001800, 00000000) 2712 | ;;M A
Y(3L0] V240
b

. . Zq . o '.-_'c-‘- h '%rd
‘ There are 26 coefficients. [12-0]  [31-0]  [24-0]  [12-0]
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Understanding trail enumeration

1st step, target linear mask.
(00001000, 00000000, 00000000, O0000000) 1

2nd step, evaluate linear transition of the modular addition.
26 coefficients

3rd step, evaluate linear transition of the next modular addition. \ o 2423 [
2712 @3)_/'

(00001000, CO080000, 01801000, 0O000000, 00001800)
(00001000, CO0C0O000, 01801800, 00000000, 00001800)
(00001800, CO0OC0O000, 01001800, 00000000, 00001000)
(00001800, CO080000, 01001000, 0OO000000, 00001000)
(00001800, CO0OC0O000, 01801800, 00000000, 00001800)
(00001800, CO080000, 01801000, 0OO000000, 00001800)
(00001000, CO0C0O000, 01001800, 00000000, 00001000)
(00001000, CO080000, 01001000, 0OO000000, 00001000)

- There are 8 coefficients.
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Understanding trail enumeration

1st step, target linear mask.
(00001000, 00000000, 00000000, O0000000) 1

2nd step, evaluate linear transition of the modular addition.
26 coefficients

3" step, evaluate linear transition of the next modular addition.
8 coefficients

4th step, evaluate linear transition of the last key addition.

We guess Kb[31,30,19,18] and kc[24,23,12,11].
We use 2 bits for each keystream branch.
768 coefficients. 219 dimension. Puncturing correlation 27617,
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Understanding trail enumeration

1st step, target linear mask.
(00001000, 00000000, 00000000, O0000000) 1

2nd step, evaluate linear transition of the modular addition.
26 coefficients

3" step, evaluate linear transition of the next modular addition.
8 coefficients

4th step, evaluate linear transition of the last key addition.
768 coefficients.

Obtain pseudoboolean function, g

Apply the Fast Walsh Transform (FWT), whose cost is 10 x 219,
The original function involves 83-bit output and 57-bit key.

The approximation involves 6-bit output and 4-bit key only.
To compensate the approximation, we need 2%17-times data.
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What is different from PNBs?

PNBs
« Experimental

« Each output of the
approximation is bool.

« It is the value when
probabilistic neutral key

bits are set to constants.

© NTT CORPORATION 2025

Puncturing

Theoretical

Each output of the
approximation is real va

It is the average over al
values of punctured
key/output bits.

U€E.
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Key recovery attack on ChaCha6
using Puncturing
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Attack against ChaCha6 O) NTT
4.5-round DL distinguisher (BLT20)

DA

__0—5

E, 1 round E; l p=2

(A[2], A4[29,17,9, 5], Ag[30, 22, 10], A{,[30, 10])
! !
E,, 3.5 round E, l c=2""%7
VT r| (T1°[0], Ta°[12], Ta*[19], T [0], T4 [7], D1 (0], T'12[0])
Fo 1.5 round Fs
l I Key recovery
HK H K
| !
Z A
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Attack against ChaCha6

Only two target bits, s
4.5 5.5 T
vip [7] and vg[8], I
iInvolve more_ t.han one ==
modular addition. N Y I
._
involve =y =
at most one modular -
addition. | g*
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Attack against ChaCha6

fl, vig[7]
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Attack against ChaCha6 O) NTT
f1, vig[7] N

Guess only 4-bit key.
k4[13], ko[6], k10[6,5]

Table 4: Trail enumeration for f; = (— 1)”105[7]

round active Jcoeffs p?

5 v30[7,6-0], v34[7,6-2] 158 9—0.029
5.5  v3o[7,6-0], v3°[7,6-2], v3;°[23,22-18] 158 27002
6  v3o[7,6-0], viP’[23,22-18], v3[7,6-2], v§[14,13-9], v§[7,6-2] 24248 271°

end  z14[23,22-18], z3(7,6-2], v{o[7,6-0] < {216[7,6-2], k10[7,6.5]}, 3699840 2231
v$[14,13-9] < {24[14,13-9], ka[14,13]},
v§[7,6-2] + {2o[7,6-2], ko[7,6]}
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Attack against ChaCha6

f2, vg=[8]
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Attack against ChaCha6

f2, vg=[8]

O) NTT

Table 3: Trail enumeration for fo = (—1)”3'5[8]

round active Hcoeffs p?

§) ’Ug 8,7-3], 1}2[15,1 1-10], fv?n [8,7-3] 94 9—0.045
Z0[8,7-3], v[15,14-10] ¢ {Z5[15,14-10], ks[15,14]},
end ’U?Q[S,T—fi] — {210[8,,“_:-;}? klﬂ[S;T"u?:} 18416 2—1.23
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Experiments on 6-round attack O) NTT

Comparison of backward computation

- 22 samples, 1000 random keys, 6-bit guess for f1 and f2.

Comparison with p* on the right and wrong guess Comparison with distribution of PNBs on the right and wrong guess
01 1
0.09 0.02
0.08 P — 0.08
0.07 l \ 0.07
> 0.06 g : \ Z0.06 l
; 0.05 = 005
2 oo ! 2,80
0.0 | : 0.08
0.02 \ 0.02
e . I il i
c..lllll IIJJI ‘Ll Il g T S LA A g g ey S Ay S ) e S 8 B e Sy g
2824 -2 -16-12-05-04 0 04051216 2 24 253236 & 24455255 6 64 65 72 76 FEr Y NENN mmmem CTETE ZoSST —mmm- NNNN MEER o
x0,
mmright sswrong night (theory wrong (theory ®pnt

(a) Experiments for p*. (b) Experiments for PNBs.

We can easily distinguish both distributions for puncturing but not for PNBs.
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Experiments on 6-round attack

O)NTT

Comparison of backward computation

« 22 samples, 1000 random keys, 13-bit guess for f1 and f2.

Comparison with p* on the right and wrong guess

a1z
=01
= 008

004

mmright ==swrong

(a) Experiments for p*.

: 0.08
0.06
0.04
0.02

Comparison with distribution of PNBs on the right and wrong guess

(b) Experiments for PNBs.

PNBs also distinguishable, but clearly, puncturing is better.
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Summary
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Summary (©) NTT

« A new tool to analyze ChaCha.
« No more PNBs. Fully theoretical analysis is possible!!

« Significant improvement for ChaCha.

e 6 rounds, 27t time 2> 2°74 time Each cost is one table lookup.
_ _ We regard the cost is equivalent
° / rOLIndS, 2189'7 time - 2154'2 time with one encryption.

« 7.5 rounds, 22°>2 time > 22°%2 time

« Open problem
 How to automate and optimize the analysis?

« S0 far, choosing parameter is our heuristic.

© NTT CORPORATION 2025
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