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Simulation 
Security: Sim(C(x)) → C̃, L ≈ Ĉ, K[x]
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Garbling Schemes: Applications
• Two-party computation
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Garbling Schemes: Applications
• Two-party computation

• Outsourcing computation on sensitive data
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C(x, y) = ?? ?
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Application: Outsourcing computation

ĈGarble(C)
→ Ĉ, K

Eval(Ĉ, L)
→ C(x)

CT(K)

Compress(K[x])

Decompress → L

, x

Size: poly(λ) + |x |

[AIKW13]
Offline (known )C

Online

x
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Existing Techniques

|x | ⋅ λ

|x | ⋅ poly(λ)
|x | + |x | /λ

[GS18,GOS18]: weaker assumptions (factoring / CDH), 
but non-black-box cryptography
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RSA exponentiations

30 min

(for )|x | = 105
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Application: Garbling with preprocessing

Let’s analyze our 
joint data securely!x y

Okay, but using 
which circuit ?C

Let’s discuss. In the 
meantime, we should 

preprocess with TinyLabels.
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→ Ĉ, K Ĉ
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Main Tool: Batch-Select

Receiver

Message vectors 
m1, m2 ∈ ℤw

p

“Selection” vector 
x ∈ ℤw

p
KeyGen(st1, st2, x) → skx

Sender

For all , , :m1 m2 x
(skx, ct1, ct2) ≈ Sim(m1 ⊙ x + m2, x)

Simulation 
Security:

Enc1(m1) → st1, ct1
Enc2(m2) → st2, ct2

=
m1[1] ⋅ x1 + m2[1]

⋮
mw[w] ⋅ xw + m2[w]

→ m1 ⊙ x + m2

Dec(skx, ct1, ct2, x)
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Enc2(K[0]) → st2, ct2
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Compressing Labels using Batch-Select

GC input keys 
K[0], K[1] ∈ ℤw

p

Input 
x ∈ {0,1}w

Enc1(K[1] − K[0]) → st1, ct1
Enc2(K[0]) → st2, ct2

KeyGen(st1, st2, x) → skx

=
K[x1]

⋮
K[xw]

= K[x]

→ (K[1] − K[0]) ⊙ x + K[0]

Dec(skx, ct1, ct2, x)
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Compressing Labels using Batch-Select

KeyGen(st1, st2, x) → skx

offline communication

online communication

(  if input 
is secret)
+ |x |

GC input keys 
K[0], K[1] ∈ ℤw

p

Input 
x ∈ {0,1}w

Enc1(K[1] − K[0]) → st1, ct1
Enc2(K[0]) → st2, ct2

|ℛq |

O(w log w ⋅ |ℤp | )
Can be optimized to 
be essentially free!

(Assuming our construction from RingLWE)
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Optimization 1: Free-XOR keys
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Enc1(Δ ⋅ 1w) → st1, ct1
Enc2(K[0]) → st2, ct2

KeyGen(st1, st2, x) → skx
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Dec(skx, ct1, ct2, x)
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GC input keys 
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Optimization 1: Free-XOR keys

Input 
x ∈ {0,1}w

Enc1(Δ ⋅ 1w) → st1, ct1
Enc2(K[0]) → st2, ct2

KeyGen(st1, st2, x) → skx

→ (Δ ⋅ 1w) ⊙ x + K[0]

Dec(skx, ct1, ct2, x)

= K[x]

Reusable!

GC input keys 
K[0]
K[1] = K[0] + Δ ⋅ 1w



Optimization 2: Free encryption of random keys

GC input keys 
K[0] ← $
K[1] = K[0] + Δ ⋅ 1w

Input 
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Enc2(K[0]) → st2, ct2
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Input 
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Enc1(Δ ⋅ 1w) → st1, ct1

KeyGen(st1, st2, x) → skx

→ (Δ ⋅ 1w) ⊙ x + K[0]

Dec(skx, ct1, ct2, x)

ct2 ← 𝖱𝖮(seed)
K[0], st2 ← Dec(ct2) = K[x]



Optimization 2: Free encryption of random keys

GC input keys 
K[0] ← $
K[1] = K[0] + Δ ⋅ 1w

Input 
x ∈ {0,1}w

Enc1(Δ ⋅ 1w) → st1, ct1

KeyGen(st1, st2, x) → skx

→ (Δ ⋅ 1w) ⊙ x + K[0]

Dec(skx, ct1, ct2, x)

ct2 ← 𝖱𝖮(seed)
K[0], st2 ← Dec(ct2)

Compressible to 
 bits!|seed | = λ

= K[x]
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m1 ⊙ x

Constructing Batch-Select from RingLWE

m1 ⊙ x + m2

Batch-Select

public vector

succinct 
-dependent keyx

m1 ⋅ x + m2

LHE

public scalar

[AIK11,AIKW13,BLLL23,…]

+ ⇒
non-succinct 
-dependent keyx

skx = r ⋅ dx

succinct 
-dependent keyx
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Constructing Batch-Select from RingLWE

LEnc . Enc

m1

r

LEnc . Eval

m1 ⊙ x − r ⋅ dx

LHE . Enc

r

ct1, ct2

LHE . Dec

st

skdxdx

r ⋅ dx + m2

m1 ⊙ x + m2

m2

Size: |ℛq |

x

ct′ 1



Open Questions

• Practical label compression from other assumptions?


• Can succinct garbling without offline phase be made practical?



Open Questions

• Practical label compression from other assumptions?


• Can succinct garbling without offline phase be made practical?

Thank you!
https://ia.cr/2024/2048
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