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Input Labels: One key :
K[i, x;] per input bit '



Garbling Scheme

Simulation
Security:

K[n,0] X,
K(n,1]
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Sim(C(x)) = C,L ~ C,K[x]

Eval(C,K[x]) = C(x)
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[AIKW13]
Offline (known C)
Garble(C) ¢
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Compress(K[x]), X
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Decompress — L

Eval(C, L)
— C(X)

Size: poly(4) + | x|




Existing Techniques

Communication
Offline Online

Naive 0 | x| -4

RSA |x|-poly(d)  |x|+1logN
DDH/LWE “ x|+ |x|/A

Assumption

[AIKW13]

N = RSA modulus



Existing Techniques

Communication
Offline Online

Naive 0 | x| -4

RSA |x|-poly(d)  |x|+1logN
DDH/LWE “ x|+ |x|/A

Assumption

[AIKW13]
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N = RSA modulus



Existing Techniques

Communication
Offline Online

Naive 0 | x| -4

Assumption

RSA | x| -poly(4)  |x|+IlogN
AIKW13
! ] DDH/LWE “ x|+ |x|/A
RSA/I0+SSBH 0 | x| +log N
ABIKLV23
! ] Bilinear DDH 0* | x|+ [x|/4

N = RSA modulus



Existing Techniques

Communication Computation
Offline Online (Decompress)

NENWE 0 x| - A 0

Assumption

RSA | x| - poly(A) | x| + log N |x|log | x|

IAIRWA3] DDH/LWE RSA exponentiations
RSA/IO+SSBH 0 | x|+ log N | x|log|x|

[ABIKLVZ3] Bilinear DDH RSA exponentiations

N = RSA modulus



Existing Techniques

Communication Computation

Assumption
P Offline Online (Decompress)

NENE 0 x| - A 0

RSA . polv(A x|+ log N

FAIKWA3] | x| -poly(1)  [x]|+log

DDH/LWE .

SA/IO45S x| +logy  oomin

RSA/IO+55SBH 0 X 0g
ABIKLV2
! 3] Bilinear DDH
(for | x| = 10°)

N = RSA modulus



Existing Techniques

*assuming 1Mbps

Communication Computation

Assumption
P Offline Online (Decompress)

YENWE 0 13 sec” 0

RSA . poly(4 + log N
FAIKWA3] | x| - poly(d)  [x]+log
DDH/LWE :
SA/I0+SS | x| +log N ZHamin
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Bilinear DDH
(for | x| = 10°)

N = RSA modulus
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Communication Computation
Offline Online (Decompress)

YENWE 0 13 sec” 0

Assumption

RSA X | - poly(A x| +log N
PAIKWA3] | x| - poly())  |x]|+log
DDH/LWE :
SA/I0+SS | x| +log N ZHamn
R | BH 0 X 0g
IABIKLV23] R
Bilinear DDH
L EEIER RingLWE+RO 0* | x|+ [Z£,] 0.2 secC

N = RSA modulus @q = ring with degree n and modulus q
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Application: Garbling with preprocessing

Let’s analyze our
joint data securely!

Okay, but using
which circuit C?

Let’s discuss. In the
meantime, we should
preprocess with TinyLabels.




Universal Circuits

[ZYZL19]: |U| =~ 4.5|C|log|C| AND gates
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Main Tool: Batch-Select

Message vectors
w
m,m, € Z,

“Selection” vector
W
X & Zp

Simulation
Security:

Sender

EnCl(ml) —> Stl’Ctl

KeyGen(st,, st,, X) = sk

For all m;, m,, X:

(sk,, cty, cty) =& Sim(m; © X + m,, X)

Receilver

Dec(sk,, ct;, ct,, X)

—-m OX + m,

m,[1] - x; + m,[1)

m |w|-x, +m,|w|
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Compressing Labels using Batch-Select

ALICE

Ly

GC input keys Enc,(K[1] — K[0]) = st, cty 'Can be optimized to
K[0L,K[1] € Z} Enc,(K[0]) = st,, ct, Lbe essentially free! :
offlinﬁ)mmunication
Input
x € {0,1}" KeyGen(sty, stp, X) — sky £9§ (+| x| if input
IS secret)

onllne communication
(Assuming our construction from RingLWE)
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Optimization 1: Free-XOR keys
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De
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GC input keys Enc{(A-1,) — st;,ct, c(sky, €ty €y, X)

K[0] Enc,(K[0 t, Ct > (A-1)0x + KJ[0]
K[1] = K[0] + A -1 nc,(K[0]) — st,, ct, o X
— X

Input
x € {0,1}" KeyGen(st,, st,, X) = sk
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Optimization 2: Free encryption of random keys

ALICE BOB

Ly

S

G

GC input keys Enc{(A-1,) — st;,ct, Dec(sk, ct;, cty, X)

K[0] < $ N
K[1] =K[0]+A-1, ct, < RO(seed) (A-1,)6x + K[0]
K[0], st, < Dec(ct,) — K[x]

Input
x € {0,1}"

Compressible to
| seed | = A bits!

KeyGen(st,, st,, X) = sk




Constructing Batch-Select from RingLWE

LHE Batch-Select

[AIK11,AIKW13,BLLL23,...]

scalar vector

succinct succinct



Constructing Batch-Select from RingLWE

L HE L Enc Batch-Select
[AIK11,AIKW13,BLLL23,...] IDKLLMR23]

scalar —|— $ vector

succinct succinct



Constructing Batch-Select from RingLWE

LHE LENnC Batch-Select
[AIK11,AIKW13,BLLL23,...] [DKLLMR23]
public scalar —|— $ public vector
succinct non-succinct succinct

X-dependent key X-dependent key X-dependent key



Constructing Batch-Select from RingLWE

LHE LENC
[AIK11,AIKW13,BLLL23,...] [DKLLMR23]
m, - x+m, m; © X
public scalar —|—
succinct non-succinct
X-dependent key X-dependent key

sk, =1 - d,

Batch-Select

m, ©Xx+m,

!

public vector

succinct
X-dependent key
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Constructing Batch-Select from RingLWE
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Open Questions

* Practical label compression from other assumptions?

e (Can succinct garbling without offline phase be made practical®?

Thank you!
https://ia.cr/2024/2048
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