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Authenticated Encryption with Associated Data

K K
N — N/ — .
M’ if TLEncc (N, A", M') = (C',T")
A —|IL.Enc |~ (C,T) A" —{II.Dec )
1 otherwise
M —] (¢, 7)) —

* AEAD encrypts the message M + authenticates the metadata & message (A, M)

e Widely deployed (TLS, IPsec, wireless standards)

GCM CCM  ChaCha20-Poly1305 Ascon
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Authenticated Encryption with Associated Data

K K
N — N/ — .
M’ if TLEncc (N, A", M') = (C',T")
A —|IL.Enc |~ (C,T) A" —{II.Dec )
1 otherwise
M —] (¢, 7)) —

* AEAD encrypts the message M + authenticates the metadata & message (A, M)

e Widely deployed (TLS, IPsec, wireless standards)
GCM CCM  ChaCha20-Poly1305 Ascon

® Nonce is supposed to be unique in encryption
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Deterministic AEAD ([rs: Ec 06

M’ if ILEnck (A, M) = (C', T')

1 otherwise

e AEAD without a nonce [can be absorbed in the associated data]

e Encryption at rest (iCloud, AWS) and tokenization (PCI-compliant systems)

SIV. GCM-SIV
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Why Use a Nonce?

Uniqueness of nonce in encryption ensures security and efficiency
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Why Use a Nonce?

Uniqueness of nonce in encryption ensures security and efficiency

e Security:
® DAEAD leaks equality when message + metadata repeat.
® Nonce ensures fresh randomness per encryption query
e Efficiency:
* DAEAD are inherently two-pass (rate’ is capped at 0.5)
* Nonce allows for single-pass schemes

"The ratio of number of n-bit blocks in the input to the number of primitive calls.
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Why Use a Nonce?

Uniqueness of nonce in encryption ensures security and efficiency

e Security:
® DAEAD leaks equality when message + metadata repeat.
® Nonce ensures fresh randomness per encryption query
e Efficiency:
* DAEAD are inherently two-pass (rate’ is capped at 0.5)
* Nonce allows for single-pass schemes

I. Nonce-reuse is strictly prohibited!

"The ratio of number of n-bit blocks in the input to the number of primitive calls.
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The Curse of Nonce-Misuse
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The Curse of Nonce-Misuse
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The Curse of Nonce-Misuse

Here Come The @ Ninj
njas
B — Lncky Thirteen: Breaking the TLS and DTLS Record Protocols

This CVE red
amendment

Descrip|

2

JKC!
7j Authentication Failures in NIST version of GCM

Antoine Joux

DGA
and
Université de Versailles St-Quentin-en-Yvelines
PRISM
45, avenue des Etats-Unis
78035 Versailles Cedex, France
Antoine . JouxQndx.org

Abstract. In this note, we study the security of the Calois/Counter
mode authenticated encryption recently published by NIST. We show
how an adversary can recover the secret key of the keyed hash function
underlying the authentication, using a chosen IV attack. Once this secret

ffors due toresource o ather concerns

fion-layer
andshake
. session
the TLS

E Bites: Exploiti
ck

etail

k for NVD enrichment eforts due to resource or ther concerns.

MODIFIED

T CVE record has been

amendment due tothese changes

pescription
Spring ecurity versionsS

‘niialization vector with CBC
een encrypted using uch &

- e caasuppledby e NP S

o s Description
et ser D evichmentfors et o

MozillaFiref

le Chrome,

prorto42 16useafined ull

ortosL10,50xprior 10501604423

e datathathas
xpriort052:4,5.L0" s s with acess 01
axprort0532544 bl ot encryptor Al

L2)the

8A)on an HTTPS session, in conjunction with Javascript code that
lient AP, aka a "BEAST" attack.

in encryptor may be !

Pracey Dy TS SUCCess(
ors TLS 1.0 [RFC2246) , TLS 1.1 [RFC4346)

Page 4 of 25



The Curse of Nonce-Misuse

Is
rd Protocol
d DTLS Reco

Thirteen: Breaking the TLS an

' Lucky i)

Ninjas

Here Come T&]\‘

AKCVE.

i GCM
i version of
hentication Failures in NIST
MODIFII Aut en

This CVE
amendment

or other concers.
ffors due toresource or ot

Nonce-Disrespecting Adversan‘es;
o Practicaj Forgery Atta

oty

oy ] Unive

cks on G in TLS

, Aaron Zauner?, Sean Devlin3, Juraj Somoroysky+ and Philipp, Jovanoyics
Ihnps://bboeck.de,
2SBA Research 2GmbH, a7,
3

hanno@hboeck g,
Uner @sba-reseqr)

h.org, lambda: resi)iennsystems, azet@azel,org
Independent, seanpauickdevli.n@g il.com
“Horst Gortz Institute for IT Securi; ’, Ruhr Universily Bochum, juraj,somoruvsky@rub.de
“Ecole Polytechnique Fédérale de Lausanpe (EPFL), Philipp jo,
ract. In t
25;2 authentic
how an adversa/

epfl.ch
. Anovic@epf]
underlying the

2

MODIFIED

ichmer
VD e
been updated afte
cord has be
This CVE re

hanges.
these c
entdvetott

amendment:

Abstract POODLE.T; g
We investigate TNonce reyge issues with the GCym block
cipher mode s used in TLg

123) (jmplementatim]
attacks did pog

bugs). All those
exploit Weaknesses of CBC per se, but
and focys i Particular o took advantage of the particy].
o5 1105 e
Description 53xpriorto532 Sv;‘:mmwmi unencrypted valu
ecurity versions C Mode in the im§ able to derive’
sprngSety R e
ntalzation e

aybe
1 an encryptor may’

en encrypted USIngS

bes

ar way how CBC was de-

Page 4 of 25



Need for Beyond-the-Birthday Bound Security

e GCM, CCM, and OCB' are limited to birthday bound security
AES-{GCM,CCM,0CB'} is secure up to 264 queries

® 64-bit security might be insufficient
* exabyte-scale (~ 2%0) in use, zetabyte-scale (~ 27°) expected
e Limited generic multi-user security
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AES-{GCM,CCM,0CB'} is secure up to 264 queries

® 64-bit security might be insufficient
* exabyte-scale (~ 2%0) in use, zetabyte-scale (~ 27°) expected
e Limited generic multi-user security
e Standardise a bigger block cipher [an effective long term solution(?)]
® Replacing AES-128 might not be viable
® Noticeable setup time expected [hardware support, general confidence]
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e GCM, CCM, and OCB' are limited to birthday bound security
AES-{GCM,CCM,0CB'} is secure up to 264 queries
® 64-bit security might be insufficient
* exabyte-scale (~ 2%0) in use, zetabyte-scale (~ 27°) expected
e Limited generic multi-user security

e Standardise a bigger block cipher [an effective long term solution(?)]
® Replacing AES-128 might not be viable
® Noticeable setup time expected

e BBB secure (nonce-based) AEAD modes [cH, Sci, SIV,, GEM-SIV, ©CB, Romulus, LightOCB]
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Need for Beyond-the-Birthday Bound Security

e GCM, CCM, and OCB' are limited to birthday bound security
AES-{GCM,CCM,0CB'} is secure up to 264 queries

® 64-bit security might be insufficient
* exabyte-scale (~ 2%0) in use, zetabyte-scale (~ 27°) expected
e Limited generic multi-user security

e Standardise a bigger block cipher [an effective long term solution(?)]
® Replacing AES-128 might not be viable
® Noticeable setup time expected

* BBB secure (nonce-based) AEAD modes
e CHM: full n-bit security (insecure with a single misuse)
® SCM: graceful degradation (limited to n/2-bit security for arbitrary misuse)
* SIV,: BBB nonce-misuse security (highly inefficient)
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The Goal

To solve two problems:
e Unique nonce requirement
e Limited security (birthday bound)
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The Goal

To solve two problems:
e Unique nonce requirement
e Limited security (birthday bound)

Design a block cipher-based efficient,
misuse-resistant BBB-secure AEAD mode
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Security Notions: A Quick Recap

The Distinguishing Game

Real World (RW) Ideal World (1W)

X,' Xi

Ore Oid

Y,' Yi

AdvE™(A) = ‘Pr (Areturns 1in RW) — Pr (A returns 1 in IW)‘

e Adversary’s resources: g (query), ¢ (max. length), o (total data) etc.
e Game: ideal world functionality + adversary’s power
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Security Notions: A Quick Recap

Pseudorandom Function (PRF)

RW

Fk

¢ |deal world: a uniform random function $
e A makes chosen plaintext queries
o Adv?rf(A): the PRF advantage of A against F
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Security Notions: A Quick Recap

Random IV-based PRF ($-PRF)

RW

Fk

¢ |deal world: a uniform random function $
e A makes random plaintext queries
o AdviP"(A): the $-PRF advantage of A against F
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Security Notions: A Quick Recap

Misuse-resistant AE (MRAE)

RW i W
D) : W
%’ II.LEnc ‘K‘M/ $
T ! AN
Ay, : Ay,
72 %) : 7 %)
% [I.Dec Vl\ 1

e |deal world: a uniform random function $ and the reject oracle L

e A’s queries must satisfy (N]’.,Aj’., ij, Tj’) # (N;,A;, Ci, T))

® Adv[]"®(A): the MRAE advantage of A against II
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Security Notions: A Quick Recap

Misuse-resistant AE (MRAE)

RW | m
) : )
% [1.Enc %’ $
AN ! AN
Ay, : Ay,
7’ /'/) | & /'/)
% [I.Dec Vl\ 1

Ideal world: a uniform random function $ and the reject oracle L
e A’'s queries must satisfy (N]’-,Aj’., ij, Tj’) # (N;,A;, Ci, T))
Adv[]"™¢(A): the MRAE advantage of A against II

DAEADs achieve MRAE security naturally!
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Synthetic IV [rs:Eco6]

(A, M) e Two main components:
l * F:a PRF
® G: a random IV-based PRF

Inverse-free

B

Parallelizable

Composition Bound [Rs: EC 06, IM: ToSC "16]:

AdvIIPe(A4) < Advgff(B)+Adv“g‘Pﬁ(C)+2%

Page 8 of 25



Synthetic IV [rs:Eco6]

(A, M) e Two main components:
l * F:a PRF
® G: a random IV-based PRF

Inverse-free

B

Parallelizable

T ®—M
e Composition Bound [Rrs: EC '06, IM: ToSC "16]:
T C
AdvIIPe(A4) < Advﬁff(B)+Adv“g‘pﬁ(C)+2%

1. A BBB secure PRF component with 7 > n bits of output
2. A BBB secure random IV-based PRF component
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The PRF Component

Revisiting HtmB-p2 [cjN: Ac 20]

A, M) .
v ¢ Hashing solves two purposes:
; H / ® Handling arbitrary length inputs
B ® Inputs to 5y have controlled collisions
@ @ = Optimal Security for HtmB
™ ™
<> C*? e HtmB-p2 PRF Bound [C)N: AC '20, CDNPS EC '23]:
Uy

T3 AdVE':me_pz(A) =0 (2% + q2€co“)
T
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The PRF Component

Revisiting HtmB-p2 [cjN: Ac 20]

A, M) .
v ¢ Hashing solves two purposes:
; H / ® Handling arbitrary length inputs
B ® Inputs to 5y have controlled collisions
@ @ = Optimal Security for HtmB
™ ™
<> C*? e HtmB-p2 PRF Bound [C)N: AC '20, CDNPS EC '23]:
Uy

e Limitation: only n-bit outputs

T3 AdVE':me_pz(A) =0 (2% + q2€co“)
T
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The PRF Component

F*: A BBB secure PRF with 2n-bit outputs

(A, M)
t e HtmB-p2*:
; a / ® Duplicates the HtmB-p2 finalization
i ] ] e Additional n bits at the cost of two calls
v v
@ @ X Y
XY Y 4 ¥
& &
@ @
¥ ¥
T[1] T[2]
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The PRF Component

F*: A BBB secure PRF with 2n-bit outputs

(A, M)
: e HtmB-p2*:
; a / ® Duplicates the HtmB-p2 finalization
] ] e Additional n bits at the cost of two calls
ust ™ e F*: HtmB-p2* with a PMAC+ like hash
® ®, X Y
Xy vY ¥ ¥ F* is optimally secure [for lengths up to v/2"]
) At 0 (%)
® ® 2
¥ ¥
T[] T[2]
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The Random-IV PRF Component (Option 1)

Revisiting CENC [Iwata: FSE '06]

) ) ) ) Keystream is generated in chunks of r blocks
Njfifjo NififiL Nififi2- N3

| S T
Y, v *? Y, *? Y, *?
zill]  zj2)  z[3]

The i-th chunk of keystream (r=3)

Fully parallelizable
Rate ~ (L)

r+1

Optimally secure if IVs are unique [Imv: ePrint "16]
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The Random-IV PRF Component (Option 1)

Revisiting CENC [Iwata: FSE '06]

) ) ) ) Keystream is generated in chunks of r blocks
Njfifjo NififiL Nififi2- N3

| S T
Y, v *? Y, *? Y, *?
zill]  zj2)  z[3]

The i-th chunk of keystream (r=3)

Fully parallelizable

Rate %(rﬁ)

Optimally secure if IVs are unique [Imv: ePrint "16]

Limitations:
® |N| < n (we require ~ 2n)
® Only birthday-bound $-PRF secure
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The Random-IV PRF Component (Option 1)

GiantStar: A BBB secure random IV-based PRF

e CTR-based encoding — lightweight hash
Hr(i,0)  Hr(i,1) Hr(i,2) Hr(i,3) * Use the random IV as key

l l e Inherits all the the efficiency traits of CENC

zill]  z2]  Z[3
The i-th chunk of keystream (r=3)
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The Random-IV PRF Component (Option 1)

GiantStar: A BBB secure random IV-based PRF

e CTR-based encoding — lightweight hash
H (’ 0) r(i,1) HT(' 3) * Use the random IV as key

l l e Inherits all the the efficiency traits of CENC
" . e Secure if hash is 2-wise independent

Y,~ Y; +eif> Y
Zj[1]

The i-th chunk of keystream (r=3)

GiantStar is BBB secure [for moderately large (]

Z,’ 2 Zi ] AdV$-prf (A) _ O (_

GiantStar
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The Random-IV PRF Component (Option 1)

GiantStar: A BBB secure random IV-based PRF

e CTR-based encoding — lightweight hash
H (’ 0) r(i,1) HT(' 3) * Use the random IV as key

l l e Inherits all the the efficiency traits of CENC
" . e Secure if hash is 2-wise independent

Y,~ Y; +eif> Y
Zj[1]

The i-th chunk of keystream (r=3)

GiantStar is BBB secure [for moderately large (]

Zi[2] Zj $-prf
l i) AdVGiapntStar('A) =0 (_
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The Random-IV PRF Component (Option 2)

Star: A fixed-length BBB secure random IV-based PRF

L

Zill]  z[2]  z[3]
Star(T, i)

e Star = GiantStar with

¢ Fixed chunk index i
e Restricted to < r-block outputs

Star is optimally secure

$-prf rq
AdVStapr ("4) 0 (2n>
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The Random-IV PRF Component (Option 2)

Snowflake: A length-independent BBB secure random IV-based PRF

¢ Fresh 2n-bit randomness per chunk

Sorf $-prf $-prf
Advgutake (A) < Adver (B) + AdveP"(C)
0
T; l

The i-th chunk of keystream
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The Random-IV PRF Component (Option 2)

Snowflake: A length-independent BBB secure random IV-based PRF

¢ Fresh 2n-bit randomness per chunk

$-prf $-prf $-prf
Adve P oo (A) S Adve b (B) + Adv P (C)
> (l) e G* must have length-independent bound!
' e G* can be relatively heavier
[ Star ] * in the paper: 6 calls per chunk

Zl Snowflake is optimally secure

$-prf . ro
The i-th chunk of keystream AdV5oufiake (A) = O (2_")
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Our Contributions

Two misuse-resistant BBB-secure AEAD modes
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Our Contributions

Two misuse-resistant BBB-secure AEAD modes

DENC1
(A.M) . nghl}/ parallellza.ble
l e Tag size 7 = 2n-bit
. e Max. input length ¢ < v/2"-block
o [ Glantstar |\ * Rate > (555 ) (= 0.498 for r = 64)
* BBB secure for moderate message lengths
®—M

ro%¢
; ¢ AdvgERes(4) =0 (7 )
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Our Contributions

Two misuse-resistant BBB-secure AEAD modes

DENC2
(A, M) e Highly parallelizable

l ® Tag size 7 = 2n-bit
e Max. input length ¢ < v/2"-block

F* S flak

@“ﬂ * Rate > (gt ) (= 0.456 for r = 64)
®— M e Length-independent optimal security
ro
r c AdvERE(4) =0 ()
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Making GCM Great Again:
Toward Full Security and Longer Nonces
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Same Motivation, Different Goal

Recall: We require BBB-secure AEAD with low nonce misusing risk.
1. Design a misuse-resistant AE

® AES-GCM-SIV, DENC1, DENC2, ...
e Best for security, but inherently two pass
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1. Design a misuse-resistant AE

e AES-GCM-SIV, DENC1, DENC2, ...
e Best for security, but inherently two pass

2. Design a nonce-based AE with extended nonces
* DNDK-GCM: requires carefully generated nonces and BC with 2n-bit key
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Same Motivation, Different Goal

Recall: We require BBB-secure AEAD with low nonce misusing risk.

1. Design a misuse-resistant AE

e AES-GCM-SIV, DENC1, DENC2, ...
e Best for security, but inherently two pass

2. Design a nonce-based AE with extended nonces
* DNDK-GCM: requires carefully generated nonces and BC with 2n-bit key

Our Goal:

e Block cipher based AE with full security
+ Provably secure under standard PRP assumption

e Efficiency is comparable to GCM
e Support extended nonces or provide nonce misuse resistance

e Support arbitrary length message
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Starting Point: CENC

Cipher-based ENCryption (CENC)
e CTR-type encryption mode with full security

f o
AdVggycien(G.0,1) <O (2—”)

e limitation: |nonce| + |counter| < n
= still have nonce misusing risk and short length limitation

N0 N1 N2 N3 N4 N5
| l l l | |
Ex Ex Ex
e e e gy e

Z[1] Z[2] Z[3] Z[4]

Figure: The first 4 keystream blocks from CENC[Ex, w](N, -) with w = 3.
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Building Blocks - eCTR

enhanced CTR (eCTR) (~ GiantStar!)

e almost fully secure variable output length PRF (VOL-PRF) with 2n-bit random IV

$-prf ro ra?l
AdVeCPI':?[E r] (A)<0 (2n + 92n >

e limitation: requires random IV
= enough for iv-based AE, but we want nonce-based

A

B —>? 2B —>? 22B —>? 238 —>? 2'B —»? 2°B

m <—$<—z>

Ex

P g T

z

=

Figure: The first 4 blocks from eCTR[Ek, w|(A, B) with w =
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Building Blocks - HteC

Hash-then-eCTR (HteC)
e almost fully secure variable input/output length PRF (VIL-VOL-PRF)

prf wo wo?l
AdeteC[H7E7W] (A)<0 (2n T

where H is §-universal hash (UH)
e UH-then-PRP outputs (= A, B) are not fully random but enough for eCTR input

Hy, B A
I eCTR > Z
Hy; [ AN

Figure: The HteC VIL-VOL pseudorandom function.
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Our Contribution

eGCM/eGCM-SIV: enhanced variant of GCM/GCM-SIV

N M N,A'M
HteC HteC
Y 2n
n D ¥
i A / eCTR \
&b ] ;
M »EP
Y Y Y y
T c T c
(a) Encryption of eGCM (b) Encryption of eGCM-SIV

Figure: The eGCM and eGCM-SIV AE schemes. A nonce, an associated data, and a message are denoted
N, A and M, respectively
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Our Contribution

eGCM
N M
l ® Replace CTR to HteC
HteC e Support extended nonces
v e Support encrypting arbitrary length messages
n P * BBB secure for moderate message lengths
A 2

Y ro<¢
€ Advegem(A) = O (2T>
Y Y
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Our Contribution

eGCM-SIV
N,A,M
\ HteC / e Use HteC as PRF and replace CTR to eCTR
5 e Support encrypting arbitrary length messages
n
—Cll * BBB secure for moderate message lengths
eCTR d ro?¢
AdVegem-siv(A) = O (W)
M —B
Y Y
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Comparison

Security
AEAD Rate NR NM
0CB3 1 n/2 -
GCM 1/2 n/2 -
CIP,CHM, mGCM,eGCM <1/2f n -
AES-GCM-SIV 1/2 n n/2
SCM 1/2 n n/2
CWC+ <1/2" 3n/4  n/2(auth only)
eGCM-SIV,DENC1, DENC2 < 1/21 n n

* Depends on the parameter w, while we write < 1/2 since the rate approaches 1/2 as w
increases and w can be set to a large enough value.

Table: Comparion of eGCM, eGCM-SIV, DENC1 and DENC2 and other block cipher based AE schemes.
The maximum message length (= [) is assumed to be a small constant. Note that DENC2 has

length-independent security. .
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Benchmark

Message

AEAD 1KB 4KB 64KB
0CB3 0.52 0.47 0.45
GCM 1.65 1.02 0.83
eGCM 0.93 0.89 0.88
AES-GCM-SIV 1.33 1.07 0.99
SCM 119 1M 1.07
eGCM-SIV 1.33 115 112
DENC1 1.31 1.20 118
DENC2 1.42 1.38 1.32

Table: Benchmark of eGCM, eGCM-SIV, DAE1 and DAE2 and other block cipher based AE schemes.
Throughput is measured in cycles per byte, for empty associated data.
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HteC vs SnowFlake

N v

| |

\Hash—then—PRPs/
i 0
T | !

)
() e

Z; Z;
e Use arbitrary length nonces e Use random IVs (enough for SIV)
e Simpler compressing function e Length-independent security

e Length-dependent security ® G* is heavy!
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Combining Two Papers: HteC + SnowFlake

N i
L
\Hash—then—PRPs/ .
T l
[ Star ]
!
Z

e G*is replaced by Hash-then-PRPs = faster and support nonce!
e VIL-VOL-PRF with (output) length-independent security
e Can be used to construct fully secure NAE and DAE
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Conclusion

Towards Optimally Secure DAEs
e DENC1: almost fully secure DAE
e DENC2: fully secure DAE (length-independent security)
Making GCM Great Again
e HteC: almost fully secure VIL-VOL-PRF
e eGCM: almost fully secure NAE with extended nonces
e eGCM-SIV: almost fully secure DAE
Our results can also be applied to:
e Accordion ciphers: Hash-CTR-Hash = Hash-(eCTR/SnowFlake)-Hash
* Nonce-key derivation: HteC and HteC+SnowFlake are PRF
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Thank you for your attention!
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