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Multiparty Computation

Setting
* n parties
e t corrupted parties

* Honest majority:n =2t + 1

* Synchronous network




Communication Complexity

[DNO7, GIP+14, CGH+14...] O(|C| -n) t=mn—-1)/2 Information-theoretic
[GPS21] o(|C)) t=(0.5—¢€)-n Information-theoretic

|C|: circuit size, n: number of parties, counted by field elements



Communication Complexity

[DNO7, GIP+14, CGH+14...] O(|C| -n) t=mn—-1)/2 Information-theoretic
[GPS21] o(|C)) t=(0.5—¢€)-n Information-theoretic

|C|: circuit size, n: number of parties, counted by field elements

Is it possible to construct an information-theoretic MPC protocol in
standard honest majority setting with t = (n — 1)/2 achieving

communication of O(C) field elements?



Negative Evidence from [DLN19]

1Py

2. Yji<bjiy

1y« IP(x1,1 X1,2 X1, X2,1 X2,2 ---xz,t)

Theorem [DLN19]. Let n = 2t + 1. Any statistically t-

private and statistically correct protocol for I P, ;

In(t-1)

communicates at least — negl elements.
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Circuit size: [C| = O0(I - n)
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1P, ; Theorem [DLN19]. Let n = 2t + 1. Any statistically t-

private and statistically correct protocol for I P, ;

1y« IP(x1,1 X1,2 X1, X2,1 X2,2 ---xz,t)

. | In(t-1)
2 yji «— i y communicates at least

— negl elements.

QO

This does NOT rule out the case of

MPC protocols with communication

N(I; - n) buto(|C| - n).



Communication Complexity

[DNO7, GIP+14, CGH+14...] O(|C| -n) t=mn—-1)/2 Information-theoretic
[GPS21] o(|C)) t=(0.5—¢€)-n Information-theoretic

|C|: circuit size, n: number of parties, counted by field elements

What assumptions suffice to build an MPC protocol in honest majority
setting with t = (n — 1) /2 achieving communication of O(C) field

elements?



Communication Complexity

[DNO7, GIP+14, CGH+14...] oO(|C|-n) t=m-1)/2 Information-theoretic
[GPS21] o(|C)) t =(0.5—€)-n Information-theoretic

Honest majority

MPC

*

Oblivious linear evaluation (OLE)

Efficient

communication and

small data size?




Our Results — positive result

[DNO7, GIP+14, CGH+14...] oO(|C|-n) t=m-1)/2 Information-theoretic
[GPS21] o(|C)) t =(0.5—€)-n Information-theoretic
Our result O0(|C]) + O(|C]|) OLEs t=m—1)/2 Information-theoretic

Theorem 1 (Informal).

. -1 :
Let n denote the number of parties and ¢ = nT denote the number of corrupted parties. There

exists an information-theoretic MPC protocol in OLE-hybrid model which computes an arithmetic
circuit C with malicious security and at the cost of 0(|C| +D-n+ poly(n)) field elements of
communication plus O(|C| + D - n + poly(n)) invocations of OLE-hybrid functionalities, where D

is the circuit depth.



Our Results — negative result

Oblivious linear evaluation (OLE)

t,’ S‘-t=u+v

S, u t,v
Theorem 2.

Let n = 2t + 1. There does NOT exist any statistically
t-private and statistically correct protocol preparing N
random OLE correlations following any pattern with

communication of o(N - n) elements.



Our Results — positive result

[DNO7, GIP+14, CGH+14...] o(|C|-n) t=mn—-—1)/2 Information-theoretic
[GPS21] o(|C)) t=(05—-¢€)n Information-theoretic
O(|C|) + O(|C|) OLEs Information-theoretic
Our result - t=mn—-—1)/2
o(lch ROM
Theorem 3.

. -1 .
Let n denote the number of parties and ¢ = nT denote the number of corrupted parties. Let k be

the security parameter and [ be a finite field of size |[F| = 2 with each element of ¢ bits length.
For an arithmetic circuit C, there exists an MPC protocol in the random oracle model which
computes C with malicious security and communicates O((|C| + D - n + poly(n)) - (£ + k) + n -

k) field elements, where D is the circuit depth.



Outline

* Honest majority MPC with information-theoretic security in OLE-hybrid

model

* Negative results

 communication lower bound for OLE preparation in information-theoretic setting

* Preparing OLE correlations in Minicrypt



Starting point — preprocessing data of [GPS22]

Theorem [GPS22]. For an arithmetic circuit C over a finite field F of size |F| >
|C| + n, and for all constante = 0 andt = (1 — €) - n, there is a semi-honest
information-theoretic MPC which computes C with O(|C|) elements of both

preprocessing data and communication complexity.

[GPS22] Forep »_/

IT MPC with O(C) « For each group of k multiplication gates,

communication Sample a random packed Beaver triple

(lalpn—k, [Bln—x, [€]n—k).

11
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Starting point — preproce

special case.

Honest majority is a

\PS22]

Theorem [GPS22]. For an arithmetic circuit C oveoCaninite field IF of size |F| =

|C| + n, and for all constant € > 0 and

t=(1—€)-n

there is a semi-honest

information-theoretic MPC which computes C with O(|C|) elements of both

preprocessing data and communication complexity.

[GPS22]

IT MPC with 0(C) «

communication

:Fprep

For each group of k multiplication gates,

Sample a random packed Beaver triple

(lalpn—k, [Bln—x, [€]n—k).

@

Packed Beaver triples with
O (n) communication per

packed triple.

11
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Packed triple generation — packed triple extraction

[CP17, GLS24]

o Triple distribution

N=2t+1

packed triples
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Packed triple generation — packed triple extraction

[CP17, GLS24]
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Each party distributes a
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- - 14
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Packed triple generation — virtual parties s

A committee containing an honest

party acts as an honest virtual party.

Py

I}; X Aog, X9 blr X1
e - " bo’ yO TOLE all yl

ao*b1=x0+x1

a; *byg =yo+y1

a*b=(a0+a1)*(b0+b1)=a0*b0+a0*b1+a1*b0+a1*b1

P, Additive shares P,

* - element-wise multiplication 16
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Packed triple generation — virtual parties s

A committee containing an honest

party acts as an honest virtual party.
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Packed triple generation — virtual parties s

A committee containing an honest

party acts as an honest virtual party.

“Z =X ap, Xo b1, x4
rer . " bo’ yo TOLE al’ yl

ao*b1=x0+x1

Privacy: the secrets are

unknown to the adversary.
laoltrk-1  [Pole+k-1 Wolt4k-1 = Wilt4k-1 =

lag * bo + X0 + Yoltt+k-1 lay by +x1 + Y1ltik-1

_ lale+i-1  [Plevi-1  [@* blerg—1 ﬁ L7



Packed triple generation — virtual parties s

A committee containing an honest

party acts as an honest virtual party.

“Z =X ap, Xo b1, x4
rer . " bo’ yo TOLE al’ yl

ao*b1=x0+x1
l a; * by

laoltrk-1  [Pole+k-1 [Wolt4k—1 = O (Wilisph1 =
lag * bg + x¢ + Yolt+k-1 5 O [ay * by + X1 + ¥1lt4k—1

_ lale+i-1  [Plevi-1  [@* blerg—1 ﬁ 18

Cost: 2k invocations of

Forg + 0(n) elements per

packed triple
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Packed triple generation — packed triple extraction

[CP17, GLS24]

OTripIe distribution lalq [bla lela
lala [bla [clq

e N=2¢/+1 lalg [blg [clq
packed triples

Packed Triple extraction

lalg [blg [clq

lalg [blg [clq

random packed
e T =1y-N ofthem

triples
are known by

[0(# ‘n) eIements]

corrupted parties

1)

We have strong honest

¥
/0 (n) elements «

plus O(n) OLEs
\_per packed triple

Switch to malicious

setting?

L 1
majority, i.e., ¥ <7
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Packed triple generation — malicious security

[BY24]

OTripIe distribution lalq [bla lela
lala [bla [clq

lala [bla lcla Packed Triple extraction

lalg [blg [clq

lalg [blg [clq

Triple verification to
ensure:a* b =c
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0 (1) Packed Beaver triples
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Outline

* Honest majority MPC with information-theoretic security in OLE-hybrid

model

 Negative results

« communication lower bound for OLE preparation in information-theoretic setting

* Preparing OLE correlations in Minicrypt



Communication lower bound in [DLN19]

X, € F! ~ A o0

: —_— ey V11 € T V2,1 M | " G X5 1, D
bl,l € {0,1} ‘-/ — 2,121

X1 2, D12 ey :_'\ A W) V2,2 G '\:. € X32,b,

£
b3 ey ,,,°.°.‘. i
a I
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Lower bounds for preparing OLEs

1Py

2. yji<bii-y
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o
O
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Outline

* Honest majority MPC with information-theoretic security in OLE-hybrid

model

* Negative results

 communication lower bound for OLE preparation in information-theoretic setting

 Preparing OLE correlations in Minicrypt
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