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Generalized Sponge Construction [NO14]
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A Concrete Example
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A Reinforced Concrete Example [GKL+22]
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Padding may cost 256 bits!



The Rise Of SAFE [AKQ22]: A Restricted Setting Solution
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Sponge Without Padding Overhead: Non-Cryptographic Permutations

• Message length is a multiple of r
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sponge-pi and sponge-pi$: Simplified Security Comparison
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Our Constructions: fks-pi
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Our Constructions: duplex-pi and duplex-pi$

0

IV (·) H

id
duplex-pi duplex-pi$

πf
i1

M1

\
\

rI

cI

P

\

rA

\

rS − rA

πp
i2

M2∥10∗Z1

\

cS

P

\

rA

\

rS − rA

πf
i3

M3Z2

\

cS

P

\

rA

\

rS − rA

πf
i4

M4Z3

\

cS

P

\

rA

\

rS − rA

πp
i5

M5∥10∗Z2

\

cS

P

Z4

\

rS

• ξ: Number of different NCPs

• duplex-pi: User-determined IVs

• duplex-pi$: Randomly determined IVs

11 / 13



Our Constructions: duplex-pi and duplex-pi$

0

IV (·) H

id
duplex-pi duplex-pi$

πf
i1

M1

\
\

rI

cI

P

\

rA

\

rS − rA

πp
i2

M2∥10∗Z1

\

cS

P

\

rA

\

rS − rA

πf
i3

M3Z2

\

cS

P

\

rA

\

rS − rA

πf
i4

M4Z3

\

cS

P

\

rA

\

rS − rA

πp
i5

M5∥10∗Z2

\

cS

P

Z4

\

rS

• ξ: Number of different NCPs

• duplex-pi: User-determined IVs

• duplex-pi$: Randomly determined IVs

11 / 13



Our Constructions: duplex-pi and duplex-pi$

0

IV (·) H

id
duplex-pi duplex-pi$

πf
i1

M1

\
\

rI

cI

P

\

rA

\

rS − rA

πp
i2

M2∥10∗Z1

\

cS

P

\

rA

\

rS − rA

πf
i3

M3Z2

\

cS

P

\

rA

\

rS − rA

πf
i4

M4Z3

\

cS

P

\

rA

\

rS − rA

πp
i5

M5∥10∗Z2

\

cS

P

Z4

\

rS

• ξ: Number of different NCPs

• duplex-pi: User-determined IVs

• duplex-pi$: Randomly determined IVs

11 / 13



Our Constructions: duplex-pi and duplex-pi$

0

IV (·) H

id
duplex-pi duplex-pi$

πf
i1

M1

\
\

rI

cI

P

\

rA

\

rS − rA

πp
i2

M2∥10∗Z1

\

cS

P

\

rA

\

rS − rA

πf
i3

M3Z2

\

cS

P

\

rA

\

rS − rA

πf
i4

M4Z3

\

cS

P

\

rA

\

rS − rA

πp
i5

M5∥10∗Z2

\

cS

P

Z4

\

rS

• ξ: Number of different NCPs

• duplex-pi: User-determined IVs

• duplex-pi$: Randomly determined IVs

11 / 13

Same, but different
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Conclusion

• Introduction and formal generic analysis of sponge-pi($), duplex-pi($), and
fks-pi

• Generic security bound is the same as previous constructions

• Small (constant) loss in the binary setting
• Padding-free hashing and duplexing
• Allows for more efficient hashing in finite fields
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Thank you for your attent
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Guido Bertoni, Joan Daemen, Michaël Peeters, and Gilles Van Assche.
Sponge Functions, 2007.

Guido Bertoni, Joan Daemen, Michaël Peeters, and Gilles Van Assche.
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