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Sponge Construction [BDPVO07]

@

N N
outer | P Pl ' |p
inner A
¢ ¢ i
% o/ NI %

® P is b-bit permutation

® 1 is the rate
® ¢ is the capacity

®*bh=r+c
® Security: generically behaves like RO up to (’)(2‘3/2) queries [BDPV08]
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Generalized Sponge Construction [NO14]
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A Concrete Example
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® Ascon-Hash256: b = 320, = 64, c = 256

® Padding cost: small overhead
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A Reinforced Concrete Example [GKL"22]
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The Rise Of SAFE [AKQ22]: A Restricted Setting Solution
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Sponge Without Padding Overhead: Non-Cryptographic Permutations
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sponge-pi and sponge-pi$: Simplified Security Comparison
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