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Functional Encryption (FE) [BSW11]
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FE with Multiple users

* Multiple ciphertexts
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FE with Multiple users

* Multiple ciphertexts
» Multi-input FE (MI-FE) [AGR+17]
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FE with Multiple users
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FE with Multiple users
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* Decentralized multi-client FE (DMC-FE) [CDG+18]
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 Dynamic decentralized FE (DD-FE) [CDG+20]
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Goal: Compute average of BP

X.’s : Blood pressure (BP).
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Application of Linear Functionality in Multi-user Settings

Goal: Compute average of BP

X.’s : Blood pressure (BP).

y;’s : reference ranges
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Application of Linear Functionality in Multi-user Settings

3
Goal: Compute average of BP Z (Xi, yl-)
i=1

X.’s : Blood pressure (BP).
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Application of Linear Functionality in Multi-user Settings

Goal: Compute average of BP and/or BT

‘Odd’ position : Blood pressure (BP).

‘Even’ position : Body temperature (BT).
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Application of Linear Functionality in Multi-user Settings

Goal: Compute average of BP

‘Odd’ position : Blood pressure (BP).
‘Even’ position : Body temperature (BT).

y;’s : reference ranges
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Application of Linear Functionality in Multi-user Settings

3
Goal: Compute average of BP Z Z XiiVii
i=1 j=odd

‘Odd’ position : Blood pressure (BP).

e Existing solutions cannot capture

index-specific computations. ‘Even’ position : Body temperature (BT).

y;’s : reference ranges
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Application of Linear Functionality in Multi-user Settings

3
Goal: Compute average of BP 2 Z XiiVii
i=1 j=odd

‘Odd’ position : Blood pressure (BP).

e Existing solutions cannot capture

index-specific computations. ‘Even’ position : Body temperature (BT).

 Number of patient is not fixed

for any hospital. y;’s : reference ranges
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Application of Linear Functionality in Multi-user Settings

SK,’s P :1000< Location id < 2000
Goal: Compute average of BP Y —

‘Odd’ position : Blood pressure (BP).

e Existing solutions cannot capture
index-specific computations.

‘Even’ position : Body temperature (BT).

 Number of patient is not fixed

for any hospital. y;’s : reference ranges

o
@ ® O O O O O
&, & & /aaea e e KRR
= X, Xl X2 = (01, X225 X3, X04) X3 = (X371, X32, X33, X34, X35)

att: Location id: 1105 att: Location id: 1004 att: Location id: 2004



Application of Linear Functionality in Multi-user Settings

2
SKy’s P :1000< Location_id < 2000
Goal: Compute average of BP Z Z XiiVii Vi B
i=1 j=odd
‘Odd’ position : Blood pressure (BP).
e Existing solutions cannot capture
index-specific computations.

‘Even’ position : Body temperature (BT).

 Number of patient is not fixed

for any hospital. y;’s : reference ranges

@ @ O O O O O
- & - -/ e e, RefeRe
1, X2, ) X2 = (K1, X2, X035 Xo4) X3 = (X31, X3, X33, X34, X35)

att: Location id: 1105 att: Location id: 1004 att: Location id: 2004



Previous works in Multi-user FE

Works Primitives Parties Input length | Fun. length | Acc Con. | Label Corr. Assumption
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Our Results

Primitives Parties Input length Fun. length Acc Con. | Label Corr. Assumption
MC-AB-UIPFE N Unbounded | Unbounded LSSS O Yes MDDH
MI-AB-UIPFE N Unbounded | Unbounded LSSS N/A Yes MDDH

DD-UIPFE Unbounded | Unbounded | Unbounded N/A Yes Yes MDDH




Our Functionalities

| X, | &ps Iy ¢ indexsetofy,; A :accessstructure; S, : setof attributes; L : label; £ : client indicies.

Zke[n] ZieIYk v Uy, CLEDAASY =D AW, =L), Yk e [n]

MC-AB-UIPFE: /({StLisXio £} 1A (i By ) = { R arw
otherwise

Zke[n] Zl‘e]yk X,iVk,i If (ka C [fk]) A (A(Sk) — 1)9 Vk € [n]

MI-AB-UIPFE: f({Sk,xk,fk}Zzp{Myk,lyk)}z;l)={ arw
otherwise

Lic zielyk XeiVki WU =Uppge = Upge) Ny, SIOD AL =L), Ve U

1 otherwise

DD-UIPFE: /(L% Cihicr s (G b hicn,,, ) = {

* Access control for MC-AB-UIPFE and MI-AB-UIPFE using Linear Secret Sharing Schemes (LSSS).

* Unbounded size of input and function with permissive setting.
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Technical Steps Towards MC-AB-UIPFE

Unbounded + Acc. Cont. +
Unbounded Unbounded + Acc. Cont. Multi-Client framework

[ATY23]
Slotted UIPFE MC-AB-UIPFE

INPP22]

Attribute-Based

Slotted IPFE [TT18] Extended

[LL20] Slotted UIPFE
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Pairing group G = (p, g1, &7, Gl, Gz, GT, e(-,)); [a]l — gla
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Slotted IPFE (sIPFE) [LL20]

Slot mode Correctness

| SlotEnc(MPK. [x],) &, Enc(MSK, [(x,, || 0)],)

Pairing group G = (p, 81, 8>, G, G5, Gr. e( -, +)); [a], = g7 |

» Setup(1%, & Spriv) = (MPK, MSK)

priv
« KeyGen(MSK, [yl,) = SKy, ¥ = (Y,u0: Yoriv)

e SlotEnc(MPK., [x,,,];) = CT"

° EHC(MSK, [(Xpub’ Xpriv)]l) — C-I—Qorm, X = (Xpub9 Xpriv)

» Dec(SKy, CTy) = [(x,¥)]7



Slotted IPFE (sIPFE) [LL20]

Pairing group G = (p, g1, &7, Gl, Gz, GT, e(-,)); [a]l — gla

Slot mode Correctness

| SlotEnc(MPK, [x],) &, Enc(MSK, [(x,., | | 0)];)

Function-hiding Security

For all queried X('B) = (X(ﬂ) xP) ),

K,pub’ K,priv

e Setup(1%, § ) —» (MPK, MSK)

pub’ pr|v

« KeyGen(MSK, [yl,) = SKy, ¥ = (Y,u0: Yoriv)

+ SlotEnc(MPK, [x,,,];) — CT

e« Enc(MSK, [(x )];) = CTY™, x = (x

pub’ Xpriv ( pub’ Xpriv)

* Dec(SKy, CTy) = [{X,¥)]7 (ﬁ) = (Y, . ¥” ) by the adversary
ub? ’

Z,priv

[(x9, yO ] =[x, yI)1;
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SIPFE = (iS, iKG, iSE, iE, iD)
[TT18] from sIPFE

SKy: L IKG([( iUi, O; Vi 1 )]2) }iely
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Unbounded IPFE [TT18] using sIPFE

sIPFE = (1S, IKG, ISE, IE, ID)

[TT18] from sIPFE

Index encoding

SKy : iKG([(. iUi, Uia. Yis i )]2) }iely
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Unbounded IPFE [TT18] using sIPFE

sIPFE = (1S, IKG, ISE, IE, ID)

[TT18] from sIPFE

Index encoding
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Unbounded IPFE [TT18] using sIPFE

sIPFE = (1S, IKG, ISE, IE, ID)

[TT18] from sIPFE

Index encoding

SKy : iKG([(. iGp Uia. Yis i )]2) }iely

Zrl-:O

CTy : { iSE([(.JZ'l-, - iﬂi,. X, o)1) Yiga

Index encoding

[(x, Y>p]T < { ID(SK; 1ICT)) }iely



SIPFE = (iS, iKG, iSE, iE, iD)
[TT18] from sIPFE

SKy: L IKG([( iUi, O; Vi 1 )]2) }iely

Zrl-:O

CTx: { SE(( 7, —im, x, a)]y) g

[(x,¥),]7 < { ID(SK;, iCT)) }ie[y
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Extended slotted UIPFE (esUIPFE) using sIPFE

Our esUIPFE



SIPFE = (iS, iKG, iSE. iE, iD)
[TT18] from sIPFE

SKy { |KG([( le Ois Yis I )]2) }iEIy

Zrl-:O

CTx: { SE(( 7, —im, x, a)]y) g

[(x,¥),]7 < { ID(SK;, iCT)) }iely

Extended slotted UIPFE (esUIPFE) using sIPFE

Our esUIPFE

Unboundedness Extended
SKy { |KG([( l 9 yupub 19 19 @ @]2) }IEI
Bounded Pub. Slot Bounded Priv. Slot

Zri — O; Zprub,i — prub; Zypriv,i — ypriv

CT)?lOt : { ISE([( ﬂia o iﬂia xupub,ia , )]1) }le[f]

norm . °
T { |E([( iy — UL, xupub,i’ o, )]1) }iE[f]




SIPFE = (iS, iKG, iSE. iE, iD)
[TT18] from sIPFE

SKy { |KG([( lap Ois Yis I )]2) }iEIy

Zrl-:O

CTx: { SE(( 7, —im, x, a)]y) g

[(X, y>p]T <« { ID(ISKZ, ICTZ) }iEIy

Extended slotted UIPFE (esUIPFE) using sIPFE

Our esUIPFE

Unboundedness Extended
SKy { |KG([( l 9 yupub 19 19 @ @]2) }IEI
Bounded Pub. Slot Bounded Priv. Slot

Zri — O; Zprub,i — prub; ZYpriv,i — Ypriv

slot ., | :
CTx ™t USEC 7 — i Xpun o @ | Xppun ) 1) g
norm . - .
CTRO™ : { (I 7, — i Xyt @ | Xepur| | Xore)ID) diera

[<X9 Y>p+ <Xbpub9 ybpub>+ <Xpriv’ ypriv>]T < { ID(ISKZ’ ICTZ) }iely

Extended Computation
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sIPFE = (1S, IKG, ISE, IE, ID) esUIPFE = (eS, eKG, eSE, eE, eD)

Our esUIPFE #
LSSS Access structure: A: attribute set: S
eSK : { eKG([ )]2) Viel,
Bounded

Unbounded Bounded _
Pub. Slot Pub. Slot Priv. Slot » Sample ay < $; (@) el ist-ata) < N, (A)

slot .
eCTx™ = 1 eSE( M) tieien . A(S) = 1, compute reconstruction vector ¢ = (c;); :
i€

[<X9 Y>p+ <Xbpub9 ybpub>+ <Xpriv’ ypriv>]T < { eD(eS KY’ eCTy) }iely

Extended Computation
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Attribute-Based sUIPFE (AB-sUIPFE) using esUIPFE

sIPFE = (1S, IKG, ISE, IE, ID) esUIPFE = (eS, eKG, eSE, eE, eD)
Our AB-sUIPFE |“0~ Z Ci;

Our esUIPFE #
jeS

eSK, : eKG([ )]2) Ve, SKay : 1 IKG(( joj. 05, ;- 2)D) Yetist-ata)
Unbounded Bounded Bounded { eKG([(y, |ay:z| |YyivD]) }
Unsognded + s 2

Acc. Cont. Function Hiding

eCTSIO . ¢ eSE([( )]1) bicten CTngt: {ISE(C 7, —Jm, w)ly) ties
{ eSE([( x. )]1) }

eCTQOrm : eE([( )]1) }ie[f] C-l—ggrm - {iSE([( 7, _jﬂ;i’ W)]l) }jeS
{ ELC x| v || Xpn P11 )

[<X9 Y>p+ <Xbpub’ prub>+ <Xpriv’ ypriv>]T < { eD(eS KY’ eCTy) }iEIy
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Attribute-Based sUIPFE (AB-sUIPFE) using esUIPFE

sIPFE = (1S, IKG, ISE, IE, ID) esUIPFE = (eS, eKG, eSE, eE, eD)
Our AB-sUIPFE |“0~ Z Ci;

Our esUIPFE #
jeS

eSK, : eKG([ )]2) Ve, SKay : 1 IKG(( joj. 05, ;- 2)D) Yetist-ata)
Unbounded Bounded Bounded { eKG([(y, |ay:z| |YyivD]) }
Unsognded + s 2

Acc. Cont. Function Hiding

eCTSIO . ¢ eSE([( )]1) bicten CTngt: {ISE(C 7, —Jm, w)ly) ties
{ eSE([( x. )]1) }

eCTQOrm : eE([( )]1) }ie[f] C-l—ggrm - {iSE([( 7, _jﬂ;i’ W)]l) }jeS
{ ELC x| v || Xpn P11 )

[<X9 Y>p+ <Xbpub’ ybpub>+<Xpriv9 ypriv>]T < { eD(eSKya eCTy) }iely If A(S) — 1, [<Xa Y>p+ <Xpriv’ Ypriv>]T < eD(eSK? eCT);
- - { iD(iSK;,iCT)) } s

Extended Computation



Multi-Client Extension via AB-sUIPFE

Our MC-AB-UIPFE

aSKay : | aKG([( o, A) )
Unbounded Bounded Function

Pub. Slot Hiding Priv. Slot
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Conclusion

* Formalize the notion of ‘unboundedness’ in MC-AB-UIPFE, MI-AB-UIPFE and DD-UIPFE.
* Realizing access control via LSSS access structure in MC-AB-UIPFE, MI-AB-UIPFE.
* A generic compiler from sIPFE to MC-AB-UIPFE.



Conclusion

* Formalize the notion of ‘unboundedness’ in MC-AB-UIPFE, MI-AB-UIPFE and DD-UIPFE.
* Realizing access control via LSSS access structure in MC-AB-UIPFE, MI-AB-UIPFE.
* A generic compiler from sIPFE to MC-AB-UIPFE.

Open Problems:

* Upgrade the security of MC-AB-UIPFE from one-time label to multi-label scenarios.

* Adding access control feature in DD-UIPFE.



Thank You
For Your Attention!

Any Questions

P .

Full version : https://ia.cr/2025/423




