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Our Results
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f ({𝖲k, Lk, xk, ℓk}n
k=1, {𝔸, (yk, Iyk

)}n
k=1) = {

∑k∈[n] ∑i∈Iyk
xk,iyk,i  if (Iyk

⊆ [ℓk]) ∧ (𝔸(𝖲k) = 1) ∧ (Lk = L), ∀k ∈ [n]

⊥  otherwise

• Access control for MC-AB-UIPFE and MI-AB-UIPFE using Linear Secret Sharing Schemes (LSSS).

• Unbounded size of input and function with permissive setting.

|xk | : ℓk; Iyk
:  index set of yk; 𝔸 : access structure; 𝖲k :  set of attributes; L : label; k :  client indicies .
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⊆ [ℓk]) ∧ (𝔸(𝖲k) = 1), ∀k ∈ [n]

⊥  otherwise
MI-AB-UIPFE:

f ({Lk, xk, ℓk}k∈𝒰k,msg
, {(yk, Iyk

)}k∈𝒰k,key) = {
∑k∈𝒰 ∑i∈Iyk

xk,iyk,i  if (𝒰 = 𝒰k,msg = 𝒰k,key) ∧ (Iyk
⊆ [ℓk]) ∧ (Lk = L), ∀k ∈ 𝒰

⊥  otherwise
DD-UIPFE:
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[LL20]

Technical Steps Towards MC-AB-UIPFE
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Unbounded

Technical Steps Towards MC-AB-UIPFE



Extended 
Slotted UIPFE

Attribute-Based 
Slotted UIPFE

[TT18] [NPP22]Slotted IPFE 
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Unbounded + Acc. Cont.Unbounded

Technical Steps Towards MC-AB-UIPFE



MC-AB-UIPFE
Extended 

Slotted UIPFE
Attribute-Based 
Slotted UIPFE

[TT18] [NPP22] [ATY23]Slotted IPFE 
[LL20]

Unbounded + Acc. Cont.Unbounded
Unbounded + Acc. Cont. + 

Multi-Client framework

Technical Steps Towards MC-AB-UIPFE



Pairing group ; 𝖦 = (p, g1, g2, 𝔾1, 𝔾2, 𝔾T, e( ⋅ , ⋅ )) [a]ι = ga
ι

Slotted IPFE (sIPFE) [LL20] 



∙ 𝖣𝖾𝖼(𝖲𝖪y, 𝖢𝖳x) → [⟨x, y⟩]T

Pairing group ; 𝖦 = (p, g1, g2, 𝔾1, 𝔾2, 𝔾T, e( ⋅ , ⋅ )) [a]ι = ga
ι

∙ 𝖲𝗅𝗈𝗍𝖤𝗇𝖼(𝖬𝖯𝖪, [x𝗉𝗎𝖻]1) → 𝖢𝖳𝗌𝗅𝗈𝗍
x

( )∙ 𝖪𝖾𝗒𝖦𝖾𝗇(𝖬𝖲𝖪, [y]2) → 𝖲𝖪y, y = y𝗉𝗎𝖻, y𝗉𝗋𝗂𝗏

( )∙ 𝖤𝗇𝖼(𝖬𝖲𝖪, [(x𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏)]1) → 𝖢𝖳𝗇𝗈𝗋𝗆
x , x = x𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏

Slotted IPFE (sIPFE) [LL20] 

∙ 𝖲𝖾𝗍𝗎𝗉(1λ, 𝒮𝗉𝗎𝖻, 𝒮𝗉𝗋𝗂𝗏) → (𝖬𝖯𝖪, 𝖬𝖲𝖪)



∙ 𝖣𝖾𝖼(𝖲𝖪y, 𝖢𝖳x) → [⟨x, y⟩]T

Pairing group ; 𝖦 = (p, g1, g2, 𝔾1, 𝔾2, 𝔾T, e( ⋅ , ⋅ )) [a]ι = ga
ι

Slot mode Correctness 

( )∙ 𝖪𝖾𝗒𝖦𝖾𝗇(𝖬𝖲𝖪, [y]2) → 𝖲𝖪y, y = y𝗉𝗎𝖻, y𝗉𝗋𝗂𝗏

Slotted IPFE (sIPFE) [LL20] 

∙ 𝖲𝗅𝗈𝗍𝖤𝗇𝖼(𝖬𝖯𝖪, [x𝗉𝗎𝖻]1) → 𝖢𝖳𝗌𝗅𝗈𝗍
x

( )∙ 𝖤𝗇𝖼(𝖬𝖲𝖪, [(x𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏)]1) → 𝖢𝖳𝗇𝗈𝗋𝗆
x , x = x𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏

∙ 𝖲𝖾𝗍𝗎𝗉(1λ, 𝒮𝗉𝗎𝖻, 𝒮𝗉𝗋𝗂𝗏) → (𝖬𝖯𝖪, 𝖬𝖲𝖪) 𝖲𝗅𝗈𝗍𝖤𝗇𝖼(𝖬𝖯𝖪, [x]1) ≈c 𝖤𝗇𝖼(𝖬𝖲𝖪, [(x𝗉𝗎𝖻 | |0)]1)



∙ 𝖲𝖾𝗍𝗎𝗉(1λ, 𝒮𝗉𝗎𝖻, 𝒮𝗉𝗋𝗂𝗏) → (𝖬𝖯𝖪, 𝖬𝖲𝖪)

∙ 𝖣𝖾𝖼(𝖲𝖪y, 𝖢𝖳x) → [⟨x, y⟩]T

Pairing group ; 𝖦 = (p, g1, g2, 𝔾1, 𝔾2, 𝔾T, e( ⋅ , ⋅ )) [a]ι = ga
ι

[⟨x(0)
κ , y(0)

ℓ ⟩]T = [⟨x(1)
κ , y(1)

ℓ ⟩]T

For all queried , 

 by the adversary, 

x(β)
κ = (x(β)

κ,𝗉𝗎𝖻, x(β)
κ,𝗉𝗋𝗂𝗏)

y(β)
ℓ = (yℓ,𝗉𝗎𝖻, y(β)

ℓ,𝗉𝗋𝗂𝗏)

Slot mode Correctness 

Function-hiding Security

( )∙ 𝖪𝖾𝗒𝖦𝖾𝗇(𝖬𝖲𝖪, [y]2) → 𝖲𝖪y, y = y𝗉𝗎𝖻, y𝗉𝗋𝗂𝗏

𝖲𝗅𝗈𝗍𝖤𝗇𝖼(𝖬𝖯𝖪, [x]1) ≈c 𝖤𝗇𝖼(𝖬𝖲𝖪, [(x𝗉𝗎𝖻 | |0)]1)

Slotted IPFE (sIPFE) [LL20] 

∙ 𝖲𝗅𝗈𝗍𝖤𝗇𝖼(𝖬𝖯𝖪, [x𝗉𝗎𝖻]1) → 𝖢𝖳𝗌𝗅𝗈𝗍
x

( )∙ 𝖤𝗇𝖼(𝖬𝖲𝖪, [(x𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏)]1) → 𝖢𝖳𝗇𝗈𝗋𝗆
x , x = x𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏



[TT18] from sIPFE

Unbounded IPFE [TT18] using sIPFE

𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)



[TT18] from sIPFE




                        

𝖲𝖪y : { 𝗂𝖪𝖦([( iσi, σi, yi, ri )]2) }i∈Iy

∑ri = 0

Unbounded IPFE [TT18] using sIPFE

𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)



[TT18] from sIPFE




                        

𝖲𝖪y : { 𝗂𝖪𝖦([( iσi, σi, yi, ri )]2) }i∈Iy

∑ri = 0

Unbounded IPFE [TT18] using sIPFE

Index encoding

𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)



𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)

[TT18] from sIPFE




                        

𝖲𝖪y : { 𝗂𝖪𝖦([( iσi, σi, yi, ri )]2) }i∈Iy

∑ri = 0

𝖢𝖳x : { 𝗂𝖲𝖤([( πi, − iπi, xi, α )]1) }i∈[ℓ]

Index encoding

Index encoding

Unbounded IPFE [TT18] using sIPFE



[TT18] from sIPFE




                        

𝖲𝖪y : { 𝗂𝖪𝖦([( iσi, σi, yi, ri )]2) }i∈Iy

∑ri = 0

𝖢𝖳x : { 𝗂𝖲𝖤([( πi, − iπi, xi, α )]1) }i∈[ℓ]

       [⟨x, y⟩p]T ← { 𝗂𝖣(𝗂𝖲𝖪i, 𝗂𝖢𝖳i) }i∈Iy

Index encoding

Index encoding

Unbounded IPFE [TT18] using sIPFE

𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)






                        

𝖲𝖪y : { 𝗂𝖪𝖦([( iσi, σi, yi, ri )]2) }i∈Iy

∑ri = 0

[TT18] from sIPFE Our esUIPFE

𝖢𝖳x : { 𝗂𝖲𝖤([( πi, − iπi, xi, α )]1) }i∈[ℓ]

       [⟨x, y⟩p]T ← { 𝗂𝖣(𝗂𝖲𝖪i, 𝗂𝖢𝖳i) }i∈Iy

Extended slotted UIPFE (esUIPFE) using sIPFE

𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)






                        

𝖲𝖪y : { 𝗂𝖪𝖦([( iσi, σi, yi, ri )]2) }i∈Iy

∑ri = 0

 𝖲𝖪y : { 𝗂𝖪𝖦([( iσi, σi, y𝗎𝗉𝗎𝖻,i, ri, y𝖻𝗉𝗎𝖻,i, y𝗉𝗋𝗂𝗏,i )]2) }i∈Iy

𝖢𝖳slot
x : { 𝗂𝖲𝖤([( πi, − iπi, x𝗎𝗉𝗎𝖻,i, α, x𝖻𝗉𝗎𝖻 )]1) }i∈[ℓ]

Bounded Pub. Slot Bounded Priv. Slot

𝖢𝖳norm
x : { 𝗂𝖤([( πi, − iπi, x𝗎𝗉𝗎𝖻,i, α, x𝖻𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏 )]1) }i∈[ℓ]

[TT18] from sIPFE Our esUIPFE
Extended 

;  ∑ri = 0; ∑y𝖻𝗉𝗎𝖻,i = y𝖻𝗉𝗎𝖻 ∑y𝗉𝗋𝗂𝗏,i = y𝗉𝗋𝗂𝗏

𝖢𝖳x : { 𝗂𝖲𝖤([( πi, − iπi, xi, α )]1) }i∈[ℓ]

       [⟨x, y⟩p]T ← { 𝗂𝖣(𝗂𝖲𝖪i, 𝗂𝖢𝖳i) }i∈Iy

Extended slotted UIPFE (esUIPFE) using sIPFE

Unboundedness

𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)






                        

𝖲𝖪y : { 𝗂𝖪𝖦([( iσi, σi, yi, ri )]2) }i∈Iy

∑ri = 0

 𝖲𝖪y : { 𝗂𝖪𝖦([( iσi, σi, y𝗎𝗉𝗎𝖻,i, ri, y𝖻𝗉𝗎𝖻,i, y𝗉𝗋𝗂𝗏,i )]2) }i∈Iy

𝖢𝖳slot
x : { 𝗂𝖲𝖤([( πi, − iπi, x𝗎𝗉𝗎𝖻,i, α, x𝖻𝗉𝗎𝖻 )]1) }i∈[ℓ]

𝖢𝖳norm
x : { 𝗂𝖤([( πi, − iπi, x𝗎𝗉𝗎𝖻,i, α, x𝖻𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏 )]1) }i∈[ℓ]

[TT18] from sIPFE Our esUIPFE
Unboundedness Extended 

       [⟨x, y⟩p+⟨x𝖻𝗉𝗎𝖻, y𝖻𝗉𝗎𝖻⟩+⟨x𝗉𝗋𝗂𝗏, y𝗉𝗋𝗂𝗏⟩]T ← { 𝗂𝖣(𝗂𝖲𝖪i, 𝗂𝖢𝖳i) }i∈Iy

Extended Computation  

;  ∑ri = 0; ∑y𝖻𝗉𝗎𝖻,i = y𝖻𝗉𝗎𝖻 ∑y𝗉𝗋𝗂𝗏,i = y𝗉𝗋𝗂𝗏

𝖢𝖳x : { 𝗂𝖲𝖤([( πi, − iπi, xi, α )]1) }i∈[ℓ]

       [⟨x, y⟩p]T ← { 𝗂𝖣(𝗂𝖲𝖪i, 𝗂𝖢𝖳i) }i∈Iy

Extended slotted UIPFE (esUIPFE) using sIPFE

Bounded Pub. Slot Bounded Priv. Slot

𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)



 𝖾𝖲𝖪y : { 𝖾𝖪𝖦([( y𝗎𝗉𝗎𝖻, y𝖻𝗉𝗎𝖻, y𝗉𝗋𝗂𝗏,i )]2) }i∈Iy

𝖾𝖢𝖳slot
x : { 𝖾𝖲𝖤([( x𝗎𝗉𝗎𝖻, x𝖻𝗉𝗎𝖻 )]1) }i∈[ℓ]

Bounded 
Pub. Slot

Bounded 
Priv. Slot

Our esUIPFE

Unbounded 
Pub. Slot

𝖾𝖢𝖳norm
x : { 𝖾𝖤([( x𝗎𝗉𝗎𝖻, x𝖻𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏 )]1) }i∈[ℓ]

Attribute-Based sUIPFE (AB-sUIPFE) using esUIPFE

       [⟨x, y⟩p+⟨x𝖻𝗉𝗎𝖻, y𝖻𝗉𝗎𝖻⟩+⟨x𝗉𝗋𝗂𝗏, y𝗉𝗋𝗂𝗏⟩]T ← { 𝖾𝖣(𝖾𝖲𝖪y, 𝖾𝖢𝖳y) }i∈Iy

Extended Computation  

𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)



 𝖾𝖲𝖪y : { 𝖾𝖪𝖦([( y𝗎𝗉𝗎𝖻, y𝖻𝗉𝗎𝖻, y𝗉𝗋𝗂𝗏,i )]2) }i∈Iy

𝖾𝖢𝖳slot
x : { 𝖾𝖲𝖤([( x𝗎𝗉𝗎𝖻, x𝖻𝗉𝗎𝖻 )]1) }i∈[ℓ]

Our esUIPFE

𝖾𝖢𝖳norm
x : { 𝖾𝖤([( x𝗎𝗉𝗎𝖻, x𝖻𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏 )]1) }i∈[ℓ]

Our AB-sUIPFE

𝖾𝗌𝖴𝖨𝖯𝖥𝖤 = (𝖾𝖲, 𝖾𝖪𝖦, 𝖾𝖲𝖤, 𝖾𝖤, 𝖾𝖣)

       [⟨x, y⟩p+⟨x𝖻𝗉𝗎𝖻, y𝖻𝗉𝗎𝖻⟩+⟨x𝗉𝗋𝗂𝗏, y𝗉𝗋𝗂𝗏⟩]T ← { 𝖾𝖣(𝖾𝖲𝖪y, 𝖾𝖢𝖳y) }i∈Iy

Extended Computation  

Attribute-Based sUIPFE (AB-sUIPFE) using esUIPFE

Bounded 
Pub. Slot

Bounded 
Priv. Slot

Unbounded 
Pub. Slot

𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)



 𝖾𝖲𝖪y : { 𝖾𝖪𝖦([( y𝗎𝗉𝗎𝖻, y𝖻𝗉𝗎𝖻, y𝗉𝗋𝗂𝗏,i )]2) }i∈Iy

𝖾𝖢𝖳slot
x : { 𝖾𝖲𝖤([( x𝗎𝗉𝗎𝖻, x𝖻𝗉𝗎𝖻 )]1) }i∈[ℓ]

Our esUIPFE

𝖾𝖢𝖳norm
x : { 𝖾𝖤([( x𝗎𝗉𝗎𝖻, x𝖻𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏 )]1) }i∈[ℓ]

Our AB-sUIPFE

LSSS Access structure:  ;  attribute set:  𝔸 𝖲

       [⟨x, y⟩p+⟨x𝖻𝗉𝗎𝖻, y𝖻𝗉𝗎𝖻⟩+⟨x𝗉𝗋𝗂𝗏, y𝗉𝗋𝗂𝗏⟩]T ← { 𝖾𝖣(𝖾𝖲𝖪y, 𝖾𝖢𝖳y) }i∈Iy

Extended Computation  

Attribute-Based sUIPFE (AB-sUIPFE) using esUIPFE

Bounded 
Pub. Slot

Bounded 
Priv. Slot

Unbounded 
Pub. Slot

𝖾𝗌𝖴𝖨𝖯𝖥𝖤 = (𝖾𝖲, 𝖾𝖪𝖦, 𝖾𝖲𝖤, 𝖾𝖤, 𝖾𝖣)𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)



 𝖾𝖲𝖪y : { 𝖾𝖪𝖦([( y𝗎𝗉𝗎𝖻, y𝖻𝗉𝗎𝖻, y𝗉𝗋𝗂𝗏,i )]2) }i∈Iy

𝖾𝖢𝖳slot
x : { 𝖾𝖲𝖤([( x𝗎𝗉𝗎𝖻, x𝖻𝗉𝗎𝖻 )]1) }i∈[ℓ]

Our esUIPFE

𝖾𝖢𝖳norm
x : { 𝖾𝖤([( x𝗎𝗉𝗎𝖻, x𝖻𝗉𝗎𝖻, x𝗉𝗋𝗂𝗏 )]1) }i∈[ℓ]

Our AB-sUIPFE

LSSS Access structure:  ;  attribute set:  𝔸 𝖲

• Sample ; a0 ← $ (aj)j∈𝖫𝗂𝗌𝗍-𝖠𝗍𝗍(𝔸) ← Λa0
(𝔸)

• , compute reconstruction vector  :𝔸(𝖲) = 1 c = (cj)j

a0 = ∑
j∈𝖲

cjaj

       [⟨x, y⟩p+⟨x𝖻𝗉𝗎𝖻, y𝖻𝗉𝗎𝖻⟩+⟨x𝗉𝗋𝗂𝗏, y𝗉𝗋𝗂𝗏⟩]T ← { 𝖾𝖣(𝖾𝖲𝖪y, 𝖾𝖢𝖳y) }i∈Iy

Extended Computation  

Attribute-Based sUIPFE (AB-sUIPFE) using esUIPFE

Bounded 
Pub. Slot

Bounded 
Priv. Slot

Unbounded 
Pub. Slot

𝖾𝗌𝖴𝖨𝖯𝖥𝖤 = (𝖾𝖲, 𝖾𝖪𝖦, 𝖾𝖲𝖤, 𝖾𝖤, 𝖾𝖣)𝗌𝖨𝖯𝖥𝖤 = (𝗂𝖲, 𝗂𝖪𝖦, 𝗂𝖲𝖤, 𝗂𝖤, 𝗂𝖣)
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Conclusion

• Formalize the notion of ‘unboundedness’ in MC-AB-UIPFE, MI-AB-UIPFE and DD-UIPFE.


• Realizing access control via LSSS access structure in MC-AB-UIPFE, MI-AB-UIPFE.


• A generic compiler from sIPFE to MC-AB-UIPFE.
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Conclusion
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• Realizing access control via LSSS access structure in MC-AB-UIPFE, MI-AB-UIPFE.


• A generic compiler from sIPFE to MC-AB-UIPFE.

• Upgrade the security of MC-AB-UIPFE from one-time label to multi-label scenarios.


• Adding access control feature in DD-UIPFE.
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