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Corrupt

𝗉𝗄

m*, Σm*, 𝗉𝗄*

PartSign

Adversary wins if 
  

AND 
 , 

 
  

𝖵𝖾𝗋(𝗉𝗄*, m*, Σm*) = 1

(m*, Σm*, 𝒮) ∈ 𝒬𝖢𝖤𝖮
𝒮∖𝒬𝖢𝗈𝗋 ≠ ϕ

Pr [Adversary wins]= negl. 

AugmSign
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Challenger Adversary
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Adversary wins if  
 

AND 
 

AND 
 

𝖵𝖾𝗋(𝗉𝗄, m, Σ) = 1
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Relations between the Definitions
Standard vs Threshold

In the threshold setting,


Malicious-Strong-Universal-EO  Strong-Conservative-EO


                                        Strong-Destructive-EO


Malicious-Strong-Universal-EO + Robustness  Strong-Conservative-EO


                                                                 Strong-Destructive-EO

⇒

⇒

&
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Our Definition

Challenger Adversary

m, m*, 𝗉𝗄, Σ

Adversary wins if  
 

AND 
 

AND 
 

𝖵𝖾𝗋(𝗉𝗄, m, Σ) = 1

𝖵𝖾𝗋(𝗉𝗄, m*, Σ) = 1

m ≠ m*

Pr [Adversary wins]= negl. 
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Standard Signatures [CDFFJ21]

Challenger Adversary

𝗉𝗄

Adversary wins if  
 

AND 
 

  

𝖵𝖾𝗋(𝗉𝗄*, m, Σ*) = 1

𝗉𝗄 ≠ 𝗉𝗄*
Pr [Adversary wins]= negl. 
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Our Results

Formalised BUFF properties in the threshold setting 


Compiler: 


Construction : Key-prefixed Threshold-BLS with no overhead


Analysis: FROST [KG20], Tracoon[PKM+24], Thresholdizer [BGG+18]


(Inherits BUFF properties from the underlying standard Signature)

CompilerTSig(UNF+ Rob.) TSig'(UNF+ Rob.+BUFF) 



, 𝖧 𝖪𝖾𝗒𝖦𝖾𝗇(1λ, t, n) →

Compiler: 
TSig with UNF+ Rob TSig' with UNF+Rob. + BUFF→

𝗌𝗄1 𝗌𝗄2 𝗌𝗄3 𝗌𝗄4

Verifier 

𝗉𝗄,
𝗉𝗄1, 𝗉𝗄2, 𝗉𝗄3, 𝗉𝗄4t = 2, n = 4

𝖪𝖾𝗒𝖦𝖾𝗇′ (1λ, t, n) :

𝖧



, 𝖧 𝖪𝖾𝗒𝖦𝖾𝗇(1λ, t, n) →

Compiler: 
TSig with UNF+ Rob TSig' with UNF+Rob. + BUFF→

𝗌𝗄1 𝗌𝗄2 𝗌𝗄3 𝗌𝗄4

Verifier 

σm,1 σm,2

m

𝗉𝗄1, 𝗉𝗄2, 𝗉𝗄3, 𝗉𝗄4t = 2, n = 4

𝖪𝖾𝗒𝖦𝖾𝗇′ (1λ, t, n) :

𝗉𝗄,𝖧



 𝖢𝗈𝗆𝖻(𝗉𝗄, m, σm,1, σm,2) → Σm
hm = 𝖧(𝗉𝗄, m)

, 𝖧 𝖪𝖾𝗒𝖦𝖾𝗇(1λ, t, n) →

Compiler: 
TSig with UNF+ Rob TSig' with UNF+Rob. + BUFF→

𝗌𝗄1 𝗌𝗄2 𝗌𝗄3 𝗌𝗄4

Verifier 

σm,1 σm,2

m

𝗉𝗄1, 𝗉𝗄2, 𝗉𝗄3, 𝗉𝗄4t = 2, n = 4

𝖪𝖾𝗒𝖦𝖾𝗇′ (1λ, t, n) :

𝖢𝗈𝗆𝖻′ (𝗉𝗄, 𝖧, m, σm,1, σm,2) → (Σm, hm)

𝗉𝗄,𝖧



 𝖢𝗈𝗆𝖻(𝗉𝗄, m, σm,1, σm,2) → Σm
hm = 𝖧(𝗉𝗄, m)

, 𝖧 𝖪𝖾𝗒𝖦𝖾𝗇(1λ, t, n) →

Compiler: 
TSig with UNF+ Rob TSig' with UNF+Rob. + BUFF→

𝗌𝗄1 𝗌𝗄2 𝗌𝗄3 𝗌𝗄4

Verifier 

σm,1 σm,2

m

𝗉𝗄1, 𝗉𝗄2, 𝗉𝗄3, 𝗉𝗄4t = 2, n = 4

𝖪𝖾𝗒𝖦𝖾𝗇′ (1λ, t, n) :

𝖢𝗈𝗆𝖻′ (𝗉𝗄, 𝖧, m, σm,1, σm,2) → (Σm, hm)

𝖵𝖾𝗋′ (𝗉𝗄, m, (Σm, hm)) → 0/1

  
AND 

𝖵𝖾𝗋(𝗉𝗄, m, Σm) → 0/1

hm = = 𝖧(𝗉𝗄, m)

𝗉𝗄,𝖧



BUFF Threshold Constructions

S-CEO S-DEO M-S-UEO MBS

Compiler : TSig(UNF+ Rob.) → TSig’ (UNF+ Rob.+BUFF) ✔ ✔ ✔ ✔

Construction: Key-prefixed Threshold BLS ✔ ✔ ✔ ✔

Analysis: Tracoon[PKM+24] ✔ ✔

Analysis: FROST [KG20] ✔ ✔

Analysis: Thresholdizer [BGG+18] ✔ ✔



Conclusion

Formalised BUFF properties in the threshold setting 


Compiler: 


Construction : Key-prefixed Threshold-BLS with no overhead


Analysis: FROST [KG20], Tracoon[PKM+24], Thresholdizer [BGG+18]


CompilerTSig(UNF+ Rob.) TSig'(UNF+ Rob.+BUFF) 



Thank you!


