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Restriction of the previous lattice IBE framework
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IBE

Identity-Based Encryption (IBE) [Sha84]: a generalization of PKE, where the public key can
be an arbitrary string, such as name or phone number.

Setup(1λ)→ (mpk,msk)

KeyGen(mpk,msk, id)→ (pkid, skid)

Enc(mpk, id, µ)→ ct

Dec(ct, skid)→ µ
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Adaptively Secure Lattice-based IBE in the Standard Model

Adaptively secure lattice-based IBEs in the standard model follow the framework in [ABB10].

There is a restriction common to all the lattice-based IBEs following this framework:

The modulus is quadratic in the trapdoor norm.
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:

Setup(1λ) : (B,TB)← TrapGen(1n, 1m, q), sample u
$← Zn

q, Ci
$← Zn×m

q for i ∈ [t],

mpk :=
(
B,u, {Ci}i∈[t]

)
, msk := TB

KeyGen(mpk,msk, id) :

homomorphically compute Cid from {Ci}i∈[t] and id

Cid = BRid+F (κ, id)G, F (κ, id∗) = 0

- In the security proof, Ci := BRi + κiG, Cid = BRid + F (κ, id) · G

where the keyed function F is a partitioning function [Yam17] s.t.

Prκ[F (κ, id
(1)) ̸= 0 ∧ · · · ∧ F (κ, id(Q)) ̸= 0 ∧ F (κ, id∗) = 0] is noticeable.

use TB to sample a short xid s.t. [B|Cid] · xid = u and xid ≈ DZ2m,θ

, θ ≥ ∥Rid∥

pkid := ([B|Cid],u) , skid := xid.- In the security proof, to answer the key queries, use Rid and TG to sample a short xid s.t.

[B|BRid + F (κ, id)G] · xid = u and xid ≈ DZ2m,θ where θ ≥ ∥Rid∥

Enc(mpk, id, µ) : v
$← Zn

q, y0 ← DZ,δ,w← DZ2m,σ

, σ ≥ ∥Rid∗∥

ct :=
(
c0 := v⊤u+ y0 + ⌈q/2⌉ · µ, c⊤1 := v⊤[B|Cid] +w⊤

)
.

- To simulate the challenge ciphertext,

use LWE sample
(
u, v⊤u+ y0

)
to generate c0

use LWE samples
(
B, v⊤B+ y⊤

)
and Rid∗ to generate c1 s.t. w ≈ DZ2m,σ where σ ≥ ∥Rid∗∥

Dec(skid, ct) : compute c0 − c⊤1 · xid = ⌈q2⌉ · µ+ (y0 − ⟨w, xid⟩).Dec(skid, ct) : compute c0 − c⊤1 · xid = ⌈q2⌉ · µ+ (y0 − ⟨w, xid⟩)︸ ︷︷ ︸
error term

.

To ensure correctness, the modulus q should be larger than the size of the error term.The problem we aim to solve: the modulus q is quadratic in ∥Rid∥.
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Our New Idea: Cross Multiplication

To remove this quadratic restriction, we propose a cross-multiplication design.

large

,

large

→
small large

small

,

large

“large” means the Gaussian width is larger than ∥Rid∥.

Our goal is to obtain

a (DZn,σ1 ,DZ2m,σ2
)-hybrid error w, σ1 ≪ σ2 and only σ2 ≥ ∥Rid∥.

a (DZn,θ1 ,DZ2m,θ2)-hybrid secret key xid, θ1 ≫ θ2 and only θ1 ≥ ∥Rid∥.

such that ⟨w, xid⟩ = “small × large + large × small”, thus removing the quadratic restriction.
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Obtain A (Mostly) Small-Norm Secret Key

Let’s recall how the previous framework obtains a DZ2m,θ secret key where θ ≥ ∥Rid∥.

homomorphically compute Cid from {Ci}i∈[t] and id

- In the security proof, Ci := BRi + κiG, Cid = BRid + F (κ, id) · G
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Obtain A (Mostly) Large-Norm Error

Let’s recall how the previous framework obtains a DZ2m,σ error where σ ≥ ∥Rid∥.

v
$← Zn

q, y0 ← DZ,δ, w← DZ2m,σ. The challenge ciphertext is set to be

ct :=
(
c0 := v⊤u+ y0 + ⌈q/2⌉ · µ, c⊤1 := v⊤[B|Cid∗= BRid∗ ] +w⊤

)

Cid∗ = BRid∗ + F (κ, id∗)G

= BRid∗
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]
Ji, Wang, Lyu and Gu (PKC 2025) Adaptively Secure IBE from Lattices with Asymptotically Better Efficiency May 12, 2025 15 / 20



Our New IBE Framework

Our framework:

Setup(1λ) : (B,TB)← TrapGen, sample u
$← Zn

q, Ci
$← Z2n×2m

q for i ∈ [t], D
$← Zn×n

q

mpk :=
(
B,u,D, {Ci}i∈[t]

)
, msk := TB.

KeyGen(mpk,msk, id):

homomorphically compute Cid from {Ci}i∈[t] and id

Cid = BRid + F (κ, id)G+ Eid

- In the security proof, Ci :=
[

A
SA+E

]
Ri + κiG, Cid = BRid + F (κ, id)G+ Eiduse TB to sample a short xid s.t. D[In|B|Cid] · xid = u, xid :=

[
x1
x2

]
≈

[
DZn,θ1

DZ2m,θ2

]

, θ1 ≥ ∥Eid∥

pkid := (D[I|B|Cid],u) , skid := xid.- In the security proof, to answer the key queries, use Rid, Eid, TG to sample a short xid s.t.

[In|B|BRid + F (κ, id)G+ Eid] · xid = u and xid :=

[
x1
x2

]
≈

[
DZn,θ1

DZ2m,θ2

]
, only θ1 ≥ ∥Eid∥

Enc(mpk, id, µ) : v
$← Zn

q, y0 ← DZ,δ,w1 ← DZn,σ1 ,w2 ← DZ2m,σ2
, σ2 ≥ ∥Eid∗∥

ct :=
(
c0 := v⊤u+ y0 + ⌈q/2⌉ · µ, c⊤1 := v⊤ ·D[I|B|Cid] + [w⊤

1 |w⊤
2 ]
)
.

- To simulate the challenge ciphertext,

use LWE sample (u, v⊤u+ y0) to generate c0

use LWE samples ([DB|D], v⊤[DB|D] + y⊤), Rid∗ , Eid∗ to generate c1 s.t. [ w1
w2

] ≈
[

DZn,σ1

DZ2m,σ2

]Dec(skid, ct): compute c0 − c⊤1 · xid = ⌈q2⌉ · µ+

(
y0 −

〈[
w1

w2

]
,

[
x1
x2

]〉)
By cross multiplication, we successfully remove the quadratic restriction.
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Our Results

Scheme mpk Modulus Gaussian width of skid

[ALW+21] ω(1) Õ(n11.5)

→ Õ(n8)

Õ(n5)

→ Õ(n1.5)

[Abl24] ω( log λ
log log λ) Õ(n9.5)

→ Õ(n7.5)

Õ(n4.5)

→ Õ(n1.5)

Table: Efficiency Improvement in Lattice-Based IBEs: Before and After Our Framework.

Our new IBE framework is general — it is not restricted to any specific partition function,
nor limited to integer or ring settings.

In our paper, we apply our framework to the IBE in [ALW+21] to keep the asymptotically
smallest mpk size.
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Conclusion

In our work,

1 we propose two novel sampling algorithms to get hybrid secrets and errors;

2 we remove the restriction that the moduli of previous lattice IBE are quadratic in the
trapdoor norm;

3 we propose a new lattice IBE framework which significantly reduces the modulus and the
Gaussian width of skid.

https://eprint.iacr.org/2025/253

Thank you! Q&A
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