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Outline

@ Restriction of the previous lattice IBE framework

Our idea to remove this restriction

@ Our techniques to realize our idea

Our new lattice IBE framework
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Identity-Based Encryption (IBE) [Sha84]: a generalization of PKE, where the public key can
be an arbitrary string, such as name or phone number.

o Setup(1*) — (mpk, msk)
o KeyGen(mpk, msk, id) — (pkig, Skid)
e Enc(mpk,id, u) — ct

@ Dec(ct, skig) —
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Adaptively Secure Lattice-based IBE in the Standard Model

Adaptively secure lattice-based IBEs in the standard model follow the framework in [ABB10].
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Adaptively Secure Lattice-based IBE in the Standard Model

Adaptively secure lattice-based IBEs in the standard model follow the framework in [ABB10].

There is a restriction common to all the lattice-based IBEs following this framework:

The modulus is quadratic in the trapdoor norm.
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u & Zg, C; & Zg*™ for i € [t],

mpk == (B,u,{Ci};cpg), msk:=Tg
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u & Zg, C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :

o homomorphically compute Ciy from {C;};c[y and id
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u & 7", C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Ciy from {C;};c[y and id
- In the security proof, C; := BR; + k;G, Cig = BRiq + F(k,id) - G

where the keyed function F is a partitioning function [Yam17] s.t.

Pro[F(r,idM) £0A - A F(k,id @) £ 0 A F(k,id*) = 0] is noticeable.
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u &z, C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Cig from {C;};cyy and id  Ciy = BRig + F(x,id)G, F(x,id") =0

o use Tg to sample a short xiq s.t. [B|Cig] - Xia = u and xjq = Dzzm g, 0 > ||Riq]|
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u & 7", C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Cig from {C;};cyy and id  Ciy = BRig + F(x,id)G, F(x,id") =0
o use Tg to sample a short xiq s.t. [B|Cig] - Xia = u and xjq = Dzzm g, 0 > ||Riq]|

- In the security proof, to answer the key queries, use Rig and Tg to sample a short x4 s.t.

[B‘BR,d -+ F(K. Id)G] - Xig = u and Xig = Dyom g where 6 > ||R,d||
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u &z, C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Cig from {C;};cyy and id  Ciy = BRig + F(x,id)G, F(x,id") =0

o use Tg to sample a short xiq s.t. [B|Cig] - Xia = u and xjq = Dzzm g, 0 > ||Riq]|

pkid = ([B|Cid], u), Skid = Xjd-
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u & Zg, C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Cig from {C;};cyy and id  Ciy = BRig + F(x,id)G, F(x,id") =0

o use Tg to sample a short xiq s.t. [B|Cig] - Xia = u and xjq = Dzzm g, 0 > ||Riq]|
pkig == ([B|Cig],u), skig == Xiq-

e Enc(mpk,id, ) : v & Zg, yo < Dzs,w < Dzom ,, 0 > ||Rig*

ct= (Co =viu+y+[q/2]-p, ¢ =v'[B|Cid]+ WT) '
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u &z, C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Cig from {C;};cyy and id  Ciy = BRig + F(x,id)G, F(x,id") =0

o use Tg to sample a short xiq s.t. [B|Cig] - Xia = u and xjq = Dzzm g, 0 > ||Riq]|
pkig == ([B|Cig],u), skig == Xiq-

e Enc(mpk,id, ) : v & Zg, yo < Dzs,w < Dzom ,, 0 > ||Rig*

ct = <CO =v'u+ty+[q/2]-p ¢ =v[BCqd]+ WT> :
- To simulate the challenge ciphertext,

e use LWE sample (u,vTu + yo) to generate ¢

e use LWE samples (B,v'B +y") and Rig- to generate ¢1 s.t. W ~ Dyzzn , where o > ||Rig-
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u & Zg, C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Cig from {C;};cyy andid  Ciy = BRyg + F(k,1d)G, F(x, id*) =0
o use Tg to sample a short xiq s.t. [B|Cig] - Xia = u and xjq = Dzzm g, 0 > ||Riq]|
pkid = ([B|Cid], u), Skid = Xjd-

e Enc(mpk,id, ) : v & Zg, yo < Dzs,w < Dzom ,, 0 > ||Rig*

ct= (Co =viu+y+[q/2]-p, ¢ =v'[B|Cid]+ WT) '

o Dec(skig, ct) : compute ¢ — €] “xig = [2] - 1+ (Yo — (W, Xia)).
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u & Zg, C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Cig from {C;};cyy and id  Ciy = BRig + F(x,id)G, F(x,id") =0

o use Tg to sample a short xiq s.t. [B|Cig] - Xia = u and xjq = Dzzm g, 0 > ||Riq]|
pkig == ([B|Cig],u), skig == Xiq-

e Enc(mpk,id, ) : v & Zg, yo < Dzs,w < Dzom ,, 0 > ||Rig*

ct= (Co =viu+y+[q/2]-p, ¢ =v'[B|Cid]+ WT) '

o Dec(skig,ct) : compute g — ¢f “xig = [Z] - 1+ (yo — (W, xia)).
~——

error term

Ji, Wang, Lyu and Gu (PKC 2025) Adaptively Secure IBE from Lattices with Asymptotically Better Efficiency May 12, 2025



Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u &z, C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Cig from {C;};cyy and id  Ciy = BRig + F(x,id)G, F(x,id") =0

o use Tg to sample a short xiq s.t. [B|Cig] - Xia = u and xjq = Dzzm g, 0 > ||Riq]|
pkig == ([B|Cig],u), skig == Xiq-

e Enc(mpk,id, ) : v & Zg, yo < Dzs,w < Dzom ,, 0 > ||Rig*

ct= (Co =viu+y+[q/2]-p, ¢ =v'[B|Cid]+ WT) '

o Dec(skig,ct) : compute g — ¢f “xig = [Z] - 1+ (yo — (W, xia)).
~——
error term

To ensure correctness, the modulus g should be larger than the size of the error term.
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Adaptively Secure Lattice-based IBE in the Standard Model

The framework in [ABB10]:
o Setup(1}) : (B, Tg) « TrapGen(1",1™, q), sample u &z, C; & Zg*™ for i € [t],
mpk == (B,u,{Ci};cpg), msk:=Tg
e KeyGen(mpk, msk, id) :
o homomorphically compute Cig from {C;};cyy and id  Ciy = BRig + F(x,id)G, F(x,id") =0

o use Tg to sample a short xiq s.t. [B|Cig] - Xia = u and xjq = Dzzm g, 0 > ||Riq]|
pkig == ([B|Cig],u), skig == Xiq-

e Enc(mpk,id, ) : v & Zg, yo < Dzs,w < Dzom ,, 0 > ||Rig*

ct= (Co =viu+y+[q/2]-p, ¢ =v'[B|Cid]+ WT) '

o Dec(skig,ct) : compute g — ¢f “xig = [Z] - 1+ (yo — (W, xia)).
~——
error term

The problem we aim to solve: the modulus q is quadratic in ||Riq]|.
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Our New ldea: Cross Multiplication

large large

w Xid

“large” means the Gaussian width is larger than ||Ri4]|.
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Our New ldea: Cross Multiplication

To remove this quadratic restriction, we propose a cross-multiplication design.

small large

large large %
large small
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Our New ldea: Cross Multiplication

To remove this quadratic restriction, we propose a cross-multiplication design.

small large

large large %
large small

Our goal is to obtain

® a (Dzn gy, Dyem ,)-hybrid error w, 01 < 02 and only o2 > [|Rig].
© a (Dznp,, Dyzm g,)-hybrid secret key x4, 01 > 02 and only 61 > [|Riq].
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Our New ldea: Cross Multiplication

To remove this quadratic restriction, we propose a cross-multiplication design.

small large

large large %
large small

Our goal is to obtain

® a (Dzn gy, Dyem ,)-hybrid error w, 01 < 02 and only o2 > [|Rig].
© a (Dznp,, Dyzm g,)-hybrid secret key x4, 01 > 02 and only 61 > [|Riq].

such that (w,x;q) = “small x large + large x small”, thus removing the quadratic restriction.
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

@ homomorphically compute Cig from {C;};c[s and id
- In the security proof, C; :== BR; + k;G, Cijqy = BRiq + F(k,id) - G

Ji, Wang, Lyu and Gu (PKC 2025) Adaptively Secure IBE from Lattices with Asymptotically Better Efficiency May 12, 2025



Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

@ homomorphically compute Cig from {C;};c[s and id
- In the security proof, C; :== BR; + k;G, Cijqy = BRiq + F(k,id) - G

small-norm R; large-norm Riq
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

@ homomorphically compute Cig from {C;};c[s and id
- In the security proof, C; :== BR; + k;G, Cijqy = BRiq + F(k,id) - G
@ use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xig = Dyam g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short x;q s.t.

[BIBRig + F(k,id)G] - xig = u and Xig = Dy2m g where 6 > ||Ri4||
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].
@ homomorphically compute Cig from {C;};c[s and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.

[BIBRig + F(k,id)G] - xig = u and xg &~ Dz2m g where 6 > |Riq||
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].
@ homomorphically compute Cig from {C;};c[s and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.
[BIBRig + F(k,id)G] - xig = u and xg &~ Dz2m g where 6 > |Riq||

Our idea: reduce a large-norm Rjq to a small-norm Rq.

Ji, Wang, Lyu and Gu (PKC 2025) Adaptively Secure IBE from Lattices with Asymptotically Better Efficiency May 12, 2025 10 /20



Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

homomorphically compute Cig from {Ci};c[y) and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.
[B|BRig + F(k,id)G] - xig = u and Xig = Dy2m g where 6 > ||Ri4||

Our idea: reduce a large-norm Rjq to a small-norm Rq.
o |Ciy = BRig + F(k,id)G| |Cig = BRig + F(k,id)G| 7
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

homomorphically compute Cig from {Ci};c[y) and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.
[B|BRig + F(k,id)G] - xig = u and Xig = Dy2m g where 6 > ||Ri4||

Our idea: reduce a large-norm Rjq to a small-norm Rq.
o |Ciy = BRig + F(k,id)G| |Cig = BRig + F(k,id)G| 7
° Cid — [SAA+E]Rid + F(KZ Id)G
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

homomorphically compute Cig from {Ci};c[y) and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.
[B|BRig + F(k,id)G] - xig = u and Xig = Dy2m g where 6 > ||Ri4||

Our idea: reduce a large-norm Rjq to a small-norm Rq.
o [Ciy = BRq + F(k,id)G| [ Cig = BRig + F(r,id)G| 7
o [Cig = [sie|Ria + F(k,id)G| > | Cig ~ BR4 + F(k,id)G| v/
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

homomorphically compute Cig from {Ci};c[y) and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.
[B|BRig + F(k,id)G] - xig = u and Xig = Dy2m g where 6 > ||Ri4||
Our idea: reduce a large-norm Rjq to a small-norm Rq.
o |Ciy = BRig + F(k,id)G| |Cig = BRig + F(k,id)G| 7
o [Cig = [sie|Ria + F(k,id)G| > | Cig ~ BR4 + F(k,id)G| v/
© Left Ciy can be seen as an GSW encryption of F(k,id) with large noise Rq.
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

homomorphically compute Cig from {Ci};c[y) and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.
[B|BRig + F(k,id)G] - xig = u and Xig = Dy2m g where 6 > ||Ri4||
Our idea: reduce a large-norm Rjq to a small-norm Rq.
o |Ciy = BRig + F(k,id)G| |Cig = BRig + F(k,id)G| 7
o [Cig = [sie|Ria + F(k,id)G| > | Cig ~ BR4 + F(k,id)G| v/

© Left Ciy can be seen as an GSW encryption of F(k,id) with large noise Rq.
© Use a bootstrapping-like approach. (Incomplete Decryption)
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].
@ homomorphically compute Cig from {C;};c[s and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.
[BIBRig + F(k,id)G] - xig = u and xg &~ Dz2m g where 6 > |Riq||

Our idea: reduce a large-norm Rjq to a small-norm Rq.

o |Ciy = BRig + F(k,id)G| |Cig = BRig + F(k,id)G| 7

o [Cig = [sie|Ria + F(k,id)G| > | Cig ~ BR4 + F(k,id)G| v/

© Left Ciy can be seen as an GSW encryption of F(k,id) with large noise Rq.
© Use a bootstrapping-like approach. (Incomplete Decryption)
© Obtain the right Ciq: an encoding of F(k,id) with small noise Rq.
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

homomorphically compute Cig from {Ci};c[y) and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.
[B|BRig + F(k,id)G] - xig = u and Xig = Dy2m g where 6 > ||Ri4||

Our idea: reduce a large-norm Rjq to a small-norm Rq.
o [Ciy = BRq + F(k,id)G| [ Cig = BRig + F(r,id)G| 7
® |Ciy = [sate]Ria + F(k,id)G| — ‘Cid = BRiy + F(k,id)G + Eig
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Obtain A (Mostly) Small-Norm Secret Key

Let's recall how the previous framework obtains a Dj2m g secret key where 6 > [|R;q4].

homomorphically compute Cig from {Ci};c[y) and id
- In the security proof, C; :== BR; + k;G, Ciqy = BRiq + F(k,id) - G

o use Tp to sample a short xig s.t. [B|Cig] - Xig = u and xjq =~ Dyzm g

In the security proof, to answer the key queries, use Rjq and Tg to sample a short xiq s.t.
[BIBRig + F(k,id)G] - xig = u and xg &~ Dz2m g where 6 > |Riq||

Our idea: reduce a large-norm Rjq to a small-norm Rq.
o |Ciy = BRig + F(k,id)G| |Cig = BRig + F(k,id)G| 7
® |Ciy = [sate]Ria + F(k,id)G| — ‘Cid = BRiy + F(k,id)G + Eig

@ In our security proof, to answer the key queries, use Rjq, Eiq, Tg to sample a short xiq s.t.

Dzn"gl

} where 01 > ||Ei4||, 02 > ||Rid]|-

Dsz,92
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Obtain A (Mostly) Large-Norm Error

Let's recall how the previous framework obtains a Dj2m , error where o > [|Riq]|.
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Obtain A (Mostly) Large-Norm Error

Let's recall how the previous framework obtains a Dj2m , error where o > [|Riq]|.

ov e Zg, Yo < Dz5, W <= Dy2m . The challenge ciphertext is set to be
cti=(co:=vu+yo+[q/2] -y, ¢ =v'[B|Ciy— BRy]+w")

Ciq» = BRig» + F(k,id*)G
= BRjg-

Ji, Wang, Lyu and Gu (PKC 2025) Adaptively Secure IBE from Lattices with Asymptotically Better Efficiency May 12, 2025



Obtain A (Mostly) Large-Norm Error

Let's recall how the previous framework obtains a Dj2m , error where o > [|Riq]|.
ov e Zq, Yo < Dz5, W <= Dy2m . The challenge ciphertext is set to be
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- To simulate the challenge ciphertext,

e use LWE sample (u,v'u + yp) to generate ¢,
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ov e Zq, Yo < Dz5, W <= Dy2m . The challenge ciphertext is set to be
cti= (coi=vTu+yo+[a/2] -, ] =v [BBRy]+w")

- To simulate the challenge ciphertext,

e use LWE sample (u,v'u + yp) to generate ¢,
e use LWE samples (B,v'B +y') and Rig- to generate c; s.t. W= Dz2m , where o > ||Rig|

Our challenge ciphertext:

ct = (CO =v'u+y+[q/2]-p, ¢ =v [I|B|Ciy-= BRyg+ + Ejg:] + [W1T|W2T])

Cig- = BRigx + F(k,id*)G + E;g~
= BRiyg» + Ejy~
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o use LWE samples (B,v'B +y") and Rig~ to generate ¢; s.t. w = Dzom , where o > ||Rig= ||
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- To simulate the challenge ciphertext,

e use B.vTB+yT . Rig=, Eig — ‘VT[B‘BRid* + Eid*] JrW;‘ ?
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- To simulate the challenge ciphertext,

e use LWE sample (u,v'u + yp) to generate ¢,
o use LWE samples (B,v'B +y") and Rig~ to generate ¢; s.t. w = Dzom , where o > ||Rig= ||
Our challenge ciphertext:
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- To simulate the challenge ciphertext,

e use B.vTB+yT . Rig=, Eig — ‘VT[B‘BRid* + Eid*] JrW;‘ ?

o use|[BIIl,v'[BII] +y" |Ris, Ei
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Our challenge ciphertext:
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- To simulate the challenge ciphertext,
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ov e Zq, Yo < Dz5, W <= Dy2m . The challenge ciphertext is set to be
cti= (coi=vTu+yo+[a/2] -, ] =v [BBRy]+w")

- To simulate the challenge ciphertext,

e use LWE sample (u,v'u + yp) to generate ¢,
o use LWE samples (B,v'B +y") and Rig~ to generate ¢; s.t. w = Dzom , where o > ||Rig= ||
Our challenge ciphertext:
ct = <Co =viu+y+1q/2]-p ¢ =v [IIBBRg +Eg]+ [w] |w; ])
- To simulate the challenge ciphertext,

o use|B.v' Bty | R, Eg- v [B[BRg: +Eie] +w] | 7

o use|[BI.v'[BN] +y |Ria-, B — |v' [BIBRg- + Er] +wj |

Intuition: [B|l] - “ E‘::} = [B|BRig» + Eig+]
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Let's recall how the previous framework obtains a Dj2m , error where o > [|Riq]|.

ov e Zq, Yo < Dz5, W <= Dy2m . The challenge ciphertext is set to be

cti= (coi=vTu+yo+[a/2] -, ] =v [BBRy]+w")
- To simulate the challenge ciphertext,
e use LWE sample (u,v'u + yp) to generate ¢,
o use LWE samples (B,v'B +y") and Rig~ to generate ¢; s.t. w = Dzom , where o > ||Rig= ||
Our challenge ciphertext:
ct= (CO =v'u+y+1q/2]-p ¢ =v D]IB|BRg + Eig:] + [w] |w, ])
- To simulate the challenge ciphertext,
o use|B.v' Bty | R, Eg- v [B[BRg: +Er] +w] | 7
o use | [BII],v'[BII] +y" ‘R,d*, = v/ [BBRig- + Eige] +w] |
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Obtain A (Mostly) Large-Norm Error

Let's recall how the previous framework obtains a Dj2m , error where o > [|Riq]|.
ov e Zg, yo < Dz 5, w <= Djom .. The challenge ciphertext is set to be
ct = (co =v'u+y+[q/2] -, ¢ =v'[BBRy]+ WT>

- To simulate the challenge ciphertext,

e use LWE sample (u,v'u + yp) to generate g
e use LWE samples (B,v B +y') and Rig« to generate c; s.t. W = Dzom , Where o > ||Rig= ||
Our challenge ciphertext:
. . T T. T
ct = (Co =viuty+[q/2]-u ¢ =v D[IBBRig + Eig-] + [w] [w; ])
- To simulate the challenge ciphertext,

o use|B.v B+y' | Rig, Eg- — v [B[BR- + Eigr] +w] | 7

o use|[[BI].v [BI] +y" |Ria-, B — v/ [BIBRg: + Eiar] +wj |/

o use|[DB|D].v D[B|I] +y' | R+, Eig- — v  D[I|B|BRig- + B+ | (W] wf] ~ | 5™ |
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Our New IBE Framework

Our framework:
e Setup(1}) : (B, Tg) « TrapGen, sample u LN/ C; & 2272m for j € [t], D & Zg<"

mpk == (B,u,D,{Cj}icyy), msk :=Tg.
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mpk == (B,u,D,{Cj}icyy), msk :=Tg.
e KeyGen(mpk, msk, id):
o homomorphically compute Cig from {C;};¢c[ and id

- In the security proof, C; := :SAA- E} R; + kG, Cy = BRyg + F(k,id)G + Ejq4
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e Setup(1}) : (B, Tg) « TrapGen, sample u LN/ C; & 2272m for j € [t], D & Zg<"

mpk == (B,u,D,{Cj}icyy), msk :=Tg.

e KeyGen(mpk, msk, id):
e homomorphically compute Cig from {C;}ic[g and id  Ciy = BRig + F(x,id)G + Ejyq

Dzn 0, ]

DZQ’”,QQ

o use Tg to sample a short xiq s.t. D[1,|B|Cid] - Xid = u, Xig = L’ﬂ ~ [
2

- In the security proof, to answer the key queries, use Rig, Eig, Tg to sample a short xjq s.t.

[1,|B|BRig + F(k,id)G + Eig] - xig = u and xq := Kl} ~ {DDZ"’QI} , only 61 > ||Ei4]|
2 72m 0,
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mpk == (B,u,D,{Cj}icyy), msk :=Tg.
e KeyGen(mpk, msk, id):
e homomorphically compute Cig from {C;}ic[g and id  Ciy = BRig + F(x,id)G + Ejyq

Dyn
o use Tg to sample a short xiq s.t. D[1,|B|Cid] - Xid = u, Xig = L’ﬂ ~ [DZ 01 ] 01 > ||Ei]|
2 sz,ez

pkig == (D[l|B|Cig],u), skiq = xiq.

. $
] Enc(mpk, Id,,LL) LV — Zg,yo — DZ’(;,Wl — Dzn’gl,WQ — DZZm,gzaOQ > HEid*
ct = (co =v'u+y+[q/2]-p, ¢ =v'  D[IB|Cq]+ [wlT\w2T]> .
- To simulate the challenge ciphertext,
e use LWE sample (u,v'u + yp) to generate ¢,

e use LWE samples ([DB|D],v' [DB|D] +y '), Rig«, Eig~ to generate ¢y s.t. [w:] =~ {

DZ",rrl
2

Dyom .,
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e Setup(1}) : (B, Tg) « TrapGen, sample u LN/ C; & 2272m for j € [t], D & Zg<"

mpk == (B,u,D,{Cj}icyy), msk :=Tg.
e KeyGen(mpk, msk, id):
e homomorphically compute Cig from {C;}ic[g and id  Ciy = BRig + F(x,id)G + Ejyq

Dyn
o use Tg to sample a short xiq s.t. D[1,|B|Cid] - Xid = u, Xig = L’ﬂ ~ [DZ 01 } 01 > ||Ei]|
2 sz,ez

pkig == (D[l|B|Cig],u), skiq = xiq.

. $
] Enc(mpk, Id,,LL) LV — Zg,yo — DZ’(;,Wl — Dzn’gl,WQ — Dzzmvgz,ag > HEid*

ct = (co =v'u+y+[q/2]-p, ¢ =v'  D[IB|Cq]+ [wlT\w2T]> .

¢ Dttt compe 0= w111+ (= (12 [1])

W2 X2

By cross multiplication, we successfully remove the quadratic restriction.
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Our Results

Scheme mpk Modulus Gaussian width of skiq
[ALW21] | w(1) O(n'19) O(n%)
[Abl24] | w(peEas) | O(n°®) O(n*®)

Table: Efficiency Improvement in Lattice-Based IBEs: Before and After Our Framework.
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Our Results

Scheme mpk Modulus Gaussian width of skiq
[ALW21] | w(1) O(n''3) — O(n®) |  O(n®) — O(n'?)

[Abl24] | w(peEas) | O(n®°) = O(n™) | O(n*®) = O(n**)

Table: Efficiency Improvement in Lattice-Based IBEs: Before and After Our Framework.
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Our Results

Scheme mpk Modulus Gaussian width of skiq
[ALW21] | w(1) O(n''3) — O(n®) |  O(n®) — O(n'?)

[Abl24] | w(peEas) | O(n®°) = O(n™) | O(n*®) = O(n**)

Table: Efficiency Improvement in Lattice-Based IBEs: Before and After Our Framework.

Our new IBE framework is general — it is not restricted to any specific partition function,
nor limited to integer or ring settings.

In our paper, we apply our framework to the IBE in [ALW+21] to keep the asymptotically
smallest mpk size.
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Conclusion

In our work,
© we propose two novel sampling algorithms to get hybrid secrets and errors;

@ we remove the restriction that the moduli of previous lattice IBE are quadratic in the
trapdoor norm;

© we propose a new lattice IBE framework which significantly reduces the modulus and the
Gaussian width of skiq.
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