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e Standard-model security for FH-IP-DDFE(raised by [Shi and Vanjani-PKC23]) ? |ZI
» Solution: pseudorandom zero-sharing with RO-free share updatability.

 Adaptive security for FH-IP DDFE from any single-user FH-IP FE? [V]

* Solution: proof strategy without complexity leveraging.

e
| 2in-L modular construction for FH-IP DDFE with both security. |




Results and Related Works

Scheme Function Function (Dynamic) Without Adaptive Unbounded Adaptive user- Assumption 4+ Per-client

class hiding Decentralized RO key/message key/message corruption (any FE as CT size
queries tag repetitions queries building block)

[CDG 18] IP X v X v X X SXDH Ou(d)
[ABG19] IP X v v v v v IPFE Ox(d-n)
[LT19] P X v/ v v X X LWE Ox(d)

[CDSG*20] IP X v X X v X DDH + IPFE Ox(d)
[ABM *20] P X v/ X v v/ X DCR Ox(d)
[AGT21b] IP v v X X X X SXDH +FH-IPFE Ox(d)
[SV23] IP v X v v v X DLin Ox(d)
[NPS24] IP v v X v X X SXDH Ox(d-J)
Our FH-IP IP v v v v v X SXDH +FH-IPFE Ox(d +n)
DDFE
[ATY23] AWS X v X X v X MDDH O (N (kno+
+AWSw/IP-FE ni))
Our AWS AWS X v v X v X SXDH —+ O (N (kno+
DDFE AWSw/IP-FE ny +n))

Comparison with prior (Decentralized) MCFE schemes.
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Partial inner products are leaked
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. ZeosharinginDecentralized FE
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Technique 1: Zero-Sharing for Standard-Model Security

Other RO-free
decentralizing
approaches do
not apply to the
function-hiding
setting.

msk5HIP

0O

P~

Function:

Dec

(Va, Xq) + share:"’{)m + (Y, Xg) + Sharegk,t’m +

RO is required to update share label [Agrawal, Goyal, Tomida-TCC21]
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. Updatingzeroshares withoutRO
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. Scouityoftheupdatedshares
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) |
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Function:
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-

—/’ The technique is
formalized as a primitive
mskgHIP to be applied in DDFE for
sum-like functionalities
e.g. variants of IP,
attribute-weighted sums
[Agrawal, Tomida,

Yadav-Crypto23].
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mskEHIP

* all keys:
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Requires knowing
message/function
in advance!
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2. forms zero shares with differences of other non-corrupted users.
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