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• Solution: pseudorandom zero-sharing with RO-free share updatability.

• Adaptive security for FH-IP DDFE from any single-user FH-IP FE? 
• Solution: proof strategy without complexity leveraging.

2-in-1: modular construction for FH-IP DDFE with both security.



Results and Related Works

Comparison with prior (Decentralized) MCFE schemes. 
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Technique 1: Zero-Sharing for Standard-Model Security
Why zero sharing in Decentralized FE? 

Ԧ𝑥𝐴Message:

Dec

Ԧ𝑦𝐴, Ԧ𝑥𝐴

Ԧ𝑥𝐵

Dec

Ԧ𝑦𝐵 , Ԧ𝑥𝐵

Ԧ𝑥𝐶

Dec

Ԧ𝑦𝐶 , Ԧ𝑥𝐶+ + = ෍
𝑖∈{𝐴,𝐵,𝐶}

Ԧ𝑦𝑖 , Ԧ𝑥𝑖

𝑚𝑠𝑘𝐵
𝐹𝐻𝐼𝑃 𝑚𝑠𝑘𝐶

𝐹𝐻𝐼𝑃𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

Ԧ𝑦𝐴Function: Ԧ𝑦𝐵 Ԧ𝑦𝐶



Technique 1: Zero-Sharing for Standard-Model Security
Why zero sharing in Decentralized FE? 

Ԧ𝑥𝐴Message:

Dec

Ԧ𝑦𝐴, Ԧ𝑥𝐴

Ԧ𝑥𝐵

Dec

Ԧ𝑦𝐵 , Ԧ𝑥𝐵

Ԧ𝑥𝐶

Dec

Ԧ𝑦𝐶 , Ԧ𝑥𝐶+ + = ෍
𝑖∈{𝐴,𝐵,𝐶}

Ԧ𝑦𝑖 , Ԧ𝑥𝑖

𝑚𝑠𝑘𝐵
𝐹𝐻𝐼𝑃 𝑚𝑠𝑘𝐶

𝐹𝐻𝐼𝑃𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

Partial inner products are leaked

Ԧ𝑦𝐴Function: Ԧ𝑦𝐵 Ԧ𝑦𝐶



Technique 1: Zero-Sharing for Standard-Model Security
Zero sharing in Decentralized FE 

Ԧ𝑥𝐴Message: 𝑅𝑂(ℓ𝑚)

Dec

Ԧ𝑦𝐴, Ԧ𝑥𝐴 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

Ԧ𝑥𝐵 𝑅𝑂(ℓ𝑚)

Dec

Ԧ𝑦𝐵 , Ԧ𝑥𝐵 + 𝑠ℎ𝑎𝑟𝑒𝐵
ℓ𝑘,ℓ𝑚

Ԧ𝑥𝐶 𝑅𝑂(ℓ𝑚)

Dec

Ԧ𝑦𝐶 , Ԧ𝑥𝐶 + 𝑠ℎ𝑎𝑟𝑒𝐶
ℓ𝑘,ℓ𝑚+ + = ෍

𝑖∈{𝐴,𝐵,𝐶}
Ԧ𝑦𝑖 , Ԧ𝑥𝑖

𝑚𝑠𝑘𝐵
𝐹𝐻𝐼𝑃 𝑚𝑠𝑘𝐶

𝐹𝐻𝐼𝑃𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

Ԧ𝑦𝐴Function: 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘 Ԧ𝑦𝐵 𝑠ℎ𝑎𝑟𝑒𝐵

ℓ𝑘 Ԧ𝑦𝐶 𝑠ℎ𝑎𝑟𝑒𝐶
ℓ𝑘



Technique 1: Zero-Sharing for Standard-Model Security
Zero sharing in Decentralized FE 

Ԧ𝑥𝐴Message: 𝑅𝑂(ℓ𝑚)

Dec

Ԧ𝑦𝐴, Ԧ𝑥𝐴 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

Ԧ𝑥𝐵 𝑅𝑂(ℓ𝑚)

Dec

Ԧ𝑦𝐵 , Ԧ𝑥𝐵 + 𝑠ℎ𝑎𝑟𝑒𝐵
ℓ𝑘,ℓ𝑚

Ԧ𝑥𝐶 𝑅𝑂(ℓ𝑚)

Dec

Ԧ𝑦𝐶 , Ԧ𝑥𝐶 + 𝑠ℎ𝑎𝑟𝑒𝐶
ℓ𝑘,ℓ𝑚+ + = ෍

𝑖∈{𝐴,𝐵,𝐶}
Ԧ𝑦𝑖 , Ԧ𝑥𝑖

𝑚𝑠𝑘𝐵
𝐹𝐻𝐼𝑃 𝑚𝑠𝑘𝐶

𝐹𝐻𝐼𝑃𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

Ԧ𝑦𝐴Function: 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘 Ԧ𝑦𝐵 𝑠ℎ𝑎𝑟𝑒𝐵

ℓ𝑘 Ԧ𝑦𝐶 𝑠ℎ𝑎𝑟𝑒𝐶
ℓ𝑘

RO is required to update share label [Agrawal, Goyal, Tomida-TCC21]

Other RO-free 

decentralizing 

approaches do 

not apply to the 

function-hiding 

setting.
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𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘 𝑠ℎ𝑎𝑟𝑒𝐵

ℓ𝑘 𝑠ℎ𝑎𝑟𝑒𝐶
ℓ𝑘

=

𝐾𝐴𝐵, 𝐾𝐴𝐶

= =
0

𝑃𝑅𝐹𝐾𝐴𝐵(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐴𝐶(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐵𝐴(ℓ𝑘)

0

𝑃𝑅𝐹𝐾𝐵𝐶(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐶𝐴(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐶𝐵(ℓ𝑘)

0

+

+

+

+

+

+

- -

-

The algebraic form of zero shares 

𝐾𝐵𝐴, 𝐾𝐵𝐶 𝐾𝐶𝐴, 𝐾𝐶𝐵
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𝑠𝑒𝑒𝑑𝐴
ℓ𝑘 𝑠𝑒𝑒𝑑𝐵

ℓ𝑘 𝑠𝑒𝑒𝑑𝐶
ℓ𝑘

= = =
0

𝑃𝑅𝐹𝐾𝐴𝐵(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐴𝐶(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐵𝐴(ℓ𝑘)

0

𝑃𝑅𝐹𝐾𝐵𝐶(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐶𝐴(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐶𝐵(ℓ𝑘)

0

- -

-

The algebraic form of zero shares 

𝐾𝐴𝐵, 𝐾𝐴𝐶 𝐾𝐵𝐴, 𝐾𝐵𝐶 𝐾𝐶𝐴, 𝐾𝐶𝐵
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𝑠𝑒𝑒𝑑𝐴
ℓ𝑘 𝑠𝑒𝑒𝑑𝐵

ℓ𝑘 𝑠𝑒𝑒𝑑𝐶
ℓ𝑘

= = =
0

𝑃𝑅𝐹𝐾𝐴𝐵(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐴𝐶(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐵𝐴(ℓ𝑘)

0

𝑃𝑅𝐹𝐾𝐵𝐶(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐶𝐴(ℓ𝑘)

𝑃𝑅𝐹𝐾𝐶𝐵(ℓ𝑘)

0

- -

-

Updating zero shares without RO 

0

𝑃𝑅𝐹′𝐾𝐵𝐶(ℓ𝑚)

𝑃𝑅𝐹′𝐾𝐶𝐵(ℓ𝑚)

0 𝑃𝑅𝐹′𝐾𝐵𝐴(ℓ𝑚) 𝑃𝑅𝐹′𝐾𝐶𝐴(ℓ𝑚)

𝑃𝑅𝐹′𝐾𝐴𝐵(ℓ𝑚)

𝑃𝑅𝐹′𝐾𝐴𝐶(ℓ𝑚) 0

×

×

×

×

×

× ×

×

×

𝑢𝑝𝑑𝑎𝑡𝑒𝐴
ℓ𝑚 𝑢𝑝𝑑𝑎𝑡𝑒𝐵

ℓ𝑚
𝑢𝑝𝑑𝑎𝑡𝑒𝐶

ℓ𝑚⨀ ⨀ ⨀

𝐾𝐴𝐵, 𝐾𝐴𝐶 𝐾𝐵𝐴, 𝐾𝐵𝐶 𝐾𝐶𝐴, 𝐾𝐶𝐵
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𝑠𝑒𝑒𝑑𝐴
ℓ𝑘 𝑠𝑒𝑒𝑑𝐵

ℓ𝑘 𝑠𝑒𝑒𝑑𝐶
ℓ𝑘

≈𝐷𝐷𝐻

0

𝑅𝐹𝐴𝐵(ℓ𝑘 , ℓ𝑚)

𝑅𝐹𝐴𝐶(ℓ𝑘 , ℓ𝑚)

𝑅𝐹𝐵𝐴(ℓ𝑘 , ℓ𝑚)

0

𝑅𝐹𝐵𝐶(ℓ𝑘 , ℓ𝑚)

𝑅𝐹𝐶𝐴(ℓ𝑘 , ℓ𝑚)

𝑅𝐹𝐶𝐵(ℓ𝑘 , ℓ𝑚)

0

- -

-

Security of the updated shares 

𝑢𝑝𝑑𝑎𝑡𝑒𝐴
ℓ𝑚 𝑢𝑝𝑑𝑎𝑡𝑒𝐵

ℓ𝑚
𝑢𝑝𝑑𝑎𝑡𝑒𝐶

ℓ𝑚⨀ ⨀ ⨀

≈𝐷𝐷𝐻 ≈𝐷𝐷𝐻

𝐾𝐴𝐵, 𝐾𝐴𝐶 𝐾𝐵𝐴, 𝐾𝐵𝐶 𝐾𝐶𝐴, 𝐾𝐶𝐵
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𝑠𝑒𝑒𝑑𝐴
ℓ𝑘 𝑠𝑒𝑒𝑑𝐵

ℓ𝑘 𝑠𝑒𝑒𝑑𝐶
ℓ𝑘

≈𝐷𝐷𝐻

0

𝑅𝐹𝐴𝐶(ℓ𝑘 , ℓ𝑚)

𝑅𝐹𝐶𝐴(ℓ𝑘 , ℓ𝑚)

0

- -

-

Security of the updated shares 

𝑢𝑝𝑑𝑎𝑡𝑒𝐴
ℓ𝑚 𝑢𝑝𝑑𝑎𝑡𝑒𝐵

ℓ𝑚
𝑢𝑝𝑑𝑎𝑡𝑒𝐶

ℓ𝑚⨀ ⨀ ⨀

= ≈𝐷𝐷𝐻

𝑃𝑅𝐹𝐾𝐵𝐴(ℓ𝑘)

0

𝑃𝑅𝐹𝐾𝐵𝐶(ℓ𝑘)

-

0

𝑃𝑅𝐹′𝐾𝐵𝐶(ℓ𝑚)

𝑃𝑅𝐹′𝐾𝐵𝐴(ℓ𝑚)

×

×

×

𝑃𝑅𝐹𝐾𝐴𝐵(ℓ𝑘) 𝑃𝑅𝐹′𝐾𝐴𝐵(ℓ𝑚)× 𝑃𝑅𝐹𝐾𝐶𝐵(ℓ𝑘)- 𝑃𝑅𝐹′𝐾𝐶𝐵(ℓ𝑚)×

𝐾𝐴𝐵, 𝐾𝐴𝐶 𝐾𝐵𝐴, 𝐾𝐵𝐶 𝐾𝐶𝐴, 𝐾𝐶𝐵



Technique 1: Zero-Sharing for Standard-Model Security
Decentralized FE with RO-free Updatable Zero-Sharing

Ԧ𝑥𝐴Message:

Dec

Ԧ𝑦𝐴, Ԧ𝑥𝐴 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

Ԧ𝑥𝐵 𝒖𝒑𝒅𝒂𝒕𝒆𝑩
ℓ𝒎

Dec

Ԧ𝑦𝐵 , Ԧ𝑥𝐵 + 𝑠ℎ𝑎𝑟𝑒𝐵
ℓ𝑘,ℓ𝑚

Ԧ𝑥𝐶 𝒖𝒑𝒅𝒂𝒕𝒆𝑪
ℓ𝒎

Dec

Ԧ𝑦𝐶 , Ԧ𝑥𝐶 + 𝑠ℎ𝑎𝑟𝑒𝐶
ℓ𝑘,ℓ𝑚+ + = ෍

𝑖∈{𝐴,𝐵,𝐶}
Ԧ𝑦𝑖 , Ԧ𝑥𝑖

𝑚𝑠𝑘𝐵
𝐹𝐻𝐼𝑃 𝑚𝑠𝑘𝐶

𝐹𝐻𝐼𝑃𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

𝒖𝒑𝒅𝒂𝒕𝒆𝑨
ℓ𝒎

Ԧ𝑦𝐴Function: 𝒔𝒆𝒆𝒅𝑨
ℓ𝒌 Ԧ𝑦𝐵 𝒔𝒆𝒆𝒅𝑩

ℓ𝒌 Ԧ𝑦𝐶 𝒔𝒆𝒆𝒅𝑪
ℓ𝒌

The technique is 

formalized as a primitive 

to be applied in DDFE for 

sum-like functionalities 

e.g. variants of IP, 

attribute-weighted sums 

[Agrawal, Tomida, 

Yadav-Crypto23].
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Scheme in game-based security

Technique 2: Proof for Adaptive Security Preserving

Ԧ𝑥𝐴
𝑏,𝜏𝑚

Dec

Ԧ𝑦𝐴
𝑏,𝜏𝑘 , Ԧ𝑥𝐴

𝑏,𝜏𝑚 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

Ԧ𝑦𝐴
𝑏,𝜏𝑘 𝑠𝑒𝑒𝑑𝐴

ℓ𝑘0 0 0

𝑢𝑝𝑑𝑎𝑡𝑒𝐴
ℓ𝑚0 0 0



Semi-functional mode

Technique 2: Proof for Adaptive Security Preserving

Ԧ𝑥𝐴
𝑏,𝜏𝑚

Dec

Ԧ𝑦𝐴
𝑏,𝜏𝑘 , Ԧ𝑥𝐴

𝑏,𝜏𝑚 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

Ԧ𝑦𝐴
𝑏,𝜏𝑘

FH-IPFE, UZS

Dec

𝑠𝑒𝑒𝑑𝐴
ℓ𝑘0 0 0

𝑢𝑝𝑑𝑎𝑡𝑒𝐴
ℓ𝑚0 0 0

Ԧ𝑦𝐴
𝑏,𝜏𝑘 𝑠𝑒𝑒𝑑𝐴

ℓ𝑘Ԧ𝑦𝐴
0,𝜏𝑘 Ԧ𝑦𝐴

0,𝜏𝑘 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

𝒙𝑨
𝒃,𝝉𝒎 00 0 1

Ԧ𝑦𝐴
𝑏,𝜏𝑘 , Ԧ𝑥𝐴

𝑏,𝜏𝑚 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

all keys:

ciphertexts under the target label:



Semi-functional mode

Technique 2: Proof for Adaptive Security Preserving

Ԧ𝑥𝐴
𝑏,𝜏𝑚

Dec

Ԧ𝑦𝐴
𝑏,𝜏𝑘 , Ԧ𝑥𝐴

𝑏,𝜏𝑚 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

Ԧ𝑦𝐴
𝑏,𝜏𝑘

FH-IPFE, UZS

Dec

𝑠𝑒𝑒𝑑𝐴
ℓ𝑘0 0 0

𝑢𝑝𝑑𝑎𝑡𝑒𝐴
ℓ𝑚0 0 0

Ԧ𝑦𝐴
𝑏,𝜏𝑘 𝑠𝑒𝑒𝑑𝐴

ℓ𝑘Ԧ𝑦𝐴
0,𝜏𝑘 Ԧ𝑦𝐴

0,𝜏𝑘 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

𝒙𝑨
𝒃,𝝉𝒎 00 0 1

Ԧ𝑦𝐴
𝑏,𝜏𝑘 , Ԧ𝑥𝐴

𝑏,𝜏𝑚 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

all keys:

ciphertexts under the target label:

Requires knowing 
message/function 
in advance!

Ԧ𝑦𝐴
0,𝜏𝑘 , Ԧ𝑥𝐴

0,𝜏𝑚 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚



Novel Padding Strategy in Security Proof

Technique 2: Proof for Adaptive Security Preserving

Ԧ𝑥𝐴
𝑏,𝜏𝑚

Dec

Ԧ𝑦𝐴
𝑏,𝜏𝑘 , Ԧ𝑥𝐴

𝑏,𝜏𝑚 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

Ԧ𝑦𝐴
𝑏,𝜏𝑘 Ԧ𝑦𝐴

𝑏,𝜏𝑘 𝑠𝑒𝑒𝑑𝐴
ℓ𝑘Ԧ𝑦𝐴

0,𝜏𝑘 Ԧ𝑦𝐴
0,𝜏𝑘 (𝑠ℎ𝑎𝑟𝑒𝐴

ℓ𝑘,ℓ𝑚+∆𝐴
𝑏,ℓ𝑘,ℓ𝑚) − (𝑢𝐴

ℓ𝑚𝑦𝐴
𝑏,𝜏𝑘 + Ԧ𝑣𝐴

ℓ𝑚 Ԧ𝑦𝐴
0,𝜏𝑘 + ∆𝐴

𝑏,ℓ𝑘,ℓ𝑚)

Ԧ𝑥𝐴
𝑏,𝜏𝑚 + 𝑢𝐴

ℓ𝑚 − Ԧ𝑥𝐴
𝑏,𝜏𝑚 00 Ԧ𝑣𝐴

ℓ𝑚 + Ԧ𝑥𝐴
0,𝜏𝑚 1

FH-IPFE, UZS

Dec

𝑠𝑒𝑒𝑑𝐴
ℓ𝑘0 0 0

𝑢𝑝𝑑𝑎𝑡𝑒𝐴
ℓ𝑚0 0 0

Ԧ𝑦𝐴
𝑏,𝜏𝑘 , Ԧ𝑥𝐴

𝑏,𝜏𝑚 + (𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚 + ∆𝐴

𝑏,ℓ𝑘,ℓ𝑚)

𝑢𝐴
ℓ𝑚 , Ԧ𝑣𝐴

ℓ𝑚՚
$
ℤp
∗

For all non-corrupted users 𝐴, the difference ∆𝐴
𝑏,ℓ𝑚,ℓ𝑘= Ԧ𝑦𝐴

0,𝜏𝑘 , Ԧ𝑥𝐴
0,𝜏𝑚 − Ԧ𝑦𝐴

𝑏,𝜏𝑘 , Ԧ𝑥𝐴
𝑏,𝜏𝑚

1. is invariant across all repetition index (𝜏𝑚, 𝜏𝑘);

2. forms zero shares with differences of other non-corrupted users.
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Ԧ𝑥𝐴
𝑏,𝜏𝑚

Dec

Ԧ𝑦𝐴
𝑏,𝜏𝑘 , Ԧ𝑥𝐴

𝑏,𝜏𝑚 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚

𝑚𝑠𝑘𝐴
𝐹𝐻𝐼𝑃

Ԧ𝑦𝐴
𝑏,𝜏𝑘

FH-IPFE, UZS

Dec

𝑠𝑒𝑒𝑑𝐴
ℓ𝑘0 0 0

𝑢𝑝𝑑𝑎𝑡𝑒𝐴
ℓ𝑚0 0 0

𝑢𝐴
ℓ𝑚 , Ԧ𝑣𝐴

ℓ𝑚՚
$
ℤp
∗

Ԧ𝑦𝐴
𝑏,𝜏𝑘 𝑠𝑒𝑒𝑑𝐴

ℓ𝑘Ԧ𝑦𝐴
0,𝜏𝑘 Ԧ𝑦𝐴

0,𝜏𝑘 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚 − (𝑢𝐴

ℓ𝑚𝑦𝐴
𝑏,𝜏𝑘 + Ԧ𝑣𝐴

ℓ𝑚 Ԧ𝑦𝐴
0,𝜏𝑘)

𝑢𝐴
ℓ𝑚 00 Ԧ𝑣𝐴

ℓ𝑚 + 𝒙𝑨
𝟎,𝝉𝒎 1

Ԧ𝑦𝐴
0,𝜏𝑘 , Ԧ𝑥𝐴

0,𝜏𝑚 + 𝑠ℎ𝑎𝑟𝑒𝐴
ℓ𝑘,ℓ𝑚Ԧ𝑦𝐴

𝑏,𝜏𝑘 , Ԧ𝑥𝐴
𝑏,𝜏𝑚 + (𝑠ℎ𝑎𝑟𝑒𝐴

ℓ𝑘,ℓ𝑚 + ∆𝐴
𝑏,ℓ𝑘,ℓ𝑚) =

For all non-corrupted users 𝐴, the difference ∆𝐴
𝑏,ℓ𝑚,ℓ𝑘= Ԧ𝑦𝐴

0,𝜏𝑘 , Ԧ𝑥𝐴
0,𝜏𝑚 − Ԧ𝑦𝐴

𝑏,𝜏𝑘 , Ԧ𝑥𝐴
𝑏,𝜏𝑚

1. is invariant across all repetition index (𝜏𝑚, 𝜏𝑘);

2. forms zero shares with differences of other non-corrupted users.
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Settings 1. Standard assumptions
2. Possibly in ROM 
3. With/without pairings

1. Standard assumptions
2. Standard model 
3. With pairings

Goals 1. Generic compiler to obtain DDFE from DMCFE
2. DDFE for various concrete functionalities: IP, AWS, 

with/without function hiding, with/without access 
control

1. Standard model for DDFE, including FH-IP and AWS 
functionalities

2. Adaptive security for FH-IP DDFE from any FH-IP FE

Framework From Decentralized MCFE with structural properties From single-user FH-IPFE and AWS/IP-FE in pairing groups

Challenges Adaptive security with repetitions on both message and key 
tags, with potentially illegitimate keys in case of access 
control 

Zero-sharing for standard model, and adaptive security (also 
with repetitions) without complexity leveraging from any FH-IP 
FE 

Conclusion
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1. Standard assumptions
2. Standard model 
3. With pairings

Goals 1. Generic compiler to obtain DDFE from DMCFE
2. DDFE for various concrete functionalities: IP, AWS, 

with/without function hiding, with/without access 
control

1. Standard model for DDFE, including FH-IP and AWS 
functionalities

2. Adaptive security for FH-IP DDFE from any FH-IP FE

Framework From Decentralized MCFE with structural properties From single-user FH-IPFE and AWS/IP-FE in pairing groups

Challenges Adaptive security with repetitions on both message and key 
tags, with potentially illegitimate keys in case of access 
control 

Zero-sharing for standard model, and adaptive security (also 
with repetitions) without complexity leveraging from any FH-IP 
FE 

Conclusion

Thank you!


	Slide 1:  Dynamic Decentralized Functional Encryptions from Pairings in the Standard Model 
	Slide 2: Open questions in FH-IP DDFE
	Slide 3: Open questions in FH-IP DDFE
	Slide 4: Open questions in FH-IP DDFE
	Slide 5: Open questions in FH-IP DDFE
	Slide 6: Open questions in FH-IP DDFE
	Slide 7: Results and Related Works
	Slide 8: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 9: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 10: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 11: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 12: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 13: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 14: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 15: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 16: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 17: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 18: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 19: Technique 1: Zero-Sharing for Standard-Model Security
	Slide 20: Technique 2: Proof for Adaptive Security Preserving
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26: Conclusion
	Slide 27: Conclusion

