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Evolution of Information

Multiple sources, Complex Ecosystems

Critical Infrastructures Web and Cloud
» Healthcare - Web apps
- Financial > > +Cloud services

* Energy, and more - Social network, and more

Internet of Things

- Mobiles, Wearables
« Smart home
* Transport, and more
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Related Works

Multi-Client with Fine-Grained Access Control [NPP22]

v

First definitions for MCFE with key control

Concrete MCFE for scalar Inner Products
‘/ with Linear Secret Sharing for key controlling
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Motivation - Security Model

A“secure” MCFE - the case of Inner Products
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Research Question - Combining All Together

Controlling Keys (as per [NPP22]) in the Optimal
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13/19



Research Question - Combining All Together

Controlling Keys (as per [NPP22]) in the Optimal
Settlng (as per [NPP23])

G,

(DIC o - [Dec +S§d—e(.) X G(@)

Spade(()) =0
Spade(@) = 1

) public-key FE [BSW11],

secret-key MCFE [GGG+14,
can be publlc CDG+18]

Syntactical Problem:
NOT allow public-Att

13/19



Our Result

Controlling Keys in the Optimal Setting

Dec

14/19



Our Result

Controlling Keys in the Optimal Setting

Dec

v/ Refine Syntax of MCFE:
With public-inputs

14/19



Our Result

Controlling Keys in the Optimal Setting

. ~ ”I — ( Corrupt(:)
+ ptlma , > Xn: = X1 -
Security ¥} 0.1 Li

v/ Refine Syntax of MCFE:
With public-inputs

14/19



Our Result

Controlling Keys in the Optimal Setting

PArayT— Corrupt(z)
+ Optimal | o =y
Security 4] 00— L

v/ Refine Syntax of MCFE:
With public-inputs

Jldentify Implications:
MCFE + optimal security

= public-key FE



Our Result

Controlling Keys in the Optimal Setting

. ~ ”I — ( Corrupt(:)
+ ptlma ‘ > Xn: = X1 -
Security ¥} 0.1 Li

v/ Refine Syntax of MCFE:
With public-inputs

 Key-Policy
Attribute-based

Identify Implications: W Encryption, |
/ Public- or private-att & |

MCFE + optimal security L
= public-key FE




Our Result

Controlling Keys in the Optimal Setting

Dec|

v/ Refine Syntax of MCFE:

. P f*—T(.e_y-—_ISolicy
With public-inputs Attribute-based

Identify Implications: Encryption,
J 'Public- or prlvate att %@/“' 1I

MCFE + optimal security L
= public-key FE




Our Result

Controlling Keys in the Optimal Setting
.

Dec

v/ Refine Syntax of MCFE:
With public-inputs

Jldentify Implications:
MCFE + optimal security

= public-key FE



Our Result

Controlling Keys in the Optimal Setting
.
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Recall: The Admissibility from [NPP23]

Concrete conditions for IP, MCFE, one subvector/client
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. 0.0 it ‘ X0,i H X1, ‘ f L :
for a” y ecovcece R *

15/19



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

NNNNN
~
~ -
- -
------
-----------

16/19



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

16/19



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

16/19



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

+ Static Corruption @q?(ek)

16/19



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

~~
~
iy
™
.--

‘ﬁ
-
-
-
-
-----------

+ Static Corruption

16/19



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

Weord . -MCFE: Pub-Inputs, Public-key FE
: $ )
Allowmg repetitions x With Pub-Inputs

~~~~~
~
~ -
~ -
______
-----------

17/19



On Security: Admissiblity All Over Again
Impllcatlons of Pub-Inputs & Strong Admissibility

et MCFE: Pub-Inputs, Public-key FE
Allowmg repetitions x P With Pub-Inputs

~~~~
~
~ -
-~ -
______
-----------

Access control In
Public inputs

17/19



On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility

ESOur | et
Mok L MCFE: Pub-inputs, ™, Public-key FE
Allowmg repetltlonsx i With Pub-Inputs
_______________ U

Public-key ABE
With or w/out
Hiding properties

17/19



On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility

EE;-;.oOur """""""""""""""""""""" ~
Work! L MCFE: Pub-Inputs, Public-key FE
Allowmg repetitions x P With Pub-Inputs
Fix one ta:q for all e
Enc Public-key ABE

___With or w/out
- {Hiding properties

17/19



On Security: Admissiblity All Over Again
Implications of Pub-Inputs & Strong Admissibility

ESOUr | e ~
Mok L MCFE: Pub-inputs, ™, Public-key FE
Allowmg repetitions x =~ With Pub-Inputs
YT U

With or w/out

Same functions on X; Hiding properties

17/19



New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

Selective
simulator : guess (X", -’(1)) from & —
. sel ' el ! ol 2(0) =(1) Adversary
View,” = View " = ... = View, N e
Guessing

Start| = Challenges _’(O) _’(1)

18/19

l




New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

Selective
. Sel lsel l . ol )—5(0) )—5(1) ;Adversary;
VlewO Vlew1 - Vlewk T E -
In Viewiel Some critical step in the proof
Guessing

Start| = Challenges _’(O) _’(1)

18/19

l




New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

Selective

simulator : guess (X", _)(1)) from &

sel —

VlewO

sel.

In Vlewk

l l

Vlewiel —

sel

L= Vlewk

Some critical step in the proof

Start

------------------------------

18/19



New Techniques: Dual Paring Vector Spaces

with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

All is formal basis changes
in Dual Pairing Vector Spaces

Selective
simulator : guess (X", _)(1)) from &

l l
Viewf)el = View’¢! =

. = View

sel

k

1
Perfectly Perfectly Perfectly

sel.

In Vlewk

Some critical step in the proof

Start

------------------------------

18/19



New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

All is formal basis changes

in Dual Pairing Vector Spaces

Selective

simulator : guess (x (—>§0) _)51)) from &
sel — Vlewsel — — Viewsel
0 1 T k

View

In View

Perfectly Perfectly Perfectly

sel.

. Some critical step in the proof

Start

Loss factor over choices

of X _)(0) _)51) in prob of correct

------------------------------

18/19



New Techniques: Dual Paring Vector Spaces

with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

Selective

simulator : guess (X", _)(1)) from &
. = View

View

In Vi

sel —

0
Perfectly

sel.

ewk

= View

l l
Sel —

1
Perfectly Perfectly

sel

k

: Some critical step in the proof

Start] = |of %), 71

Loss factor over choices
in prob of correct

l

------------------------------

18/19



New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

0 < diff(View:*'; View;*)
< Z dlff(Vlewsel Vlewsel) =

Selective
S|mu|ator _ guess (—>(O) —>(1)) from E .............................
l l —>(0) —=(1) iAdversary
View'! = View’ = ... = Views*!| F-% |
0 1 - = VIeW, — ©
Perfectly Perfectly Perfectly P
In Viewiel Some critical step in the proof
Loss factor over choices
Start| = o ), ¥ in prob of correct X diff(Viewg; Viewy) = 0
l




New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

Selective
S|mu|at0r _ guess (—>(O) —>(1)) from E .............................
l l —>(0) —=(1) iAdversary
View'! = View’ = ... = Views*!| F-% |
0 1 - = View; — U
Perfectly Perfectly Perfectly P e n————
In Viewiel Some critical step in the proof
Loss factor over choices
Start] = of 50, #1) in prob of correct X diff(Viewg; Viewy) = 0
l




New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

Adaptive
SImU|atOr no guesses .............................
l | _ ool 55(()) }(1) iAdversary
. osel — sel — — \/; X
VlewO Vlew1 L= Vlewk LA E
Perfectly Perfectly Perfectly P
In Viewiel Some critical step in the proof
Loss factor over choices
Start| = |of ¥ _)(O) X¥"'in prob of correct X diff(View(; View) = 18/19
l




New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

Adaptive
=>(0) =(1) Aadversary:
Viewse! = View'®! = ... = Viewsl| I3 B

0 1
Perfectly Perfectly Perfectly

k —

------------------------------

sel.

In Vlewk

Some critical step in the proof

Start

18/19




New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

Adaptive

55(.0), .;C)(.l) gAdversaryg

ZZ:E

------------------------------

Perfectly Perfectly Perfectly

Start

18/19




New Techniques: Dual Paring Vector Spaces
with Complexity Leveraging

In a nutshell: With Formal Changes, Guesses are Free

Adaptive
)_5(0) )—5(1) gAdversaryg
VieW() = View| = ... = Viewk i 7 E s

------------------------------

Perfectly Perfectly Perfectly

In View;: Some critical step in the proof

18/19



Conclusion

Our Results:
e Definitional framework of MCFE with public inputs

* Implications from secret-key MCFE to public-key FE/KP-ABE
e Constructions with sub-vectors per client and strong security

19/19



Conclusion

Our Results:
e Definitional framework of MCFE with public inputs

* Implications from secret-key MCFE to public-key FE/KP-ABE
e Constructions with sub-vectors per client and strong security

T Improving [NPP22,NPP23]

19/19



Conclusion

Our Results:
e Definitional framework of MCFE with public inputs

* Implications from secret-key MCFE to public-key FE/KP-ABE
e Constructions with sub-vectors per client and strong security

T Improving [NPP22,NPP23]

Comparison to security of
Recent works such as [ATY23]

19/19



Conclusion

Our Results:
e Definitional framework of MCFE with public inputs

* Implications from secret-key MCFE to public-key FE/KP-ABE
e Constructions with sub-vectors per client and strong security

T Improving [NPP22,NPP23]

Comparison to security of
Recent works such as [ATY23]

Unbounded inner products.
2. Generalized primitives? E.g.
EDynamic and/or decentralized.

3 Lattice-based constructions?

19/19



Conclusion

Our Results:
e Definitional framework of MCFE with public inputs

* Implications from secret-key MCFE to public-key FE/KP-ABE
e Constructions with sub-vectors per client and strong security

T Improving [NPP22,NPP23]

Comparison to security of
Recent works such as [ATY23]

Unbounded inner products.
g o
2 Generalized primitives? E.qg. E JoU !
EDynamic and/or decentralized.

3 L attice-based constructions?
19/19



