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Fine-grained Access Control
over Encrypted Data
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Attribute-based Encryption [BGG+14]

—

PHPE for CeIP(x_,, Xo)= (C(X ), Xoi)

e Use [GSW13] FHE to hide public attribute in PHPE
& Set FHE.sk as private attribute

* Require “lazy-OR” + Smudging noise

[GVW15, Agrl7, LLW21] Fully attribute-hiding PE



Technical Background
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Attribute-based Encryption [BGG+14]

* Encrypt x using FHE d.

e Automatic Decryption by “Dual-used”

(encoding secret = FHE secret key)

Weak attribute-hiding PE [BTVW17]
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Our Results — (0, poly)-Sel-PE [BTVW17]
V Avoid both “lazy-OR” and Smudging noise [LLW21]l AL
Sampling

V Secret key is independent of FHE dec. noise (1, poly)-Sel-PE

V Reduced Fixed Overhead: [LLW21]lcover'free Set

Encodings for private.attribute (FHE.sk) (Q, poly)-Sel-PE

V Reduced Per-unit expansion: [BV16]lGeneric Upgrading

Dummy FHE.ct &
Encodings for dummy.FHE.ct
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Initial Idea
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During Security proof,

* FHE.pk is completely known until the challenge phase

* FHE.pkis required to compute hct(x) and then program A_,,, in the Setup phase!
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Our Approach

Mﬁpoly)-Sel-PE — Double-Use of %

FHE Randomness
» (1, poly)-Sel-P-IPFE

v

* Encrypt attribute x twice with the different FHE.sk but the same FHE randomness

IPFE [ALS16] ——

e Useful fact: Upper part (except for last row) of [GSW13] FHE.ct doesn’t include FHE.sk
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over-free Set

IPFE [ALS16] —— [Llw21
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* Sim-based security requires additional programming space
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