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In a Nutshell

⚫ Interactive Multi-Signature (IMS): Allows n parties to generated a compact 
signature on the same message given interaction, e.g., preprocessing

⚫ Ordered Multi-Signature (OMS): Order of signing attempts matters

⚫ Previous OMS: Based on bilinear pairings

⚫ Our results
⚫ First Schnorr-like OMS with a single-round online phase
⚫ New UC definitions for IMS
⚫ New game-based and UC definitions for OMS with preprocessing
⚫ Equivalence between game-based and UC definitions for IMS/OMS

⚫ Applications to Sequential Communication Delay [BDPT24] (used for VDFs and 
TLPs) and routing [BGOY07] 
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Motivating Application

[BDPT24]
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(Interactive) Multi-Signature
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(Interactive) Multi-Signature
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(Interactive) Multi-Signature
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Security Notion of Multi-Signature
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Security Notion of Multi-Signature
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Security Notion of Multi-Signature
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Ordered Multi-Signature [BGOY07]
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Security Goal of OMS
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Next Step: Adapting MuSig2
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Next Step: Adapting MuSig2
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Secure Construction: Ordered MuSig2
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Secure Construction: Ordered MuSig2
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UC security notions for IMS and OMS

⚫ We define ideal functionalities for IMS and OMS adapting the standard digital 
signature ideal functionality of [Canetti04]

⚫ As in [Canetti04] we show equivalence to game-based security definitions

⚫ Special care must be taken in modelling the interaction/preprocessing (and 
signing order) in the ideal functionality and correctness in the game [CDLLR24] 

⚫ A known caveat:
⚫ As in [Canetti04], our functionalities allow a Signer to request signatures, 

which are provided by the ideal adversary and returned to the Signer 
⚫ A concurrent work [CDLLR24] observes that the adversary can refuse to 

provide signatures and essentially halt the ideal functionality of [Canetti04]
⚫ This issue is also present in our ideal functionalities but has no impact in our 

applications, as the adversary could simply crash one of the signers
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Wrapping up

⚫ We constructed an efficient and compact Schnorr-based OMS

⚫ Defined UC security notion for IMS

⚫ Defined both game-based and UC security notions for preprocessing OMS

⚫ Proved equivalence between game-based and UC definitions for IMS and OMS

⚫ Open questions:
⚫ Security under adaptive corruptions? 
⚫ Post-quantum instantiation e.g. lattices
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