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Decryption mixnet
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Re-encryption mixnet
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Re-encryption mixnet
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What is the classical approach for
constructing verifiable mixnets?
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Classical mixnets
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Prior work on lattice-based verifiable mixnets
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Proof of shuffling and re-randomization Verifiable mixnets

[CMM17] [Str19] [CMM19] 

[FWK21] [HMS21] [ABG+21] 

[BHM20] 

[ABGS23] 

Soundness based 
on DLOG

Tailored to FHE

Based on permutation 
networks Verifiable re-encryption mixnet

This 
Work

Generalizes and 
improves

Relies on 
external 
auditors

Use

Attacks
and fixes

Improves efficiency by 
switching to decryption mixnets

Neff’s polynomial 
approach [Nef01]

[HSS25] 
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Modulus q Ciphertext size Proof size 
(per user & server)

Total mixnet size 
(4 servers, per user)

[ABGS23] ≈ 278 80KB 290KB shuffle + 
157KB decryption

2188KB

[HSS25] ≈ 259 15KB 115KB shuffle + 
85KB decryption

875KB

This work 3301 6.5KB* 110KB* 467KB

*Average size for a mixnet with 4 layers. 
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Modulus q Ciphertext size Proof size 
(per user & server)

Total mixnet size 
(4 servers, per user)

[ABGS23] ≈ 278 80KB 290KB shuffle + 
157KB decryption

2188KB

[HSS25] ≈ 259 15KB 115KB shuffle + 
85KB decryption

875KB

This work 3301 6.5KB* 110KB* 467KB

*Average size for a mixnet with 4 layers. 

To be improved with 
succinct proofs
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The issue with lattice-based re-encryption mixnets
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Re-encryption 
mixnets

Distributed 
decryption Noise flooding Large modulus*

*[CSS+22, BS23, MS23] allow for polynomial modulus but with limitations:

• [CSS+22, BS23] are tailored to FHE.

• [MS23] assumes honestly distributed ciphertext noise.
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Constructing a lattice-based 
decryption mixnet
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Lattice hardness assumptions
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Learning With Errors (LWE) problem

, 𝑠 + 𝑒  𝐴 𝐴 , 𝑤𝐴≈

Uniform

Short

Learning With Rounding (LWR) problem

, 𝑠𝐴𝐴 , 𝑤𝐴≈

For efficiency, we work over 
ℤ𝑞 𝑡 /(𝑡𝑑 + 1)
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Lattice-based decryption mixnet
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How to perform the layered encryption?

Attempt  #1

Define Enc = KyberCPA. Enc

Enc𝑝𝑘1
(Enc𝑝𝑘2

𝑚 )
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Lattice-based decryption mixnet
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How to perform the layered encryption?

Attempt  #1

Define Enc = KyberCPA. Enc

Really large ciphertext expansion!

Enc𝑝𝑘1
(Enc𝑝𝑘2

𝑚 )
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Lattice-based decryption mixnet
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How to perform the layered encryption?

Attempt  #2

Enc𝑝𝑘1
𝑘1  AES𝑘1

Enc𝑝𝑘2
𝑘2  AES𝑘2

𝑚

Define Enc = KyberCPA. Enc

• Linear ciphertext expansion
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How to perform the layered encryption?

Attempt  #2

Enc𝑝𝑘1
𝑘1  AES𝑘1

Enc𝑝𝑘2
𝑘2  AES𝑘2

𝑚

Define Enc = KyberCPA. Enc

Not ZKP-friendly: different algebras

• Linear ciphertext expansion
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Lattice-based decryption mixnet
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How to perform the layered encryption?

Attempt  #3

Enc𝑝𝑘1
𝑘1  A1 ⋅ 𝑘1 + Enc𝑝𝑘2

𝑘2  A2 ⋅ 𝑘2 + 𝑚

Define Enc = KyberCPA. Enc

• Linear ciphertext expansion

• Friendly to lattice proofs
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Lattice-based decryption mixnet
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How to perform the layered encryption?

Attempt  #3

Enc𝑝𝑘1
𝑘1  A1 ⋅ 𝑘1 + Enc𝑝𝑘2

𝑘2  A2 ⋅ 𝑘2 + 𝑚

Define Enc = KyberCPA. Enc

• Linear ciphertext expansion

• Friendly to lattice proofs

Need 𝑘𝑖  large and e.g. ternary for LWR to be hard over Kyber ring (12-bit modulus)

Goal: make 𝑘𝑖  as small as possible

9KB9KB
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Lattice-based decryption mixnet
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How to perform the layered encryption?

Attempt  #4

Define Enc = KyberCPA. Enc

Derive from A1 ⋅ 𝑘1 Derive from A2 ⋅ 𝑘2

Solution: LWR over small ring with modulus e.g. 64 

Enc𝑝𝑘1
𝑘1  (𝐴1 ⋅ 𝑠1 + 𝑒1) + Enc𝑝𝑘2

𝑘2  (𝐴2⋅ 𝑠2 + 𝑒2) + 𝑚

2.3KB 2.3KB
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How to prove a shuffle?
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Proof of shuffle in fields
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[Neff01]
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[ABG+21]

𝑅𝑞 = ℤ𝑞 𝑡 /(𝑡𝑑 + 1) 𝑅𝑞
𝑁

𝑅𝑞
𝑁[𝑋]

2
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[ABG+21]

𝑅𝑞 = ℤ𝑞 𝑡 /(𝑡𝑑 + 1) 𝑅𝑞
𝑁

𝑅𝑞
𝑁[𝑋]

• 𝑅𝑞 is not a field for any choice of q. There is no unique factorization.

2

• Credits to Katerina Sotiraki for the observation that this approach does not work.
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[ABG+21]

𝑅𝑞 = ℤ𝑞 𝑡 /(𝑡𝑑 + 1) 𝑅𝑞
𝑁

𝑅𝑞
𝑁[𝑋]

• 𝑅𝑞 is not a field for any choice of q. There is no unique factorization.

2

• Credits to Katerina Sotiraki for the observation that this approach does not work.
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Proof of shuffle in rings – This work
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• ℜ ≔ ℜ1 × ⋯ × ℜ𝑘  , with ℜ𝑖  integral domains

• 𝐷 ⊂ ℜ  with invertible differences

• 𝑔: {1, … , 𝑁} → 𝐷  injective

• 𝑎1, … , 𝑎𝑁 , 𝑏1, … , 𝑏𝑁 ∈ ℜ𝑁
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• ℜ ≔ ℜ1 × ⋯ × ℜ𝑘  , with ℜ𝑖  integral domains

• 𝐷 ⊂ ℜ  with invertible differences

ෑ

𝑖=1

𝑁

𝑎𝑖 + 𝑔 𝑖 ⋅ 𝑋1 − 𝑋2 = ෑ

𝑖=1

𝑁

𝑏𝑖 + 𝜎𝑖 ⋅ 𝑋1 − 𝑋2

• 𝑔: {1, … , 𝑁} → 𝐷  injective

• 𝑎1, … , 𝑎𝑁 , 𝑏1, … , 𝑏𝑁 ∈ ℜ𝑁

If there exist 𝜎1, … , 𝜎𝑁 ∈ 𝐷𝑁 such that

over ℜ[𝑋1, 𝑋2], then 
𝑎1, … , 𝑎𝑁  ~𝑃 𝑏1, … , 𝑏𝑁 .
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• ℜ ≔ ℜ1 × ⋯ × ℜ𝑘  , with ℜ𝑖  integral domains

• 𝐷 ⊂ ℜ  with invertible differences

ෑ

𝑖=1

𝑁

𝑎𝑖 + 𝑔 𝑖 ⋅ 𝑋1 − 𝑋2 = ෑ

𝑖=1

𝑁

𝑏𝑖 + 𝜎𝑖 ⋅ 𝑋1 − 𝑋2

• 𝑔: {1, … , 𝑁} → 𝐷  injective

• 𝑎1, … , 𝑎𝑁 , 𝑏1, … , 𝑏𝑁 ∈ ℜ𝑁

If there exist 𝜎1, … , 𝜎𝑁 ∈ 𝐷𝑁 such that

over ℜ[𝑋1, 𝑋2], then 
𝑎1, … , 𝑎𝑁  ~𝑃 𝑏1, … , 𝑏𝑁 .

• Generalization of [CMM19], whose product 
expression comes from [BG12].

We choose different 𝐷 and 𝑔.

We use the product directly
on the messages.



Efficient Verifiable Mixnets from Lattices, Revisited

Future work and open questions
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• Instantiate mixnets with succinct zero-knowledge proofs.

• Upgrade to IND-CCA security via the Naor-Yung paradigm.

• Analyze if recent techniques to achieve distributed decryption with polynomial 
modulus can be adapted to mixnets.
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Thank you!
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ෑ

𝑖=1

𝑁

𝑎𝑖 − 𝑋 = ෑ

𝑖=1

𝑁

𝑏𝑖 − 𝑋 𝑎1, 𝑎2, … , 𝑎𝑁 ∼𝑃 (𝑏1, 𝑏2, … , 𝑏𝑁)

• Suppose    𝑅𝑞 ≅ ℤ𝑞 𝑡 /𝑝1 × ℤ𝑞 𝑡 /𝑝2

• Let 𝑎1, 𝑎2 ∈ 𝑅𝑞  and denote

𝑎1 ≡ (𝑎11, 𝑎12)

𝑎2 ≡ (𝑎21, 𝑎22)

• We construct b1, b2 ∈ 𝑅𝑞  as

𝑏1 ≡ (𝑎11, 𝑎22)

𝑏2 ≡ (𝑎21, 𝑎12)

• Then in general 

𝑎1 − 𝑋 (𝑎2 − 𝑋) = 𝑏1 − 𝑋 𝑏2 − 𝑋 !!

𝑎1, 𝑎2  ≁𝑃 (𝑏1, 𝑏2) but

𝑎𝑖 , 𝑏𝑖 ∈ 𝑅𝑞 = ℤ𝑞 𝑡 /(𝑡𝑑 + 1)
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