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(Zero-Knowledge) SNARKSs :

zkSNARKS: zero-knowledge Succinct Non-interactive Arguments of Knowledge

L ={(x; ):R(x, )=1}, Ran NP-relation

P, ) 7 (x)

< Prove(x, ) Verify(x, ) = 1

<% Argument of Knowledge: if Verify(x, 7) = 1 then & knowsa st R(x, )=1
% Zero-Knowledge: 7 learns nothing about
% Non-interactive: & generates & without any interaction with 7/

% Succinct: and 2/14



Anonymous Payments and Delegation

Zerocash Tx=zkSNARK proof

Blockchain
Spender u

|

wy=sk || price || receiver || ...
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Anonymous Payments and Delegation

Zerocash Tx=zkSNARK proof

Blockchain
Spender Delegatee u

wi=sk || price || 77| ... w,=receiver

Delegatee shoulo

not learn w;,
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Our Contributions

New Notion: Split Prover zkSNARKSs
Construction: Split Prover for Groth16

Lower Bound: For the (Second) Prover Computation
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Split Prover zkSNARKSs

Split Prover (£, &%,)
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Split Prover zkSNARKSs

Split Prover (£, &%,)

An (existing) zkSNARK admits a Split Prover it it holds:
< Split Correctness

< Split zk: aux should leak nothing about w;,
5/14



Pi1(wy) _ﬂ> Pr(w,) 7’
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Barriers on Constructions

Fiat-Shamir (RO) based SNARKS (PLONK, Bulletproofs, STARKSs, ...)

a = f(x,w)
-

f = H(RO(a, x), x,w)
-
-

z=(o.bh . )
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Barriers on Constructions

Fiat-Shamir (RO) based SNARKS (PLONK, Bulletproofs, STARKSs, ...)

a = f(x,w)
-

f = H(RO(a, x), x,w)
-
-

z=(o.bh . )

Observation: Groth16 does not use Fiat-Shamir
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Our Solution

Warning: Technical Slides Ahead




Groth16 in a nutshell

R1CS relations: Hadamard Product

Z Z
g ¢ .t g Z; biy by by by ||

Gi. 9 U Uy Z ® | by, by by by

g0 s
e UL bi3 byy bz by3)|z,

Ci1 G1 C31 €y
Cip Cpp C3p Cyo
Ci1g Co3 €33 Cyg

R={x,w):Az-Bz=Cz A 7z = x||w}
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Groth16 in a nutshell

R1CS relations: Hadamard Product
X “ by b b bl
1 [ d11 dp1 d31p Ay . Il =28 3] 4] - Ci11 €21 €31 Oy
2 2
A1p Ay A3zp Ay , ® | b, by by by e Clp Cyp C3p Cy
i o0 e e
13 dgs s i )| Biy ba b Bl 13 €3 €33 €3

R={x,w):Az-Bz=Cz A 7z = x||w}

8/14



Groth16 in a nutshell

Hadamard Product

R1CS relations:

w7 Z
i1 Ay dzp Ayy : bn b21 b31 b41 :
%) %)

%2 1 9228%; (‘o lfES b, by bz by >
H a3 Gy ay ag||” skl H :
3 "\ 2y 13923 (Y33 Y43 b o

7%

\
C11 | €21 8 €31 | €41
C1o0 1€y2 i €3  Cypo
i3 Loallas i bas

R={x,w):Az-Bz=Cz A 7z = x||w}
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Groth16 in a nutshell

R1CS relations: Hadamard Product
b OO0
\ 7
dip  Udpp dzp Ay Z; b1y Dy b3y by Z; C11 €1 C31 €4 Zz
913 29000 G | by, by by, by Clp €y C3p Cy
3 <3 %
€133 Yo ¢ Gag £ ty3 Z b b bl Z 13t Loalbaa htas 24
Vanishing Polynomial
R={E w. AzeBz=0C1 Kk 7= V(X)

R1CS satisfiability:

1 4 4 3
( 2 Zidi(X)) ( Z Zibi(X)> = ( Z ZiCi(X)) = Q(X)H (X~ xi)
= = =1 =1

38/14



Groth16 in a nutshell x]. ;= g* € G,
R1CS satisfiability:

(izia,-(X)) : (izibi(X)) = (izici(X)) = q(X)V(X)
i=1 i=1 i=1

Cryptographic realization (with pairings):
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Groth16 in a nutshell x]. ;= g* € G,
R1CS satisfiability:

(Zza(X)) (Zzb(X)) (ZZC(X)) = q(X)V(X)

Cryptographic realization (with pairings):
7 = [al, + Z i [ +r-8, m=Bh+ ) g b®,L+s- 6l
i=1

m l) m m
r = Z 2 [W] 1_|_S Z z - [a(0)]; + rz z: - [b;®)]
=1 i=1

=

n—2~ V. ]
+Zqi-[ (?x] +s-laly+r-1pl +rs- o]
|
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Groth16 in a nutshell x]. ;= g* € G,
R1CS satisfiability:

(Zza(X)> (Zzb(X)) (ch(@) = q(X)V(X)

Cryptographic realization (with pairings):
7, =N + Z z; - la(x)]; + r- [o], = |pl, + Z z; - b)), + 5 - [0,
i=1

144 l? m m
= Z Z: [w] 1+SZ z: - [a(0)]; + rz z - [B:0],
i—1 =

=

n—2~ V. i
i [ (?x] s+ [aly +r- [l +rs - [8],
|
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Groth16 in a nutshell x]. ;= g* € G,
R1CS satisfiability:

= g(X)V(X)

( )
—— = TS - o A R ST
B P e SR B R o S
4 \. A ety Wl e YOt S Ao LY ; ]
— I LS i - e AN Pl Te N RSN AT v
S 25 RS i - S NI BN R A R At 2y
Lo ) 2N = o L At S
fon N X - e fs? 0 X2 A T
B & By N N
Rt o T T e T T S D Y o s g B KRt SN S SR &l
R o e s s PLART N S U b LTS b S S SRR
S R P TR e L
oy " g ¥ Y 7. %, ¥ X ;\ e y 3
. ”
e r)
~ TS
S B R A S oS AN T T SRS 5
e
~f
s ”,

. =1
[ﬂai(x ) + ab(x) + c{x )] v b N

V(x)x!

: +s-laly+r-[pl +rs- o]

1 9/14



Groth16 in a nutshell x]. ;= g* € G,
R1CS satisfiability:

Z Ziai(X) ; Z Zibi(X) — Z ZiCi(X)
Cryptographic realization (with pairings):

ER
Eil o
1 1 “- 23 . 7’._‘

i=1
m A g
o 22 V(x)x!

R AT
TN
s TP
- T N
w7y
S I L
AR o St
Y ead SRR
¥ 400 PSS
N O KNS

=0 1

a0y + 7 - 8], Wl [0{0; + 5 -0l

m

& (bl

St =

+ 5 [aly +r- [Bl + rs - [6]4
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Split Prover for Groth16 (1)

Split R1CS
[_EETIZZ o 251“25[['tf1€3r12
<1 <1 <41
d11 dp1 d31 Ay by by b3 by C11 €1 G371 (4
%) o F %
A1p Ay dzp Gy Z ® | b, by by by ul| = Clp €y C3p Cy ,
4 0. 0 1 &y s
13 U3 33 dy3 Z b b b B 2 18 Cag. €33 (s Z
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Split Prover for Groth16 (1)
Split R1CS

[_EETIZZ — 251“25[['tf1€3r12

{1 {1 {1
d11 dpp 31| Ay byy by b3y | by C11 C1 G311 Gy
A1y Ay dzp Gy ® | b, by by by =|Ca C»n C3|Cyp

3 %
d d d d & C C &
13 23 33 43 24 bl 3 b23 b33 b43 24 13 23 33 43

(=) - (e e ()
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Split Prover for Groth16 (1)
Split R1CS

[_EETIZZ — 251“25[['tf1€3r12

% = Z
[an dr1 d3q 6141] Z; by by b3y | by : [Cn Cr1 €31 C41] :

A1y Ay dzp Gy ® | b, by by by Clp €y C3p| Cyp
di3 Udp3 U3z | Uy C13 (23 €33 (43

24 bi3 by3 b33 | by)|z,
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Split Prover Groth16 (2)

m=lal, + ) z[a®] + ) 7 [a )], +r- 3],

el €11
m= L+ ) 5 [+ ) 5 [b®] +s- [l
=y €11
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Split Prover Groth16 (2)

N1 = [0‘]1 +-+ ZZZ' : [ai(X)]l +r- [5]1
€11

T, = [pl, "‘- T Z z;* [b(x0)], + 5 - [0];
€1l
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Split Prover Groth16 (2)

N = [0‘]1 +-+ ZZ,- - [Cli(X)]l +r- [5]1
€11

m = 1), +-+ Y - ()], +s - [6];
€1l
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Split Prover Groth16 (2)

D + > (01, + - 19,

iell
- iell
. pa(x) + ab(x) + c(x) pa(x) + ab(x) + c(x)

Sy ( 2 o [Cli(X)]l + Z & [ai(x)]1)+r ( 2 < [bi('x)]l + Z L7 [bl(x)]l)

=3 1ell =3 ell
vz Vo
+ Y G- - +s-[aly +r-[Bl; + rs - [6]
=0 1
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Split Prover Groth16 (2)

TG = [05]1 +-+ ZZi : [ai(x)]l =] [5]1
icll
m = 1), +- + 3 2 @, +s- 5],
icll
Z [ fa(x) + ab,(x) + ci(x)]
o e e A
icll 0 |

¥z [ai(x)]1)+r ¥z [bi(x)]l)

ell ell

n—2 )
+Z?1}° lV(x)x] +s-laly +r-[ply +rs- 0]
|

71'3:

-+

1=0 0
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Split Prover Groth16 (2)

N = [0‘]1 +-+ ZZi - [Cli(X)]l +r- [5]1
icll
m = 1), +- + 3 2 @, +s- 5],
icll
Z [ fa(x) + ab,(x) + ci(x)]
o e e A
icll 0 |

¥z [ai(x)]1)+r ¥z [bi(x)]l)

ell ell
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Split Prover Groth16 (3)

Observation: The quotient can also be split

(2200 ( Z,0260)  (Zi2a0) ( Zgy2600)

gX) =y

V(X) V(X)

( zie]] Zia (X )) ( zie] Zib(X )) ( zie]] Ziai(X)) ( zie]] 10 ))

Y
V(X) V(X)




Split Prover Groth16 (3)

V(X)

(Zen 22 ®) (T 2800) | Bien2a®) ( Ziay260)

Y
V(X) V(X)

g(X) =
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Split Prover Groth16 (3)
OEservatlon: THe quotient can a|so ge sp|it

40,9

(Zen 22 ®) (T 2800) | Bien2a®) ( Ziay260)

_|_
V(X) V(X)

ZI? 51(X )> : <ZIP C_Z)II(X )> - Zp C_i[(X )> ‘ ZII(X )
e e

g(X) =
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Split Prover Groth16 (3)

( zieI Ziai(X)) ( z:ieH Zibi(X))
. —V(X) 4

(Zen 22 ®) (T 2800) | Bien2a®) ( Ziay260)

Y
V(X) V(X)

_)9_)(X) : qa_)(X) e

g(X) =
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Split Prover Groth16 (3)

V(X)

(Zen 22 ®) (T 2800) | Bien2a®) ( Ziay260)

Y
V(X) V(X)

_)9_)(X) : _)9_)(X) e

Similarly for ¢;(X)...

g(X) =

12/14



More in the paper

- Split zk: aux should be randomized

= Common trick (e.g. see Ligero ): Add 3 dummy artificial

constraints and choose the corresponding z;, 25, 23 at random to 'blind’
aux.

- Impossibility Result: For any Split Prover realization for Groth16, &, must
perform at least Q(Min{n — 1, rank(A ) - rank(B;;)}) group operations.
= Qur &, Split Prover is tight.
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Conclusions

Recap:
< Split Prover zkSNARKSs as an alternative to IVC
< Split Prover for Groth16

< Proof of tightness of prover’s computation

Future Directions:
< n-prover Split Prover zkSNARKSs
% Sublinear second prover

< Applications (Anonymous payment delegation, Anonyous credentials)

Thank you!
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