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Iran’s Internet Shutdown Hides a Deadly Crackdown

Amid protests against the killing of Mahsa Amini, authorities have cut off mobile internet, WhatsApp, and Instagram.
The death toll continues to rise.

Myanmar shuts down internet
and data communications

Observers say blockage might herald crackdown on freedom as popular
anger rises

‘No timeline’ for restoring internet to
Tigray: Ethiopia minister

In a ceasefire agreement signed earlier this month, Ethiopia
committed to restoring basic services to the Tigray region.
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Adapted from TreeKEM and friends (MLS)

Root

Each node in the tree (users and
intermediaries) has a (pk, sk) pair

Each user only has the key material on
its path to the root

During normal communication, you can
send a message to the whole group

using the root
o Conserves mesh bandwidth
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Ty

e Support for concurrent state
operations on the CGKA tree

e Updatable public key encryption to
provide better forward secrecy and
post-compromise security guarantees

e Works in the model of outsider
anonymity rather than full anonymity

Amigo

Read our paper for details!

Adapted from TreeKEM and friends (MLS)
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:
Impacts mesh Hong Kongers crowdsourced a

behavior protest manual—and Myanmar’s
already using it

Marches on the street are visible, but not the only kind of
‘ ‘ protest possible. There can be
‘ ‘ ‘ 1. assemblies with speeches,
2. gatherings with specific focus
a. Communal art, like preparing paper

cranes or other origami
versus b. Location art, like decorating Lennon Walls

c. Music performances (with crowd
‘ . participation)

. Flash mobs

AW

. Human chain (the HK way, echoing the Baltic
‘ ‘ Way in the Soviet days)
‘ 5. Blockades (e.g., major highways with

vehicles/objects)
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e Acknowledge this is an interdisciplinary problem with an
interdisciplinary solution

e Engage with researchers in networking, systems, and human factors for
a more holistic approach

e Start a broader conversation on how academics can achieve tangible
impact on sensitive populations
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