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@ 18 microarchitecture optimization (leakage clause)
» CT constant time, SS silent store, RFC register file compression,
CS computation simplification,OP operand packing,CR computation reuse,
CC cacheline compression,PF prefetching,+ their variations

[108 leakage models]

@ 6 execution models (prediction clause)
» sequential, conditional branch, straight-line, store bypass, return address (x2)
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25 implementations
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not significantly mitigate leaks

@ CT programming (e.g., libsodium,
libjade) does not fully prevent leaks




Evaluation results

Blffooogteo -3
oo omisg -3
BEggonns  |ef
WQQQQ,Q.QO >
Q
CC
WQQQQ%QO > e
e o o e * e
-1
o x
PR R R .o
I . o
o LR 2 2R 2 2 2 2 > *>
zZlo o s o o o o
Celiescwest .
R R R R 2R 2R 2 4 > e
AR SRR AR SR R g > .
)
H“.UQOQOQ,OQ >
* e e e >
..luAmmOQO.QXOAmm >
B rlese v >
R R R R >
Bomasggag -3
HI . & =
2 T 8
2lE29 8888 2%
Z§REETRE G|EF

@ Memory-safe languages (e.g., Rust)
not significantly mitigate leaks

@ All analyzed implementations leak

libjade) does not fully prevent leaks

@ CT programming (e.g., libsodium,

@ Majority of leaks are present even

without prediction clause
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Evaluation results
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Example: leak from constant-time swap

fe25519_cswap(fe25519_1imb f[5], fe25519_limb g[5], bool b)
{
mask = (-(int64_t) b);

x[0..5]

£[0..5] = gl0..5];
x[0..5] &= mask;

f[0..5] = £[0..5] -~ x[0..5];
gl0..5] = £[0..5] =~ x[0..5];
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Example: leak from constant-time swap

secret
fe25519_cswap(fe25519_1imb f[5], fe25519_limb g[5], bool b)
{
mask = (-(int64_t) b);

x[0..5] f[0..5] = gl0..5];
x[0..5] &= mask;

f[0..5] = £[0..5] -~ x[0..5];
gl0..5] = £[0..5] =~ x[0..5];
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Example: leak from constant-time swap

secret
fe25519_cswap(fe25519_1imb f[5], fe25519_limb g[5], bool b)
{

mask = (-(int64_t) b); mask = 0 — result = 0
RFC: compress to zero register

x[0..5]

f[0..5] = gl0..5];
x[0..5] &= mask;

f[0..5] = £[0..5] -~ x[0..5];
gl0..5] = £[0..5] =~ x[0..5];
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Example: leak from constant-time swap

secret
fe25519_cswap(fe25519_1imb f[5], fe25519_limb g[5], bool b)
{
mask = (-(int64_t) b); mask = 0 — result = O
RFC: compress to zero register

x[0..5]

f[0..5] = gl0..5];

mask = 0 — x = 0 — xor 0 not changed

x[0..5] &= mask; CS: xor is simplified

£[0..5] = £[0..5] ~ x[0..5];
gl0..5] = £[0..5] =~ x[0..5];
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Example: leak from constant-time swap

secret
fe25519_cswap(fe25519_1imb f[5], fe25519_limb g[5], bool b)
{

mask = (-(int64_t) b); mask = 0 — result = 0
RFC: compress to zero register

x[0..5]

f[0..5] = gl0..5];

mask = 0 — x = 0 — xor 0 not changed

x[0..5] &= mask; CS: xor is simplified

f[0..5] £[0..5] = x[0..5]; .
gl0..5] = £[0..5] ~ x[0..5]; values not swapped — memory not modified

} SS: stores are suppressed
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Summary
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Summary

e LMSPEC: Language for specifying leakage models at the ISA level

Prediction clause Leakage clause ]

!

Engine controller
hooks< > predictions

Program ~.

Input i > Unicorn N e Checker ——> D.etec.ted
Labeled 7 generator input engine hooks leakage violations
interface pairs traces
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Summary

e LMSPEC: Language for specifying leakage models at the ISA level

o LMTEST: Testing framework for automatically detecting leaks

Program
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™ Input
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Engine controller
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—— > Tracer

hooks leakage
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Detected
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Summary
e LMSPEC: Language for specifying leakage models at the ISA level
o LMTEST: Testing framework for automatically detecting leaks
@ Extensive evaluation on cryptographic algorithms — all leak! @

Prediction clause Leakage clause

|

Engine controller
hooks< ) predictions

Program ~.

Input i > Unicorn N e Checker ——> D.etec.ted
Labeled 7 generator input engine hooks leakage violations
interface pairs traces
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Summary

LMSPEC: Language for specifying leakage models at the ISA level
LMTEST: Testing framework for automatically detecting leaks
Extensive evaluation on cryptographic algorithms — all leak! @
For more details, see https://arxiv.org/pdf/2402.00641
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