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There is a lesser used PKI, DNSSEC

Common objections Yes, however…

DNSSEC is used by fewer than 7% 
of all domains!

A domain owner can deploy 
DNSSEC for their own domain.

DNSSEC includes signatures with 
insecure schemes and parameters!

This was the case a decade ago, but 
not anymore.

DNSSEC transport and validation is 
unreliable!

NOPE does not require transporting 
DNSSEC records to clients.
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SLD

TLD

root

org. 3600 IN DNSKEY 256 3 8 (
AwEAAdim1OsPrczOdInedsci34awEy8Y2z3wk/vBneTp
BcMqZ/RMblR628sT7w1DmLTqtVGxJZseiWV4ZPopdncr
aq3psjtMZ09Aacdho5aToAlRGkemALvc41I0fxt1oORr
4UxHjx0oYWgpVgFfn8WrolxfJs1HojL4KvHtGbOOLrod
) ; ZSK; alg = RSASHA256 ; key id = 42393

org. 3600 IN DNSKEY 257 3 8 (
AwEAAexZJ/1wfyNCxNPrTZizaG7UlibGhP+AyogR6bqj
ptKweEgE4gD8GxRQJkt+Fn5pCoNqzmm1ZnEoKqvm93uO
YtbKkYQDGH+W69J66MSKpgIyS+mT/4iaXn+lpb5o99l/
sf7lHMa975O/fqN6aPUll4hUbN2T1LHv6HzQuQCtNRJA
8jHGwX5q0NMmh2Z+yaG6B9cISerje9l5L+ID2ydJ6zXq
uYteoIUvX2xzqnXCdHPSvD+oL6R/weW+tztdFS1hok/1
z3tn5NzmcaOLll9nXniCozEpLFEGPswyvtphWgCYhI8b
BTqhUsIwfIwLSBQTEg2oCX7sS5CbXg44OqwhIW8=
) ; KSK; alg = RSASHA256 ; key id = 26974

org. 3600 IN RRSIG DNSKEY 8 1 3600 (
20241122152312 20241101142312 26974 org.
FL3LJdeBG+6xuISibgk+FN2b5JRDDY4zhEvgXXu5IWFg
3qjYGBIW6ed6WobmVqKk4nTmlcmGOlRtdstCYF8TsY6A
ap7QSNbBkzDQj5bG3CknMsCuwU8Nv7E58WzkzkHJyW/2
LV70UXx6Tbtq7azqiu9bLs4sTbbo8Q5Oh++LQ6C5QNYQ
Ok1kUzXskzrrWazgygwgmnCB/9SYCq4STG5KScnF1PJ+
+mT50BIIwelxVrZl9HlZYJoXwBJTwd1tE4nCJc7ffqbf
ZFOzMyItHx7L5UZAHL0WHuNxmOC0rYEeq5eOD20uXLQY
Dq3FU3y5PKTA+4SgBaVkk4kDKk9JHqkMYA== )

nope-tools.org. 3600 IN DS 24071 13 2 (
7FEDB3256082F9772FB264B58D04DD398A1E7211137E
1E6234F86E1AC09BB79D )

nope-tools.org. 3600 IN RRSIG DS 8 2 3600 (
20241122152312 20241101142312 42393 org.
C50zMIPjLQcvlipjcDpqzLMhA8CsZisDG0miSPlfRFPm
IChd21HdRKMxuBnmFIN2QsTYquvpvIzcHD/O2akUsAVa
cNCN/gbYYKc/ELnLtu1n6K7Rvkm2JP9SXvMUFk+R/pFl
PAu0El1jTZrU2jf64CJDxi+4k+BeMDj0/lAwycc= )

nope-tools.org. 600 IN DNSKEY 256 3 13 (
Bj2WG9xitWiMHFltAn0eIdZTJhem8n+6hc0DMP7N0ABE
8uXagReAkW6DhDTECjFVZYol4LTrP4bqXUALg9zUUA==
) ; ZSK; alg = ECDSAP256SHA256 ; key id = 51774

nope-tools.org. 600 IN DNSKEY 257 3 13 (
l8Y9CtL7l9OpCvKgXVIrN8YzANwPUAxuKCkrQRfhAPn4
1EaKHKSgfRN8N0RsMaExDDc3RJQnZ+Z9NTkY4aV68A==
) ; KSK; alg = ECDSAP256SHA256 ; key id = 24071

nope-tools.org. 600 IN RRSIG DNSKEY 13 2 600 (
20241117184555 20241103180010 24071 nope-tools.org.
5QFVPtlQG4smABJT1m0BbbWSYz3yaQlHGvQVQklwj4D6
Pia4e/+UpRbGz5uWXT7vKw8dOAhaeaG61oZaR/QjEg== )

NOPE Server

. 172800 IN DNSKEY 257 3 8 (
AwEAAaz/tAm8yTn4Mfeh5eyI96WSVexTBAvkMgJzkKTO
iW1vkIbzxeF3+/4RgWOq7HrxRixHlFlExOLAJr5emLvN
7SWXgnLh4+B5xQlNVz8Og8kvArMtNROxVQuCaSnIDdD5
LKyWbRd2n9WGe2R8PzgCmr3EgVLrjyBxWezF0jLHwVN8
efS3rCj/EWgvIWgb9tarpVUDK/b58Da+sqqls3eNbuv7
pr+eoZG+SrDK6nWeL3c6H5Apxz7LjVc1uTIdsIXxuOLY
A4/ilBmSVIzuDWfdRUfhHdY6+cn8HFRm+2hM8AnXGXws
9555KrUB5qihylGa8subX2Nn6UwNR1AkUTV74bU=
) ; KSK; alg = RSASHA256 ; key id = 20326

. 172800 IN DNSKEY 256 3 8 (
AwEAAc0SunbHdS0KFEyZbYII/+tzsrNzIwurKxmJA+0f
hAYlTPA/5LrMGkGEqvvufzM0w/CaVtdm5eWkZYQcsoSK
T5bycx0C4jxnLEb3ZiZUQSqu1rWcKGF1fj/GyDWLkOu7
a5h3el+gPmglj/4l4V31ugNYfqYq84vCB+3D6Sodrd+8
5KyonnzWJ8cS7aZ57x0d0sGqsAKA+6tRnIXjVNVe7Ro5
xJuz8IR7rOxdzfuRLriN+Z00EL3U5E7s9SISU/hDh7Q7
N70W1mLMc1o2+tCRGjEWrw4wmCWMzc1kegbLES/dUOWF
vPjJz0+AEeWDhd2GqtXk02BzAhdfeIAEIv68FTs=
) ; ZSK; alg = RSASHA256 ; key id = 61050

. 172800 IN RRSIG DNSKEY 8 0 172800 (
20241121000000 20241031000000 20326 .
guknao8E8o7kxfIB/XbQjNz70XbtHa4gEtCfekSXTxLJ
unSBHPmdWrOm5AIU9c2lcZS/Q2t2O7GMns+gqxIgGr1K
zrckLgyjgagNCI4Syn0YVP+8Knopf/0+8evDwdPqbzJL
DE6u6cY4e35tY7lMtxK/6rNtqEIOPimnLgdviDaky2zD
GH+PeGKNK7HuE3BH/46c2IAzDntONnRqHn/Uimi/cIEf
qt725uESM7FBfUw6QWz+EMk5RpfIHXVwczM8nmrVhPzi
moSrCT1GP3hzWUE1a/8VchnT2nHGoyHQBs1K5hipmxBx
MMmLpz50c6P1Jh+Rd8e+aU5yAwkyvaw0zA== )

org. 86400 IN DS 26974 8 2 (
4FEDE294C53F438A158C41D39489CD78A86BEB0D8A0A
EAFF14745C0D16E1DE32 )

org. 86400 IN RRSIG DS 8 1 86400 (
20241117050000 20241104040000 61050 .
Xsu6YWdRdBan11kR7M1Uhq9vmj4UfV5E/ikwsdFiPpvY
8yuSegDuYA94RWESWe9hrcEGYlQrWsFIUe1JWaB35Now
PkoRCHv/iv16NmskXXxNpmCkUvfsOkiYjMl5bUsIxCU/
AV8aynRon9x5uj3v3e+XBBE1KKVCMYfUyyeCrWhnJSQC
5K5eZ8U3zbo+ZngTLnXcdQ0MzaNpcNBNy8cpCs2WePYh
OqRUBZdx34XFtLZBk8v7GvcTnv3wdVYz3n+AATHwzQE9
SL8GeyP2V1ES9KUrSTF3XrirBLRABMfMHuCyB/770j3N
RVpj9z3hMOzVJwUjb+coAEqhMWGVdWoKIQ== )

Implementation of NOPE
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Overheads of NOPE are manageable

Status quo NOPE

Certificate chain size 2.5 KB 2.7 KB

Certificate issuance time 30 s 84 s

Verification time
(in browser) 0.3 ms 34.9 ms

Verification time
(native) 0.3 ms 1.5 ms

All benchmarks run on a Google Cloud [59] e2-highmem-2 machine on a single thread
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Takeaways of NOPE

It is practical to enhance Internet security right now, without any 
changes to existing Internet infrastructure.

Succinct proofs provide an efficient interface between legacy protocols 
and systems.

Future work:
- Deploying NOPE natively in browsers
- Applying succinct proofs of DNSSEC, beyond server authentication


