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Power Side-Channel Analysis

void Cipher{undefinedd Roundiey,undefinedd state)

i 1{
!ll char round;

AddRoundXey (@, Roundiey, state);

round = 1:

while{ true } {
SubBytes (RoundKey) ;
ShiftRows (Roundkey) ;
if (round == '\n') break;
MixColumns ( RoundKey) ;
AddRoundKey ( round, RoundXey, state);
round = round + 1;

}

AddRoundKey {10, RoundKey, state) ;
return;

Cryptographic implementation
(software)
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ower Side-Channel Analysis

void Cipher{undefinedd Roundiey,undefinedd state)

i {
|E char round;

AddRoundKey (8, RoundKey, state);
round = 1;
while{ true } {
SubBytes (RoundKey) ;
ShiftRows {RoundKey) ;
if (round == '\n') break;
MixColumns ( RoundKey) ;

Com P i le AddRoundKey ( round,RoundKey, state);

round = round + 1;
}
AddRoundKey {10, RoundKey, state) ;
return;
}

Binary/Executable file
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Power Side-Channe

Compile

void Cipher{undefinedd Roundiey,undefinedd state)

{

char round;

AddRoundKey(@,RoundKey, state);

round = 1;
while{ true ) {
SubBytes (RoundKey) ;

ShiftRows {RoundKey) ;
if (round == '\n') break;
MixColumns { RoundKey) ;
AddRoundKey ( round, RoundXey, state);
round = round + 1;
}
AddRoundKey {10, RoundKey, state) ;
return;

| Analysis

|5 X
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Power Side-Channel Analysis

void Cipher{undefinedd Roundiey,undefinedd state)

{
|5 char round;

AddRoundKey (@, RoundKey, state);
round = 13
while{ true ) {
SubBytes (RoundKey) ;
ShiftRows {RoundKey) ;
if (round == '\n') break;
MixColumns ( RoundKey) ;

Compi le AddRoundKey ( round, RoundXey, state);

round = round + 1;

}
AddRoundKey {10, RoundKey, state) ;
return;

Laptop to control

Trigaer signal

|5 X
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Power Side-Channel Analysis

void Cipher{undefinedd Roundiey,undefinedd state)

{
L‘ char round; L 1_ 1. ‘l' I
AddRoundKey (@, RoundKey, state); ap op 0 co“ ro
round = 13
while{ true } { I
SubBytes (RoundKey) ; |
ShiftRows (RoundKey) ; |
if (round == '\n') break;

MixColumns { RoundKey) ;

Compi le AddRoundKey ( round, RoundXey, state);

round = round + 1;
}

AddRoundiey {18, Roundey, state) ;
return;

Trigaer signal

AA

Analyze
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Compilation Options

void Cipher{undefinedd Roundiey,undefinedd state)

i char round;

AddRoundXey (@, Roundiey, state);

round = 13
while{ true } {
SubBytes (RoundKey) ;
ShiftRows (Roundkey) ;
if (round == '\n") break;

ey L Compilation (+options):
Kty 1 et riscve4-unknown-elf-gcc -march=rv32im -mabi=ilp32 -Os -0 output
input

Optimization levels: -O0 (no optimization),
-01, -02, -O3, (optimize for execution time)
-Os (optimize for size)




Compilation Options

void Cipher{undefinedd Roundiey,undefinedd state)

char round;
AddRoundXey (@, Roundiey, state);
round = 1;
while{ true ) {

SubBytes (RoundKey) ;

ShiftRows (Roundkey) ;
if (round == '\n") break

e TN Compilation (+options):
Kty 1 et riscve4-unknown-elf-gcc -march=rv32im -mabi=ilp32 -Os -0 output
input

Optimization levels: -O0 (no optimization),
-01, -02, -O3, (optimize for execution time)
-Os (optimize for size)

Do compiler optimizations impact power side-channel leakage?




Do compiler optimizations impact power SCA?

What are the effects of
compiler optimization?
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Do compiler optimizations impact power SCA?

What are the effects of
compiler optimization?

Can we isolate the
impact of these
optimizations?
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Do compiler optimizations impact power SCA?

What are the effects of How do these impact power
compiler optimization? side-channel leakage?

Can we isolate the
impact of these
optimizations?
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Do compiler optimizations impact power SCA?

What are the effects of How do these impact power

compiler optimization? side-channel leakage?
Can we isolate the Do these effects
impact of these propagate to
optimizations? real traces?
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Do compiler optimizations impact power SCA?

What are the effects of How do these impact power Can we predict these
compiler optimization? side-channel leakage? leaks?

Can we isolate the Do these effects

impact of these propagate to

optimizations? real traces?
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» > >
Compiled binary of unprotected AES

Cipher
00002938 13 01 01 fd addi sp,sp,-0x30
000028%ac 23 26 11 02 Sw ra, 0x2c(sp)
0EEE29b0 23 24 81 02 Sw s0, 0x28(sp)
00E02%h4 13 04 01 03 addi s0,sp,0x30
0o002%b8 23 2e ad fc SW state, -Ox24=>local_24(s0)
000028be 23 2c b4 fc SW key, -0x28=>local_28(s0) | >, i v H
000029¢0 a3 07 04 fe sh zero, -0x1l=>roundvar(s0) e g 0: w: @: =4 o
000029c4 03 26 84 fd 1w a2, -0x28=>local_28(s0) 2 . e é": o £ E: o
000029c8 83 25 c4 fd Tw key, -0x24=>local_24(s0) L 3: o [~ % o o
000029cc 13 05 00 00 v state,zero o e a & : Q! O
000029d0 ef ed 1f d9 jal ra, AddRoundkKey 8 % i (7] ﬁ s i
000029d4 93 07 10 00 11 as,1 ul <
000029d8 a3 07 f4 fe sh a5, - Oxll==roundVar(s0) w

UBRANCH < |1

LAB_000029dc
00002%de 03 25 cd fd 1w state, -Ox24=>local_24(s0) BRANCH .
00002920 ef &0 df e5 jal ra, SubBytes SHIFT
0000294 03 25 c4 fd w state, -Ox24=,local_24(s0) -
0eE029¢8 ef ed S5f fO jal ra, ShiftRows ANTHMEHC JE-
000029ec O3 47 f4 fe 1bu ad, -0x1l=>roundVar(s0) LOGICAL
0EEE29f0 93 OF a0 00 s gasl@ . T e I
oeEE29f4 63 0B f7 02 beq ad,a5,LAB 00002324 EORE -
0ooD29f8 03 25 cd fd 1w state, -Ox24=>local_24(s0) | OADS :
ooop2efe ef fo 4f 86 jal ra,MixColumns
00002300 83 47 f4 fe 1bu a5, - Ox1l=>roundVar(so)
00002a04 03 26 84 fd 1w a2, -0x28B=>local_28(s0) :
00002308 83 25 c4 fd Tw key, -0x24=>local_24(s0) : i
00002alc 13 85 07 00 my state,ad ! y
00002al0 ef e0 1f ds jal ra, AddRoundKey 0 100 260 500 41]0
00002314 83 47 f4 fe  lhu a5, - 0x11=>roundVar(s0) Number of instructions
00002alg 93 87 17 €O addi a3,a5;1
00002alc a3 07 f4 fe sb a5, -0x11==roundVar(s0)
oeEE2a20 &6f fo df fb j LAB_000029dc

LAB 00002324
00002224 13 00 00 QO nop
00002228 03 26 84 fd 1w a2, -0x28B=>local_28(s0)
00002a2c 83 25 c4 fd 1w key. -0x24=>local_24(s0) O t I t | | _OO
00002330 13 05 a0 00 11 St:te,ﬁxa p Im Iza Ion eve L]
00002334 ef e0 df d2 jal ra, AddRoundkey
00002a38 13 00 00 Q0 nop
00002a3c 83 20 cl 02 w ra, 0x2c(sp)
00002340 03 24 Bl 02 w 50, 0x28(sp)
00002344 13 01 01 O3 addi sp,sp,0x30

00002348 &7 80 00 00 ret
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» > >
ompiled binary of unprotected AES

LAB 00000hAC

0E00Cb4c 03 46 07 00 1bu a2, 0x0(a4)
000EEbSA 93 87 17 00 addl row, row, Oxl 3?
ooooobs4 83 f7 f7 Of andi row, row, Oxff hvd w
0O00EbSE 32 86 ca 00 add a2,s5,a2 'g: @ v g
0E00CbSc 03 45 05 00 Thu a2, 0x0{a2=>shox) S: £ = =
0EO0EhEG 13 07 47 00 addi ad,ad, Oxd é) = nc:> >
000EEb64 23 Ge c7 fe sb a2, -0x4(ad) - = = ()
0E00GbES &3 92 77 ff bne row,s7,LAE_00000b4c =5 = =
0EOBGbEC 83 27 81 00 1w row, Bx8(sp) < wy =
0E00ELT70 92 86 16 00 addi statePrt,statePrt, Oxl
00000b74 3 98 d7 fc bne row,statePrt, LAB_00000h44
0E00Ch7E 03 47 54 00 1bu a4, 0x5(s0) UBRANCH ---------------------- N EELITEETTEFS] EEPEEEEE SRR SN [ EETPERTPEREERITPEERPRY TETTIOES CEPE EERS FEH FEE PR
0E0ObTC 83 47 14 00 Thu row, 0x1 (s0)
0EOOELE0 a3 00 e4 00 sh ad, bx1 (s0) BRANCH. ... mrnwimiEt ey mwmrmmnites o rrrrrrrrimy U
00000b84 03 47 94 00 lhu a4, 0x9(s0) SHIFT 1M ‘ _______________________ fime B
0O00CbES a3 02 e4 00 sh ad, 0x5(s0) [ :
00oeohsc 03 47 d4 00 Thu ad,13(s0) : . FLE (13 1 R
0EE0CbI0 a3 06 T4 00 sh row, Oxd (s0) H [ : ﬂ |
0E0OEbS4 83 47 24 00 Thu row, 0x2(s0) N | & =-
0EOOELSE a3 04 ed 00 sh ad, Bx9(s0) m | : u j
0E00CbIc 02 47 a4 00 Thu ad, Oxa(s0) ” ” ‘
00000ban 23 05 f4 00 sh row, Oxa (s0) N | . L BURuARRARNRAN AAR il ke
0000Gbad B3 47 64 00 lbu row, 0x6(s0) § : ] ﬂ
0E00Cbas 23 01 e4 00 sh ad, Bx2(s0) 1 : | ERRRRIRNY o
00000bac 03 47 4 00 1hu ad, Oxe (s0) :
0E0ECbbO 23 07 4 00 sh row, Oxe (s0) : '
0000Cbb4 83 47 34 00 Thu row, 0x3(s0) ! g J
0E00CbLE 23 03 e4 00 sh ad, 0x6(s0) 0 100 140
po00Bbbe 03 47 T4 00 1bu a4, 0xf (s0) Number of instructions
00000bcd a3 01 &4 00 sh ad, 0x3{s0)
0E0OCbc4 03 47 b4 00 Thu ad, Oxb (s0)
00000bce a2 07 4 00 sh ad, oxf (s0)
0000Cbce 03 47 74 00 Thu ad, 0x7(s0)
0E000kdo a3 03 f4 00 sh row, 0x7 (s0) H H H .
00000bd4 23 05 24 00 b 2 O (50) Optimization level: -Os
0E00CbdE 63 8c 8d 09 beq round, 2, LAB_00000c70
LAE G0000bdc
0E00Cbde 03 ch 04 00 Thu 56, 0x0(sl)
0E00Cbe0 03 cd 14 00 1bu 510, 0x1(s1)
0E00Cbed 63 cO 24 00 Thu 52,0x2(s1) . PPN = =
00000bed 03 ca 34 00 Thu s54,0x3(s1) Radboud UnlverSIty B ;:'
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» >0

Effects on compiled binary

Optimization Strength Instruction Loop Loop Function | Constant
Level Reduction | Rescheduling | Unrolling | Fusion | Inlining Folding
-00 O O O O O O
-Os ® o O O [ ) O
=0, o ® O O () O
o ¥ @ o O O ® o
-03 ® ® L4 ® ® o

Optimization impact on compiled binary for unprotected AES
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> > > >
CMOS Power Consumption Model

--------------------------------------------------------------------------------




> > > >
CMOS Power Consumption Model

--------------------------------------------------------------------------------




> > > >
CMOS Power Consumption Model

--------------------------------------------------------------------------------




> > > >
CMOS Power Consumption Model

--------------------------------------------------------------------------------

Can we isolate the impact of these optimizations?



> > > >
CMOS Power Consumption Model

J
|
(Architectural component)

Piotar = PMop + \PAOP + Pgata + Proise + Pconst 0 \WJ‘ \N

--------------------------------------------------------------------------------

Can we isolate the impact of these optimizations?

Yes! Architecture-level simulation



>»>» > > >
ARCHER: Architecture-Level Simulator

| K

Source

Data | elf @ Data Generation

Target Device

"ARCHER: Architecture-Level Simulator for Side-Channel Analysis in RISC-V Processors." Adhikary, Asmita, Abraham J. Basurto Becerra,
Lejla Batina, lleana Buhan, Durba Chatterjee, Senna Van Hoek, and Eloi Sanfelix Gonzalez. Cryptology ePrint Archive (2024).



>»>» > > >
ARCHER: Architecture-Level Simulator

| K

Source

Leakage = \\

models
" |:|]]J]Z|]
ALING.IC
Emulation Execution Simulated

\_ Framework traces Power Tracev

Target Device

"ARCHER: Architecture-Level Simulator for Side-Channel Analysis in RISC-V Processors." Adhikary, Asmita, Abraham J. Basurto Becerra,
Lejla Batina, lleana Buhan, Durba Chatterjee, Senna Van Hoek, and Eloi Sanfelix Gonzalez. Cryptology ePrint Archive (2024).
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Simulated Power Trace of Masked AES

Full AES M -01 exgcution

w
o
L

rJ
un

Simulated Power (HD)
5 % %

(5]
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=]
|

i
]
]
I
I
I
JRemask Key | Round [1 aund 2 :Ciphertext
:

—— tracel

0 599 1198 1797 2396 2995 3594 4193 4792 5391 5990 6589 7188 7787 8386 8985 9584 10183 10782 11381 11980
—Iﬂmﬂﬂ'ﬂﬂ'n!ence
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>»>» > > >
Simulated Power Trace of Masked AES
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>»>» > > >
ARCHER: Architecture-Level Simulator

| K

Source

.

7k Leakage @~ 2= ==
models Jaldmt
" " I
QNG 10
Emulation Execution Simulated
\ Framework traces Power Tracev

Target Device

"ARCHER: Architecture-Level Simulator for Side-Channel Analysis in RISC-V Processors." Adhikary, Asmita, Abraham J. Basurto Becerra,
Lejla Batina, lleana Buhan, Durba Chatterjee, Senna Van Hoek, and Eloi Sanfelix Gonzalez. Cryptology ePrint Archive (2024).



>»>» > > >
ARCHER: Architecture-Level Simulator

| K

Source

~N

¢ Leakage -l
«::I_._.,-fi""_ mOdEIS s "eu"nsn

il \

m | [ i C M [} [
Emulation Execution Simulated
\_ Framework traces Power Tracev
. J
Target Device Side Channel Analysis

"ARCHER: Architecture-Level Simulator for Side-Channel Analysis in RISC-V Processors." Adhikary, Asmita, Abraham J. Basurto Becerra,
Lejla Batina, lleana Buhan, Durba Chatterjee, Senna Van Hoek, and Eloi Sanfelix Gonzalez. Cryptology ePrint Archive (2024).



>»>» > > >
ARCHER: Architecture-Level Simulator

—N (©) Flow Analysis

Source Sensitive data
Intermediate Values (specific to the targetimp!ementation)} (-] [S] [

=] 0-0
. . [=h ,»0-0
(A) Data Generation ~1E] <
Leakage -l
models > "
’ o
QILING.I0 M
Emulation Execution Simulated
\_ Framework traces Power Tracev
\ J
Target Device Side Channel Analysis

"ARCHER: Architecture-Level Simulator for Side-Channel Analysis in RISC-V Processors." Adhikary, Asmita, Abraham J. Basurto Becerra,
Lejla Batina, lleana Buhan, Durba Chatterjee, Senna Van Hoek, and Eloi Sanfelix Gonzalez. Cryptology ePrint Archive (2024).
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ShiftRows Operation of Masked AES

50 | 81 | 85 | S12
ST | 85 | Sg | S13
53 | 86 | S10 | S14
s3 | 87 | 811 | 815

State Matrix
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2» > >

ShiftRows Operation of Masked AES

50 | 81 | 85 | S12
ST | 85 | Sg | S13
53 | 86 | S10 | S14
s3 | 87 | 811 | 815

—>

S0 | 84 | 85 | S12
S5 | S9 | S13 | S1'
510 | 514 | 82 | 56
S5 | 83 | 87 | S11
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2» > >

ShiftRows Operation of Masked AES

m m m m m m m m
So | S4 | Sg | S12 So Sg | S12
m m m m m m m m
S1 | S5 | So | S13 S5 SN 51
m m m m :: m m m
So | S¢ | S10 | S14 S10 | S14 | S2 | Ss
m m m m m m m m
S3 | S7 | S11 | S15 S15 S7 | S11
PC | 490 |d24 |d98 |d49c dad |da8
m m m
ad| 5 g 513
ab s;"

Assembly implementation for level -Os
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2» > >
ShiftRows Operation of Masked AES

s’ | sy | sg | 815 sg' | sy | sg | 75
ST | S5 | Sg | S13 S5 | Sg | S13 | ST
—>
Sy | Sg | S10 | S1a S10 | S14 | 83 | S¢
s’ | s7' | 811 | STk s1s | s3° | 87 | 81]

PC | 490 |d94 |d98 |4d9¢ |da0 |dad |da8
| B a—

m m m
ad| 5 g 513

g
ab s;"

Assembly implementation for level -Os
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»> >
ShiftRows Operation of Masked AES

so | 85" | sg | 812 so | 84| Sg | 812 sg”:SBOX(pg,@kg,)(EBm
m
s a3 | a3 [ o o | o [ap | a7 | S8° = SBox(po & ko) & m
m m
s | g™ | 8™ | 5™ 't s | g™ | sm | g st @ sg' = SBox(ps & ks) b SBox(pg @ ko)
ss' | 87 | 811 | 815 s1s | s3° | 87 | 81]
PC | 490 |d9%24 |d98 |d9c |da0l |da4d |da8
*‘
m m m
ad| 5 Sy 513
v |
ab Sy

Assembly implementation for level -Os
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»> > >
Correlation Analysis on simulated traces

1

e y 4 Shift | % = %
= I N, - R = g s
o E = o oW 8 32 =
K5 = =] = ioa =] ]
e ] | = = & =
= = (= L i = D%
S E c | = S
= =] E Oxd9c lbu a4, 9(s5) ! Oxe20 lbu s10, 0(s3) E
= o
= £e,
E
g
= i
© |

7600 Instruction Sequence 8400

Level: -Os

Correlated with SBox(ps ® k5) @ SBox(pg ® ko)
over 5000 simulated traces where plaintext byte 9 is randomly selected.

Overwriting masked shares at architecture level reveals unmaksed variables
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Experimental Setup

00120400108, §.384c/5]

= o
RO
: =
: 6=
Trigger Flashy !
-
' enable "\ TPE
13

2

Power [
Conector P4 it
(> W 1 s AN - SAIDOYOKT uz.f:

Programming
interface
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Does leakage propagate to real power traces?

205

3

O

= 0.4

4=

S

S 0.3

o

00.2

4

ki m

@ 0.1

=

o

%0 0 50,000 100,000 150,000 200,000 250,000

Sample

Level: -Os

Yes! Architectutal leaks visible in real traces.
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) > D> D> D
Predicting Leakage

1lbu a4, 0x0 (ab)
1bu al, 0x0 (a3)
p dnla a4, a4,al
sb a4, 0x0 (ab)
addi ab,ab5,0x1
1bu a4, 0x0 (ab)
addi a3,a3,0x1l
mov a5, a6
addi a0,a0,0x4
10 addi a6,a6,0x4
11 1lbu a6, 0x0 (ab)

ooy dxWNKH




b > D> D D 4

Remanence
.

]
Looooooooooo
2

lbu a4, 0x0 (ab)
lbu al, 0x0 (a3)
XOL ad,ad,al
sb a4, 0x0 (ab)
addi ab,ab,0x1
1lbu a4, 0x0 (ab)
addi a3,a3,0xl
mov ad, a0
addi a0,a0,0x4
10 addi a6,a6,0x4
11 1lbu a6, 0x0 (ab)

ooJdobhirdWN




b > D> D D 4

Remanence and Revive
.

9
Looooooooooo

1lbu ad, 0x0 (ab)
1lbu al, 0x0 (a3)
ROT ad,ad,al
sb a4, 0x10 (ab)
addi a5, ab,0x1
1lbu ad, 0x0 (ab)
addi a3,a3,0xl
mov ad5, a6
addi a0,a0,0x4
10 addi a6,ab6,0x4
11 lbu a6, 0x0 (ab)
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Correlation Coefficient

Predlctng Leakage

1.0

0.8

0.61

22 22 22
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13 14 15
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400 450

Plaintext Remanence

Plaintext Revive
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2800
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3000
Instruction Index

3200

— Plaintext byte 0
— Plaintext byte 15
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THANK YOU
QUESTIONS?



