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Compilation Options

Compilation (+options): 
riscv64-unknown-elf-gcc -march=rv32im -mabi=ilp32 -Os -o output 
input

Optimization levels:  -O0 (no optimization), 
                     -O1, -O2, -O3, (optimize for execution time)

   -Os (optimize for size)
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Do compiler optimizations impact power SCA?

RQ1 RQ2 RQ3 RQ4

What are the effects of 
compiler optimization?

Can we isolate the 
impact of these 
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How do these impact power 
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Do these effects 
propagate to 
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RQ5

Can we predict these 
leaks?



Compiled binary of unprotected AES
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Compiled binary of unprotected AES

Optimization level: -Os



Effects on compiled binary

Optimization impact on compiled binary for unprotected AES
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Yes! Architecture-level simulation
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Correlation Analysis on simulated traces

         Correlated with 
over 5000 simulated traces where plaintext byte 9 is randomly selected.

Overwriting masked shares at architecture level reveals unmaksed variables

Level: -Os



Experimental Setup



Does leakage propagate to real power traces?

Level: -Os
Yes! Architectutal leaks visible in real traces.



Predicting Leakage 
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Predicting Leakage 
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