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Background

Example: prove that I have enough ETH in Coinbase

ClientVerifier Server

Request(secret)

Response(m)
m

Client convinces Verifier that (sealed) m is retrieved from the Server,  
without any modifications on the Server side 

Transport Layer Security 
 (TLS) 

RFC5246/8446



Related Work
• This problem was introduced by Dan from TLS Notary about 10 years ago

Town Crier[ZCCJ+’16], DECO[ZMMG+’20], Janus[LEFS’23], 
DiStefano[CDHP+’23], Garble-then-Prove[XYWY’ 24], 

ORIGO[ELWG+’24], [LJSK’24] and many others



Transport Layer Security (TLS)

Client Server

Handshake

Record

‣ Handshake Phase 
1. Certification 
2. Key Exchange 
3. Key Expansion (KDF)

Key Key

Msg Msg

‣ Record Phase 
1. AEAD 
2. AES-GCM



Two Cryptographic Modes

Client ServerVerifier

MPC-TLS

Proxy-TLS

TLS Transcript2PC Protocol

Verifier ServerClient

TLS TranscriptTLS Transcript



MPC-TLS

Client ServerVerifier

TLS Transcript

2PC on Key Expansion (KDF)

2PC on AES-GCM

ZKP on KDF and AES
‣ [DECO’20]: Authenticated GC + zkSNARK 
‣ [Garble-then-Prove’24]: Half-gate GC + QuickSilver



Proxy-TLS

Verifier ServerClient

TLS TranscriptTLS Transcript

Prove in zk client knows the 
secret related to the ciphertexts

‣ [Garble-then-Prove’24]: Prove KDF + AES with QuickSilver 
‣ [LJSK’24]: Prove AES (restricted to public padding) with zkSNARK 
‣ [Origo’24]: Prove KDF + AES/ChaCha20 with zkSNARK



Comparisons of two modes

Mode Trust Assumptions Efficiency

MPC-TLS
Trust the TLS Server 
No collusion between client and verifier

Run 2PC protocol for KDF and AES 
Run zkp for KDF and AES

Proxy-TLS
Trust the TLS Server 
No collusion between client and verifier 
Verifier ensures the connection to TLS Server

Run zkp for KDF and/or AES



Why Interactive ZKP

1. Interactivity is acceptable 
• The protocol does not need to be fully non-interactive. 

2. KDF&AES inefficiency 
• These functions are Boolean circuits, unsuitable for zkSNARKs. 

3. Client-side constraints 
• ZKPs usually run in resource-limited environments like browsers and mobile devices. 

4. Performance bottlenecks 
• Current zkSNARKs have high proving time and memory usage, posing a major challenge.



Interactive ZK — QuickSilver [YSWW’21]

‣ 1.9 USD ➔ one trillion AND gates ! 
‣ 2.5 USD ➔ one trillion MULT gates over a 61-bit field !

‣ 2 vCPU and 1GB Memory. 
‣ Boolean circuits - network bandwidth 20Mbps. 
‣ Arithmetic circuits - network bandwidth 500Mbps.



Performance
‣ Global scale experiments (MPC-TLS)

‣ Prove large content from LLM (Proxy-TLS) 
• Proving a 200KB image generated from ChatGPT within 2mins with browser extension



Benchmark
‣ A zkTLS benchmark framework: https://github.com/primus-labs/zktls-bench 

‣ Benchmark existing open source zkTLS implementations across various platforms
（including X86/Arm/WASM) and network conditions. 

‣ The garble-then-prove scheme is up to an order of magnitude faster than other MPC-
TLS solutions. 

‣ The QuickSilver based Proxy-TLS is up to 30x and 145x faster than alternatives. 

‣ TLSNotary, an open source library by PSE, is transitioning to QuickSilver.

https://github.com/primus-labs/zktls-bench


Products

Developer Hub Web SDK Mobile SDK Backend SDK

All the SDKs support both MPC-TLS and Proxy-TLS

‣ https://dev.primuslabs.xyz/ 
‣ A tool for developers to prove any 

data from any website

‣ Chrome extension 
‣ JavaScript SDKs

‣ App clip/Instant app 
‣ iOS/Android SDKs

‣ SDKs for x86/Arm 
‣ JavaScript SDKs

https://dev.primuslabs.xyz/


Deployment
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Challenges

1. The verifier should be globally distributed and positioned close to the 
client to enhance user experience. 

2. To mitigate the risk of collusion between the client and verifier, the best 
practice is to deploy the verifier within a TEE.



github.com/primus-labs 

@primus_labs

medium.com/@primuslabs

primuslabs.xyz

Thank you!


