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What?
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Authenticated encryption...

-AD,N

-P

K

?

wrap
- T

- C

-AD,N

-C ,T

K

?

unwrap
- P or ⊥

▶ wrap takes (K ,N,AD,P) and returns C ,T

▶ unwrap takes (K ,N,AD,C ,T ) and returns P or error ⊥

Ideally

▶ C looks random for each input

▶ unwrap of invalid ciphertext fails

Examples

▶ AES-GCM, AES-CCM, Ascon-AEAD128, ChaCha20-Poly1305, and others
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...on top of SHAKE and TurboSHAKE

SHAKE128 and SHAKE256 [FIPS 202]

▶ Sponge with Keccak-p[24 rounds] [Bertoni et al., EUROCRYPT 2008]

▶ 15 years of public scrutiny ⇒ 12 rounds give comfortable safety margin

TurboSHAKE128 and TurboSHAKE256

▶ Sponge with Keccak-p[12 rounds] [Bertoni et al., ePrint 2023/342] + [RFC draft in the pipe]

▶ Same public scrutiny applies as all cryptanalysis is on reduced-round versions

Security of (Turbo)SHAKE

▶ Unkeyed: flat sponge claim with security strength 128/256

▶ Keyed:

• When input to (Turbo)SHAKE is prefixed with a secret key K . . .

• . . . it is hard to distinguish from a random oracle
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Why?
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NIST Publication Review Initiative
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Public Comments

From https://csrc.nist.gov/csrc/media/Projects/crypto-publication-review-project/documents/

decision-proposal-comments/fips202-sp800-185-decision-proposal-comments-2024.pdf
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Summary of desired properties

▶ Long nonce and nonce-resistance

▶ Beyond 264 birthday bound

▶ Committing security

▶ Security against release of unverified plaintext

▶ Support for sessions

▶ Faster than SHAKE
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How we do it
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TurboSHAKE256-BO

SHAKE128-Wrap
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Duplex-based authenticated encryption
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(Turbo)SHAKE-Wrap: nonce-based AE with sessions

0

0

f f f f f f f f

K

trailenc

2

pad10∗

a1

trailenc

25

a2

trailenc

25

· · ·

a|a|

trailenc

19

pad10∗

p1

c1

trailenc

26

p2

c2

trailenc

26

p3

· · · trailenc

26

c|p|−1

p|p|

c|p|

trailenc

20

pad10∗
T

▶ Duplex-based mode similar to SpongeWrap [Bertoni et al., SAC 2011]

• First AD of a session to be a nonce

▶ Confidentiality and integrity ⇐ PRF security of keyed (Turbo)SHAKE

▶ Committing security ⇐ collision resistance of (Turbo)SHAKE
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Deck-based authenticated encryption
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(Turbo)SHAKE-BO: SIV-type AE with sessions
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▶ Based on Deck-BO [Băcuieti et al., ASIACRYPT 2022]

• A session-supporting version of Synthetic Initialization Value (SIV) AE modes

• Does not require a nonce

▶ Confidentiality and integrity ⇐ PRF security of keyed (Turbo)SHAKE

▶ Committing security ⇐ collision resistance of (Turbo)SHAKE

14



Features

Solution Security Nonce-misuse Session Committing

strength resistance support security

(Turbo)SHAKE128-Wrap 128 bits no yes 128 bits

(Turbo)SHAKE256-Wrap 256 bits no yes 256 bits

(Turbo)SHAKE128-BO 128 bits yes yes 128 bits

(Turbo)SHAKE256-BO 256 bits yes yes 256 bits

Ascon-AEAD128 128 bits no no 64 bits

ChaCha20-Poly1305 106 bits no no no

AES128-GCM 64 bits no no no

AES128-GCM-SIV 64 bits yes no no

Table: Comparison with standard AE
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Performance (fully software)

. . . -Wrap . . . -BO

AD P or C

TurboSHAKE128 3.33 3.04 6.23

TurboSHAKE256 4.06 3.84 7.82

SHAKE128 6.41 6.27 12.58

SHAKE256 8.07 7.80 15.72

ChaCha20-Poly1305 3.72

AES128-GCM 32.32

AES256-GCM 41.69

Ascon-128a 4.601

Table: Performance (ns/byte) on Raspberry Pi 4 equipped with ARM Cortex-A72 running at 1.5 GHz.

1from https://ascon.iaik.tugraz.at/implementations.html
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Where?
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Pre-print

Available at https://eprint.iacr.org/2024/1618
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Final version

Will appear at EuroS&P 2025
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Conclusions

Two approaches for committing and session-supporting AE with (Turbo)SHAKE:

▶ performance of duplex-based mode

▶ robustness and flexibility of deck-based modes, see also

• JAMBO, BOREE, and JAMBOREE modes [Băcuieti et al., ASIACRYPT 2022]

• nonce-encrypting modes [Hoffert, ePrint 2022/1711]

And simplicity of the modes once the layers are merged

Thanks for your attention!
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