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» wrap takes (K, N, AD, P) and returns C, T
» unwrap takes (K, N,AD, C, T) and returns P or error L

Ideally

» C looks random for each input
» unwrap of invalid ciphertext fails

Examples

» AES-GCM, AES-CCM, Ascon-AEAD128, ChaCha20-Poly1305, and others
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...on top of SHAKE and TurboSHAKE

SHAKE128 and SHAKE256 [FIPS 202]
> Sponge with KECCAK-p[24 rounds] [Bertoni et al.,, EUROCRYPT 2008]
» 15 years of public scrutiny = 12 rounds give comfortable safety margin
TurboSHAKE128 and TurboSHAKE256
> Sponge with KECCAK-p[12 rounds] [Bertoni et al., ePrint 2023/342] + [RFC draft in the pipe]
» Same public scrutiny applies as all cryptanalysis is on reduced-round versions
Security of (Turbo)SHAKE

» Unkeyed: flat sponge claim with security strength 128/256

> Keyed:
e When input to (Turbo)SHAKE is prefixed with a secret key K ...
e ... it is hard to distinguish from a random oracle



Why?



NIST Publication Review Initiative

= L__1

NIST Proposes to Update FIPS 202, ""SHA-3 Standard" and Revise SP 800-185, ""SHA-3
Derived Functions"

September 04, 2024

NIST is considering whether to specify and approve one or more SHA-3
derived functions for authenticated encryption with associated data in
a new, separate Special Publication.

NIST proposes to update FIPS 202 Fi T D
Activities and Products

NIST proposes to revise SP 800-185



Public Comments

From https://csrc.nist.gov/csrc/media/Projects/crypto-publication-review-project/documents/

decision-proposal-comments/fips202-sp800-185-decision-proposal-comments-2024.pdf
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We support NIST’s plans to specify and approve additional SHA-3 derived functions, including
those for authenticated encryption with associated data.
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W We support NIST’s potential plan to specify SHA-3 derived functions
thl (“Keccak Modes”) for Authenticated Encryption with Associated Data (AEAD).
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SHAKE to for instance encrypt and authenticate
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I alen thinl that yan chanld ctandarvdizn marva flavikhla sicac af

SH methods such as AES-GCM are challenging and error-prone to deploy,
primarily because of strict limits of encryption when using random nonces.
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the limited nonce length and absence of nonce-resistance make both GCM and CCM unsuitable
for use with random nonces.
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al ! L ACC ~cona [T : (1 o 1 1

CLI| I

there is sufficient capacity in the Keccak permutation to accommodate long nonces/IVs
Currently the compromise is often at nonce + ctr =96 + 32 =

table
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Essentially, all AES [27] modes are subject to a = 25%-block “birthday
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there is sufficient capacity in the Keccak permutation to accommodate long nonces/IVs |

able
Ecsentially all AES [27] mades are suhiect ta a ;_ﬂblo.r_ub_l_tth_dayj_

boy we should

investigate beyond-

birthday mode usages.
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able
Essentially _all AES [27]1 maodes are sithiect tn a = 261 “
hml we should
i yond-
GCM and CCM
. Neither provides commitment security, vulnerable to release
of unverified plaintext,
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We
of suggest that the new special publication specifies the use of sessions.
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cryptanalysis, the security margin of Keccak-p[1600, 24] remains very large.

of rounds to 12 would still offer a reasonable security margin [5]. ||

After more than 15 years of intense [

halving the number
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we suggest NIST uses the 12-round permutation,

er
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There is broad agreement that the number of rounds in FIPS 202 is too high by at least a factor
— of two. (1 2). —
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1
With increased architectural support, we can
expect Keccak-based AEAD schemes to clearly outperform their AES counterparts, as [
they do in pure hardware.

-
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Summary of desired properties

Long nonce and nonce-resistance

Beyond 2% birthday bound

Security against release of unverified plaintext

>
>
» Committing security
>
> Support for sessions
>

Faster than SHAKE
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SHAKE128-BO SHAKE128-Wrap

SHAKE256-BO SHAKE256-Wrap

TurboSHAKE128-BO TurboSHAKE128-Wrap
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Duplex-based authenticated encryption

SHAKE128-Wrap
SHAKE256-Wrap
TurboSHAKE128-Wrap
TurboSHAKE256-Wrap

authenticated encr.

ODWRAP

incremental hashing

hashing



(Turbo)SHAKE-Wrap: nonce-based AE with sessions

K ay az Qja| 41 P2 p3 Plp|
! ! !
{ l O&— C1 S— C2 o— — Clp|-1 &— CIp| g
12
~— ~— ~— ~— ~—
2 25 25 19 26 26 26 20
0 ) ) )
Grailone railone . + Grailone Grailone -
0
J J J J -y

» Duplex-based mode similar to SPONGEWRAP [Bertoni et al., SAC 2011]

e First AD of a session to be a nonce
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» Duplex-based mode similar to SPONGEWRAP [Bertoni et al., SAC 2011]
e First AD of a session to be a nonce

» Confidentiality and integrity <= PRF security of keyed (Turbo)SHAKE
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» Duplex-based mode similar to SPONGEWRAP [Bertoni et al., SAC 2011]

e First AD of a session to be a nonce
» Confidentiality and integrity <= PRF security of keyed (Turbo)SHAKE
» Committing security <= collision resistance of (Turbo)SHAKE
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Deck-based authenticated encryption
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(Turbo)SHAKE-BO: SIV-type AE with sessions
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» Based on Deck-BO [Bicuieti et al., ASIACRYPT 2022]

e A session-supporting version of Synthetic Initialization Value (SIV) AE modes
e Does not require a nonce

» Confidentiality and integrity <= PRF security of keyed (Turbo)SHAKE
» Committing security <= collision resistance of (Turbo)SHAKE
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Features

Solution Security Nonce-misuse  Session ~Committing
strength resistance support security
(Turbo)SHAKE128-Wrap 128 bits no yes 128 bits
(Turbo)SHAKE256-Wrap 256 bits no yes 256 bits
(Turbo)SHAKE128-BO 128 bits yes yes 128 bits
(Turbo)SHAKE256-BO 256 bits yes yes 256 bits
Ascon-AEAD128 128 bits no no 64 bits
ChaCha20-Poly1305 106 bits no no no
AES128-GCM 64 bits no no no
AES128-GCM-SIV 64 bits yes no no

Table: Comparison with standard AE
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Performance (fully software)

...-Wrap ...-BO

AD PorC

TurboSHAKE128 3.33 | 3.04 6.23

TurboSHAKE256 4.06 | 3.84 7.82

SHAKE128 6.41 | 6.27 12.58

SHAKE256 8.07 | 7.80 15.72
ChaCha20-Poly1305 3.72
AES128-GCM 32.32
AES256-GCM 41.69
Ascon-128a 4.60!

Table: Performance (ns/byte) on Raspberry Pi 4 equipped with ARM Cortex-A72 running at 1.5 GHz.

Lfrom https://ascon.iaik.tugraz.at/implementations.html
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Conclusions

Two approaches for committing and session-supporting AE with (Turbo)SHAKE:

» performance of duplex-based mode

» robustness and flexibility of deck-based modes, see also

e JAMBO, BOREE, and JAMBOREE modes [Bicuieti et al., ASIACRYPT 2022]
e nonce-encrypting modes [Hoffert, ePrint 2022/1711]

And simplicity of the modes once the layers are merged
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Conclusions

Two approaches for committing and session-supporting AE with (Turbo)SHAKE:

» performance of duplex-based mode

» robustness and flexibility of deck-based modes, see also

e JAMBO, BOREE, and JAMBOREE modes [Bicuieti et al., ASIACRYPT 2022]
e nonce-encrypting modes [Hoffert, ePrint 2022/1711]

And simplicity of the modes once the layers are merged

Thanks for your attention!
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