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Secret tree
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…

k0
pn0

k1
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4. generation
malicious insider can hop 

between generations!
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Yes!

Did you join protest?

Yes!

Insider Replay Attack

MLS aims to protect against forgeries by group members (aka insiders)


“[Knowledge] of the AEAD keys allows the attacker to send an encrypted 
message using that key, but cannot send a message to a group which appears 

to be from any valid client since they cannot forge the signature.” 
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Receivers use 
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timestamp
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Outsider can replay 
ciphertexts by 
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At the time of analysis, Session used the LegacyGroups protocol -- has since migrated to GroupsV2
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Every chat message is 
encrypted using  Kg
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Formal definitions are useful to analyze real-world security

https://eprint.iacr.org/2024/799.pdf

Details in the 
papers!

Combining encryption with MAC/signatures is non-trivial

Coming Soon


