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A refresher on
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E2EE Messaging
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/ /
Contact Phone #s Keys

Alice 1 000 1 0xa11ce

Bob 2 000 2 0xb0b

… …��🔑

🔑 🔑

🔑



QR Codes
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Key Transparency
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Key Transparency – Client and AKD
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publicly-available endpoint



Key Transparency – Auditable Key Directory AKD
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Key Transparency – split view attack
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Auditor system design

Section



Introducing the Auditor
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What is the Auditor responsible for?
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Ensures epochs are unique 
and in sequential order.

Making sure that the AKD is 
correctly constructed and that 
all epochs transitions are 
valids.

Does not see usersʼ private 
information: no name, no 
phone number, no public key. 
It is a trusted third party.

Privacy preservingWitnessing Monitoring



How does that relate to Certificate Transparency
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Certificate Transparency

Key Transparency



Validating epoch uniqueness and transitions



Real world deployment

Section
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A command line interface

Recorded with
charmbracelet/vhs

Code on
cloudflare/plexi

https://github.com/charmbracelet/vhs
https://github.com/cloudflare/plexi
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Real world deployment

… in reality

Section
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Incidents
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During an incident, epochs fail to progress

Incident start

Incident resolved, 
Cloudflare resumes signing 
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When epochs get bigger, verification latency increases

Incident start

Incident resolved, 
Cloudflare resumes signing 



More incidents
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Theory
The Log publishes new heads. 

Practice
When that failed, the backlog 
of updates grew, increasing 
the proof size 6x, going 
beyond our initial provisioning 
threshold.

Theory
Global ordering scales easily. 

Practice
In practice, the auditor signs a 
timestamp. This means that itʼs 
hard to replay signatures.

Theory
No party gets corrupted.

Practice
This is true! So far, both the 
Log and the Auditor managed 
to remain in a non-corrupted 
state, despite hiccups.

IntegrityGlobal orderingPublishes every 30s



Whatʼs next

Section
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Certificate Transparency
Google launches their first 
Certificate Transparency 
Log.

RFC 6962 published at 
the IETF.

Transparency – a timeline

Key transparency paper
CONIKS introduces Key 
Transparency.

One more paper
SEEMLess formalises 
some of CONIKS designs 
and improves 
performance with a new 
data structure.

Public auditing
Cloudflare releases Plexi 
Auditor in collaboration 
with WhatsApp, the talk 
you are listening to.

Keybase
End-to-end encrypted 
messaging app relying on 
signature chains.

Google Key Transparency
Inspired by CONIKS and 
Certificate Transparency.

2013 2014 2015 2017 2019 2023 2024 2025
Key Transparency Logs
Parakeet paper makes 
SEEMLess practical at 
scale.
iMessage, Proton, 
WhatsApp launch their Log.
IETF forms the keytrans 
working group.

More?
RFC, auditing 
network, 
adoption

https://certificate.transparency.dev/community/#origins-grid
https://www.rfc-editor.org/rfc/rfc6962
https://www.usenix.org/system/files/conference/usenixsecurity15/sec15-paper-melara.pdf
https://eprint.iacr.org/2018/607.pdf
https://blog.cloudflare.com/key-transparency/
https://blog.cloudflare.com/key-transparency/
https://book.keybase.io/docs/server
https://security.googleblog.com/2017/01/security-through-transparency.html
https://eprint.iacr.org/2023/081.pdf
https://support.apple.com/en-us/118246
https://proton.me/support/address-verification
https://engineering.fb.com/2023/04/13/security/whatsapp-key-transparency/
https://datatracker.ietf.org/wg/keytrans/about/


Why there arenʼt more auditors… yet!
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Key Transparency is new 

There needs to be more 
expertise and understanding 
about the guarantees it 
provides with and without 
auditing.

There are a lot

CONIKS, CT-based, AKD, 
tlog-based.
IETF keytrans is developing a 
standard.

Real world is big

Scale makes the system more 
expensive to audit, or less 
performant than on a 
off-the-shelf device.

Performance at scaleImplementationsTechnical expertise

https://datatracker.ietf.org/wg/keytrans/documents/


Where can I see / use it?

29🔑dash.key-transparency.cloudflare.com 🦀 github.com/cloudflare/plexi

http://dash.key-transparency.cloudflare.com/
https://github.com/cloudflare/plexi


Towards a transparency ecosystem
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✨ ✨



Thank you

blog.cloudflare.com
engineering.fb.com



Backup slides

Section
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Active: Users report to a 3rd party/gossip
Passive: 3rd party signature

Key Transparency Tradeoffs

Sync: 3rd party is on-path for publishing
Async: Delayed detection

WhatsApp can prompt for confirmation
Automated systems have no direct 
interventions

The witness provides a sync signature.
The monitor does an async signature.
They have the same format but not the 
same public key.

No endpoint: lightweight auditor
Endpoint: more accountability and trust

The faster you publish epochs, the smaller 
the epochs, but the more availability you 
need.

Two signatures Auditor endpoint Frequency

Active vs Passive Sync vs Async Human vs Automated



Multiple papers and deployment
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Gossip
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The Log is corrupted, now what

1. Users update are stale
2. Restore from backups
3. Start from a last known good state, or from scratch
4. Discuss with the auditor, will need to provision a new namespace
5. Communicate about it
6. Cut a new release of WhatsApp


