EU Digital Identity & Anonymous Credentials
A Happy End?

Real-World Crypto Symposium 2025

Anja Lehmann

Hasso
Plattner
Institut

Digital Engineering » Universitat Potsdam



European Digital Identity Wallet (EUDI)
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“fully mobile, secure and user-friendly”

A digital ID and
personal digital
wallet for EU citizens,
residents and
businesses

EU Digital Identity Wallets will

digital identification for everyc \ber State will provide

at least one wallet to all its citizen:

to prove who they are, and safely store, share and sign important digital
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https://ec.europa.eu/digital-building-blocks/sites/display/EUDIGITALIDENTITYWALLET/EU+Digital+Identity+Wallet+Home
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EUDI | eIDAS Regulation > Wallet in 2026 @ ﬂ
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s EU regulation eIDAS 2.0 entered into force in May 2024
s All EU member states must provide a EUDI Wallet by end of 2026

https://eur-lex.europa.eu/eli/reg/2024/1183/0j


https://eur-lex.europa.eu/eli/reg/2024/1183/oj
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s EU regulation eIDAS 2.0 entered into force in May 2024
s All EU member states must provide a EUDI Wallet by end of 2026
s Regulation mandates privacy & security properties

“securely [..] authenticate to relying parties [..] while ensuring selective disclosure of data [..]
enable privacy-preserving techniques which ensure unlinkability [..]
possibility of users to access services through the use of pseudonyms [..]

providers should ensure unobservability by not collecting data and not having insight into the
transactions of the users [..]

https://eur-lex.europa.eu/eli/reg/2024/1183/0j
https://eidas-open-letter.org/
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s EU regulation eIDAS 2.0 entered into force in May 2024
s All EU member states must provide a EUDI Wallet by end of 2026
s Regulation mandates privacy & security properties

“securely [..] authenticate to relying parties [..] while ensuring selective disclosure of data [..]
enable privacy-preserving techniques which ensure unlinkability [..]
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§ 16. The technical framework of the European Digital Identity Wallet shall:

(a) not allow providers of electronic attestations of attributes or any other party, after the issuance
of the attestation of attributes, to obtain data that allows transactions or user behaviour to be
tracked, linked or correlated, or knowledge of transactions or user behaviour to be otherwise
obtained, unless explicitly authorised by the user;

(b) enable privacy preserving techniques which ensure unlikeability !

—
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https://eur-lex.europa.eu/eli/reg/2024/1183/0j . J ;é

https://eidas-open-letter.org/
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EUDI | From Law to Technology ... ﬂ
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m Architecture Reference Framework (ARF 1.7, March ‘25) & Implementing Acts:

8 https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.7.0/
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EUDI | From Law to Technology ... ﬂ
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m Architecture Reference Framework (ARF 1.7, March ‘25) & Implementing Acts:

ECDSA

... maybe they did mean “unlikeability” ...

9 https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/1.7.0/
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EUDI ARF | Selective Disclosure via Salted Hashes ﬂ

User

Identity Provider
(IdP)

P

usk

cred

Random salt S1, S2, ..., Sp
Attributes @9 , Ao, ..., Ap
cred = Sign(isk,(hq,h,, ..., hp))
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EUDI ARF | Selective Disclosure via Salted Hashes ﬂ

Identity Provider
(IdP)

User

usk  cred ! '
Random salt ) S92 sus
Attributes h @y ceny

cred = Sign(isk, (hy , Ry, .., hy)) Selective disclosure /

PoP ~
> -

Relying Party
(RP)




EUDI ARF | Linkability of Presentations ; . ﬂ

A Identity Provider
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usk  cred bi‘
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EUDI ARF | Batch Issuance e

IdP issues a batch of one-time credentials

Identity Provider
(IdP)

>

o

Relying Party
(RP)
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EUDI ARF | Batch Issuance .

IdP issues a batch of one-time credentials

Identity Provider
(IdP)

>

)

Relying Party
(RP)

Uses different key & credential
with every authentication

RP-RP Unlinkability (with trade-offs) (

14
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EUDI ARF | Batch Issuance .

IdP issues a batch of one-time credentials

Identity Provider
(IdP)

No IdP-RP Unlinkability x

>

3

Relying Party
(RP)

Uses different key & credential
with every authentication

RP-RP Unlinkability (with trade-offs)
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Limitations of Classic Signatures Lo ﬂ
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s Current solution does not satisfy unlinkability requirement mandated by eIDAS

Properties Classic Signatures ,Patched” Signatures

-

v

Salted /
hashes

Batch

issuance

Impossible x

Unobservability

Selective Disclosure

RP < RP Unlinkability

%<

IdP < RP Unlinkability
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RP < RP Unlin

The ciDAS 2.0 regulation (electronic id('nriﬁ('ariun and tryst Services) that defines the new EU Digital
Identity Wallet (EUDI\\') is an important step towards d('\‘(-loping interoperable digital identities jp Europe
for the public anq Private sectors. The regulation, jf realized wit}, the right lochnolog_\'. can make Europe

the frong runner in private and secyre ldoulih(‘uliun mechanismg iy, the digita] Space, and act ug a template

Unf()rlmml(-]y. we belieye that some of the currently suggested design aspects of the EUDI ang its
credentia] mechanism fg)) short of the Privacy requirementg that were explicitly defined after extensive
debate in the Digita] Id(.‘ntity regulation. The main reason for this short('oming in the current propoga] is
that it relies on Cryptographic methods that were never desj - v AT
way to fix the Proposed solution te meet all the privarco
that a larger redesien ic in .1

B

IDAS
" ' t mandated by e N
isfy unlinkability requiremen . inkability
Current solution does not satisfy Un“”kahavz solutions with build-in privacy & unlin
... Butwe

AnonymOUS
res Credentials

i i-doc-
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://gi .com/eu-digital-iden . =
htt[l’ft‘é/c%cﬁreu-grfg-reference-frameworkllssues/Z
archi



https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework/issues/200
https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework/issues/200
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Anonymous Credentials | Privacy through ZKPs

ZKProof of knowledge of
o =+ ok ¢
usk  cred - and of usk @wwe for certified upk
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Anonymous Credentials | Privacy through ZKPs

ZKProof »f knowledge of
nd of usk @wew for certified upk

Zero-Knowledge Proof (ZKP)
Proof of a statement that reveals nothing beyond validity
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Anonymous Credentials | Privacy through ZKPs ﬂ

ZKProof »f knowledge of
nd of usk @wew for certified upk

Zero-Knowledge Proof (ZKP)
Proof of a statement that reveals nothing beyond validity

Here: user proves she owns cred from IdP on the revealed attributes & knows usk

but reveals nothing about IdP‘s signature, her usk or upk (!) ‘

Multi-Show RP-RP & IdP-RP Unlinkability W selective disclosure /
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Anonymous Credentials | Sighatures with ZKPs Lo

ZKProof of knowledge of
and of usk @pwww for certified upk  —>

Needs signature scheme or1dp) that allows for efficient ZKP of a signature
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Anonymous Credentials | Signatures with ZKPs ﬂ

ZKProof of knowledge of
and of usk @pwww for certified upk  —>

Needs signature scheme or1dp) that allows for efficient ZKP of a signature

Option 1 | Dedicated signature scheme with,,build-in“ ZKP-capabilities
E.g., CL/BBS/PS-signatures

Option 2 | Use any signature scheme (e.g., ECDSA) & generic (circuit-based) ZKP

Legacy-compatible, but less efficient & more complex
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Anonymous Credentials | Signatures with ZKPs ﬂ

ZKProof of knowledge of
and of usk @pwww for certified upk  —>

| fricient
Needs cee; 5), CO mplete & e wap) that allows for efficient ZKP of a signature
atU\’e (2 Y

Option 1 | Dedicated signature scheme with,,build-in“ ZKP-capabilities
E.g., CL@DS—Slgnatu res

Option 2 | Use any signature scheme (e.g., ECDSA) & generic (circuit-based) ZKP

Legacy-compatible, but less efficient & more complex
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Why was BBS (or alike) not used?

s EUDI Wallet must be ready for 500 Mio users by 2026!

s  Gets built from what is available today

-



Why was BBS (or alike) not used?

Parliament

s EUDI Wallet must be ready for 500 Mio users by 2026! I |

s Gets built from what is available today
1) Crypto must be in SOG-IS catalogue

Set of approved crypto algorithms in Europe
ECDSA, Schnorr, RSA

25

Technical Deadline: Wallet

eprenesed sgrees oty e
2021 2022 2023 2024 2025\ 2026
EU States agree Final law agreed
Primitive |Scheme |R/ L|N0tes ‘
RSA  |PSS (PKCS#1v2.1) [RFC8017,[PKCS1, 1309796-2]| R
KCDSA [1S014888-3 R
FF-DLOG Schnorr [ISO14888-3| R [41-DSARandom)
DSA [FIPS186-4, 1S014888-3] R
EC-KCDSA [1S014888-3] R
EC.DLOG EC-DSA [FIPS186-4, 1S014888-3] R |41-DSARandom)
EC-GDSA [TR-03111] R
EC-Schnorr [1S014888-3] R
RSA  |PKCS#lvL5 [RFC8017, PKCSL, ISO9796-2] | L |40-PKCSFormatCheck]
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Why was BBS (or alike) not used?

s EUDI Wallet must be ready for 500 Mio users by 2026!

s Gets built from what is available today

1) Crypto must be in SOG-IS catalogue
Set of approved crypto algorithms in Europe
ECDSA, Schnorr, RSA

Parliament

Technical Deadline: Wallet

Law proposed e sal:la:;:::t(':;; :VE:I tl;l:’l:
2021 2022 2023 2024 2025 2026
EU States agree Final law agreed
Primitive |Scheme |R/ L|N0tes ‘
RSA  |PSS (PKCS#1v2.1) [RFC8017,[PKCS1, 1309796-2]| R
KCDSA [1S014888-3 R
FF-DLOG Schnorr [ISO14888-3| R [41-DSARandom)
DSA [FIPS186-4, 1S014888-3] R
EC-KCDSA [1S014888-3] R
EC.DLOG EC-DSA [FIPS186-4, 1S014888-3] R |41-DSARandom)
EC-GDSA [TR-03111] R
EC-Schnorr [1S014888-3] R

| RSA [PKCS#1vL5 [RFC8017, PKCS1, 1SO9796-2)

L

|40—P KCSFormatCheck“

2) Credential must be bound to hardware-protected device key
EUDI Wallet requires Level-of-Assurance (LoA) High

Secure Elements/OS provide ECDSA APIs
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How to get Anonymous Credentials into EUDI . g
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BBS ECDSA & zkSNARK

Research & Through test of time, 20 years of research J
Validation

SOG-IS
Approval

&
Standards

Device
Binding No changes /
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How to get Anonymous Credentials into EUDI

Next 4 tajks
BBS ECDSA & zkSNARK
Ongoing research
Rvesl'edarc'h & | Through test of time, 20 years of research Best protocol ?
t
aHeation Tooling support
SOG-IS
Approval
&
Standards
Device
Binding No changes /




09'\\’ ersi%.k
HP

How to get Anonymous Credentials into EUDI

Next 4 ta|ks
BBS ECDSA & zkSNARK
Ongoing research
Research & | Through test of time, 20 years of research Best protocol ?

Validation .
Tooling support

soGg-1s | BBS IETF Drafts (core sign + nyms + blind issuance)
Approval | Update of ISO/IEC 20008-2 planned
(2014, TPM DAA, contains BBS core signature)

&

Standards Pairing Curve Standard

IETF draft expired in 2022!

Main reference is a blog post by electriccoin.co for BLS12-381

Device
SN No changes
Binding g v
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How to get Anonymous Credentials into EUDI Next 4 talks
BBS ECDSA & zkSNARK
l Ongoing research
Research & |Through test of time, 20 years of research Best protocol ?

Validation .
Tooling support

SOG-IS BBS IETF Drafts (core sign + nyms + blind issuance) ECDSA /
Approval | Update of ISO/IEC 20008-2 planned

(2014, TPM DAA, contains BBS core signature)

Staniltards Pairing Curve Standard Standards for Circuits &
IETF draft expired in 2022! zkSNARKSs & Pairings?

Main reference is a blog post by electriccoin.co for BLS12-381

Device . /
SN No changes
Binding g
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How to get Anonymous Credentials into EUDI Next 4 tak
S
BBS ECDSA & zkSNARK
l Ongoing research
Research & |Through test of time, 20 years of research Best protocol ?

Validati .
alidation Tooling support

SOG-IS BBS IETF Drafts (core sign + nyms + blind issuance) ECDSA /
Approval | Update of ISO/IEC 20008-2 planned

(2014, TPM DAA, contains BBS core signature)

Staniltards Pairing Curve Standard Standards for Circuits &
IETF draft expired in 2022! zkSNARKSs & Pairings?

Main reference is a blog post by electriccoin.co for BLS12-381

API for Schnorr signature over G, or

D.evi.ce Protocol that bridges ECDSA with BBS No changes /
Binding

31
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How to get Anonymous Credentials into EUDI Next 4 tak
S
BBS ECDSA & zkSNARK
l Ongoing research
Research & |Through test of time, 20 years of research Best protocol ?

Validati .
alidation Tooling support

SOG-IS BBS IETF Drafts (core sign + nyms + blind issuance) ECDSA /
Approval | Update of ISO/IEC 20008-2 planned

(2014, TPM DAA, contains BBS core signature)

Staniltards Pairing Curve Standard Standards for Circuits &
IETF draft expired in 2022! ZKSNARKs & Pairings?
Main reference is a blog post by electriccoin.co for BLS12-381
API for Schnorr signature over G, or

E[S)ii\c/jli%eg Protocol that bridges ECDSA with BBS No changes /

Cloud HSM solution (e.g., used in Germany)

32
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How to get Anonymous Credentials into EUDI Next 4 take
BBS ECDSA & zkSNARK
Ongoing research
Research & | Through test of time, 20 years of research Best protocol ?
Validation :
Tooling support
SOG-IS BBS IETF Drafts (core sign + nyms + blind issuance) ECDSA /
Approval | Update of ISO/IEC 20008-2 planned
(2014, TPM DAA, contains BBS core signature) o )
% Pairing-free variants
Pairing Curve Standard (require interaction) Standards for Circuits &
t -
Standards IETF draft expired in 2022! BBS# (Orange) & SARC ZKkSNARKSs & Pairings?
Main reference is a blog post by electriccoin.co for BLS12-381
API for Schnorr signature over G, or
bevice | protocol that bridges ECDSA with BBS No changes /
Binding

33

Cloud HSM solution (e.g., used in Germany)
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How to get Anonymous Credentials into EUDI Next 4 talks
BBS ECDSA & zkSNARK
/ Ongoing research
Research & |Through test of time, 20 years of research Best protocol ?
Validation .
Tooling support
SOG-IS BBS IETF Drafts (core sign + nyms + blind issuance) ECDSA /

Update of ISO/TEC 20008-2 planned

Approval A

(2014, TPM DAA AR ; - .

& Yone interested ip picking this a2
- e up- i i
airing Curve Standard™ | \ Standards for Circuits &
Consensus on pairing curve with 192-bit security?

APT for Schnorr signature over G, or

E[S)i(re]\c/jli%eg Protocol that bridges ECDSA with BBS No changes (

Cloud HSM solution (e.g., used in Germany)
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Post-Quantum vs. Post-Privacy?

s Does it make sense to deploy new DL-based crypto? PQC!

o But, PQC less time-critical for authentication than for encryption
o NIST 2024 report on PQC transition

"Authentication systems may continue to use quantum-vulnerable algorithms until
quantum computers that are capable of breaking current, quantum-vulnerable
algorithms become available."
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s Does it make sense to deploy new DL-based crypto? PQC!

o But, POC less time-critical for authentication than for encryption
o NIST 2024 report on PQC transition

"Authentication systems may continue to use quantum-vulnerable algorithms until
quantum computers that are capable of breaking current, quantum-vulnerable
algorithms become available."
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Post-Quantum vs. Post-Privacy?

Does it make sense to deploy new DL-based crypto? PQC!
o But, PQC less time-critical for authentication than for encryption
o NIST 2024 report on PQC transition

"Authentication systems may continue to use quantum-vulnerable algorithms until
quantum computers that are capable of breaking current, quantum-vulnerable
algorithms become available."

If real-world focus is solely on PQC transition for encryption and signatures:
Are we giving up deployment for (non-PQC) advanced and privacy-preserving crypto ?

Identity infrastructure is being built now! Based on ,,ECDSA mindset”
If we don’t propose a viable solution now = lack of privacy will manifest



Digital Identity with Privacy L ﬂ

Short/Midterm (non-PQC) Know-Your-Customer (KYC)
s Show feasibility and benefits e.g., opening bank account

s Shape requirements and use cases

Age Proofs

38
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Digital Identity with Privacy There is o neeq 1o, " W
\ Privacy!

Short/l\/lldterm .(hon—PQC) _ Know-Your-Customer (KYC)
s Show feasibility and benefits e.g., opening bank account

s Shape requirements and use cases

Age Proofs

Does this really have to be LoA high anr():i come
* with 24h revocation guarantees:
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Digital Identity with Privacy There is no peeg - i
\ Privacy!

Short/l\/lldterm .(hon—PQC) _ Know-Your-Customer (KYC)
s Show feasibility and benefits e.g., opening bank account

s Shape requirements and use cases

This is where anonymous
credentials can have most
Impact

Age Proofs

Does this really have to be LoA high an,cpj come
10 with 24h revocation guarantees:
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Digital Identity with Privacy
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There is no neeg for. o

Short/Midterm (non-PQC)
s Show feasibility and benefits

s Shape requirements and use cases

Privacy!
\

Know-Your-Customer (KYC)
e.g., opening bank account

m ZKP-compatible protocols (OIDC4Vx) & data formats

Ensure application layer support e.g., for:

o Presentation # Credential
o Conditional disclosure

o Composite proofs

o Blind issuance

o Pseudonyms

> Provides concrete target for PQC research

This is where anonymous
credentials can have most
Impact

Age Proofs

Does this really have to be LoA high an,cpj come
with 24h revocation guarantees:



There is hope for a ZKP-based EUDI ", Him

Technical Specifications

m EU opened discussion on ZKP

The initial drafts of the following technical specifications will be developed from March 7, 2025, to August 15, 2025. =ach

specification includes links to its corresponding GitHub discussion area ana 1vadinap issue.

s ZKP integration planned for
ARF 2.0 Title

https://github.com/eu-digital-identity-wallet/eudi-
doc-architecture-and-reference-
framework/blob/main/docs/discussion-topics/g-zero-
knowledge-proof.md

Roadmap i

Roadmap i

Specification of Wallet Unit Attestation (WUA) Discussion area Roadmap i

This is all public and open for
cryptographers’ input

Zero-Knowledge Proof (ZKP) Implementation in EUDI Wallet Discussion area Roadmap i
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https://github.com/eu-digital-identity-wallet/eudi-doc-architecture-and-reference-framework/blob/main/docs/discussion-topics/g-zero-knowledge-proof.md
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Technical Specifications

u E U 0 pe n ed d ISCUSSION on Z K P The initial drafts of the following technical specifications will be developed from March 7, 2025, to August 15, 2025. =ach
: : specification includes links to its corresponding GitHub discussion area ana ivauiiiap issue.
s ZKP integration planned for ° poneing e
ARF 2.0 d Title

https://github.com/eu-digital-identity-wallet/eudi-
doc-architecture-and-reference-
framework/blob/main/docs/discussion-topics/g-zero-
knowledge-proof.md

Roadmap i

Roadmap i

Specification of Wallet Unit Attestation (WUA) Discussion area Roadmap i

This is all public and open for
cryptographers’ input

Zero-Knowledge Proof (ZKP) Implementation in EUDI Wallet Discussion area Roadmap i

s Wallet attestation must be unlinkable too!
=  Many more interesting topics, e.g., key blinding, key derivation (for batch issuance)
m Interested in getting involved? Postdoc position available ©

Contact: anja.lehmann@hpi.de

43
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Further References

SOG-IS catalogue:
https://sogis.eu/documents/cc/crypto/SOGIS-Agreed-Cryptographic-Mechanisms-1.3.pdf

IETF BBS Drafts: need review and support

https://datatracker.ietf.org/doc/draft-irtf-cfre-bbs-signatures
https://datatracker.ietf.org/doc/draft-irtf-cfre-bbs-blind-signatures/
https://datatracker.ietf.org/doc/draft-irtf-cfre-bbs-per-verifier-linkability/

IETF Pairing-friendly Curves: expired & needs revival

https://datatracker.ietf.org/doc/draft-irtf-cfrg-pairing-friendly-curves/

The BBS# Protocol (Orange)
Nicolas Desmoulins, Antoine Dumanois, Seyni Kane, and Jacques Traoré
https://github.com/user-attachments/files/19198669/The BBS Sharp Protocol.pdf

Server-Aided Anonymous Credentials
Rutchathon Chairattana-Apirom, Franklin Harding, Anna Lysyanskaya, and Stefano Tessaro
https://ia.cr/2025/513
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