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Schnorr-compatible
Threshold Signatures

SchnorrVerify(pk,σ,m)

ordinary Schnorr public key
obtained via interactive
Distributed Key Generation
(DKG) protocol

ordinary Schnorr signature
obtained via interactive signing
protocol

Schnorr-compatible threshold signatures are
indistinguishable from ordinary signatures

on the Bitcoin blockchain.
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FROST: Flexible Round-Optimized Schnorr Threshold
Signatures (Komlo and Goldberg 2020)

Signing is two rounds of communication
FROST does not require the majority of signers to be honest.

Honest majority would exclude 3-of-4 setup.

Assumes up to  dishonest signers for
unforgeability.

t− 1 = 2

So, 2 signers assumed to be honest, which is not the
majority.
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crypto library.

github.com/BlockstreamResearch/

https://github.com/BlockstreamResearch/secp256k1-zkp
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DKG for FROST

For compatibility with FROST,
DKG should not require honest majority.

DKG should work in the asynchronous setting.
PedPop [KG20]: Pedersen DKG [Ped91] with
Proofs of Possession  

2 rounds
Not a general-purpose DKG, but proven
secure in combination with FROST
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Approach 1: "Vibe Coding"

ChatGPT models interpret "reliable" simply as
guaranteed message delivery,

overlooking malicious senders entirely.
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let's send money to

resulting !pkvalid

invalid
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Recap
Goal: implement FROST with Distributed Key Generation
Even if you carefully

study the FROST papers,
obtain the right definitions for the flavor of
broadcast needed,
interpret them accurately,
correctly implement broadcast, secure channels, and
the DKG protocol itself,

...the result is still broken.
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Based on SimplPedPop

SimplPedPop [CGRS23] replaces broadcast abstraction with
interactive equality check protocol:

Eq(input) → {succeed, fail}

Integrity: If some honest signer succeeds, then the 
 values of all honest signers are equal.input

Agreement: If some honest signer succeeds, then
eventually all honest signers will succeed.
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So, if one participant succeeds in the DKG, then they can
convince every honest participant to succeed.

Agreement in the DKG
In SimplPedPop:

Agreement in   Agreement in the DKGEq⇒

(does not require
honest majority)
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Extend   with (essential parts of) transcript of DKG
protocol.

Eq input

Difficulty: Keep  size input O(n)

homomorphic encryption to the rescue
Then,  plus certificate allows any signer to recover
their DKG outputs from single per-device seed
(e.g., when device is broken).

input

Per DKG backup is just public data (  and certificate)
instead of secret data.

input

ChillDKG Bonus
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Takeaways
DKG is integral to FROST, yet securely implementing it was
notoriously challenging.

Unclear requirements cause subtle vulnerabilities.

ChillDKG provides a ready-to-implement solution addressing
these issues.

Offers more practical features we didn't have time to cover.
github.com/BlockstreamResearch/bip-frost-dkg

Feedback welcome!
me@real-or-random.org
jonasd.nick@gmail.com
x.com/blksresearch

https://github.com/BlockstreamResearch/bip-frost-dkg
http://x.com/blksresearch
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But it doesn't terminate if
someone refuses to sign!

True! We were hoping for this question.

But:

1. If there's an attacker, you might want to abort DKG!
2. We want to support dishonest majority, where we

can't guarantee termination anyway!
3. ChillDKG supports blaming misbehaving signers,

which requires help from the DKG coordinator.


