Unconditional foundations for supersingular isogeny-based

cryptography

Arthur Herlédan Le Merdy® and Benjamin Wesolowski?

LENS de Lyon and COSIC, KU LEUVEN
2ENS de Lyon and CNRS

TCC 2025, December 4, 2025, Aarhus, Denmark




The Isogeny Problem

E:y*=x*+Ax+B

2/12



The Isogeny Problem

E:y*=x*+Ax+B

2/12



The Isogeny Problem

P P+Q

E:y*=x*+Ax+B

2/12



The Isogeny Problem

P P+Q

E:y*=x*+Ax+ B
E:y*’=x*4+Ax+B Y

An Isogeny is a nice map between elliptic curves.

2/12



The Isogeny Problem

P& P+Q e(P+ Q)

E:y*=x*+Ax+ B
E:y*’=x*4+Ax+B Y

An Isogeny is a nice map between elliptic curves.

2/12



The Isogeny Problem

Y o
/'\ ©(P) ¢(Q)
Pe P+Q o(P+Q)=
(P) +»(Q)

E:y’=x*+Ax+B

An Isogeny is a nice map between elliptic curves.

2/12



The Isogeny Problem

Y 0
/\ ©(P) »(Q)
Pe P+Q o(P+Q)=
(P) +¢(Q)
E:y*=x>+Ax+B Eliyt=x+ Ax+ 8

An Isogeny is a nice map between elliptic curves.

The supersingular Isogeny problem

Given two supersingular elliptic curves E and £’ defined over F 2, for a fixed prime p,
find an isogeny ¢ : E — E’.

2/12



The Isogeny Problem

Y 0
/\ ©(P) »(Q)
Pe P+Q o(P+Q)=
(P) +¢(Q)
E:y*=x>+Ax+B Eliyt=x+ Ax+ 8

An Isogeny is a nice map between elliptic curves.

The supersingular Isogeny problem

Given two supersingular elliptic curves £ and £’ defined over F z, for a fixed prime p,
find an isogeny ¢ : E — E’.

2/12



The Isogeny Problem

Y 0
/\ ©(P) »(Q)
Pe P+Q o(P+Q)=
(P) +¢(Q)
E:y*=x>+Ax+B Eliyt=x+ Ax+ 8

An Isogeny is a nice map between elliptic curves.

The supersingular Isogeny problem

Given two supersingular elliptic curves E and £’ defined over I, for a fixed prime p,
find an isogeny ¢ : E — E’.

2/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

The /-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree /,

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

The /-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree /,
i.e. an isogeny @ such that # kerp = /.

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

The /-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree /,
i.e. an isogeny @ such that # kerp = /.

The (-isogeny graph is
m ({ + 1)-regular,

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

The /-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree /,
i.e. an isogeny @ such that # kerp = /.

The (-isogeny graph is
m ({ + 1)-regular,
m connected,

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

The /-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree /,
i.e. an isogeny @ such that # kerp = /.

The (-isogeny graph is
m ({ + 1)-regular,
m connected,

= rapidly mixing,

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

The /-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree /,
i.e. an isogeny @ such that # kerp = /.

The (-isogeny graph is
m ({ + 1)-regular,
m connected,
= rapidly mixing,
m huge (around p/12 vertices).

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

The /-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree /,
i.e. an isogeny @ such that # kerp = /.

The (-isogeny graph is
m ({ + 1)-regular,
m connected,
= rapidly mixing,
m huge (around p/12 vertices).

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

The /-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree /,
i.e. an isogeny @ such that # kerp = /.

The (-isogeny graph is
m ({ + 1)-regular,
m connected,
= rapidly mixing,
m huge (around p/12 vertices).

3/12



The /-IsogenyPath Problem

Let ¢ % p be a prime.

The /-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree /,
i.e. an isogeny @ such that # kerp = /.

The (-isogeny graph is
m ({ + 1)-regular,
m connected,
= rapidly mixing,
m huge (around p/12 vertices).

The ¢-IsogenyPath Problem

Given two supersingular elliptic curves £ and £’ defined over F 2, and a prime £ + p,
find a path p;0--- 0, : E — E" in the ¢-isogeny graph.
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*: Proven under heuristics [Eis+18] then under the Generalised Riemann Hypothesis [Wes22].
& @ higher dimensional results following SIDH’s attacks [CD23; Mai+23; Rob23]
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Idea: Choose a non-scalar f € O =~ End(E) and compute o = £(f3). We don't know «...
Step 1: Compute a “local” correspondence between isogenies and ideals for a small prime £.

Oo ~ End(Eo)

Og ~ End(Eg)

Compute all the isogenies Connect all the maximal orders
of degree ¢ from E with ideals of norm /¢

Step 2: Compute a “local” isomorphism ¢, : O/¢O — End(E[/]).
Vv e O,YP € E of order ¢, we have that e;()(P) = (v)(P).

Step 3: Interpolate o = ¢(8) from its evaluations on many small points.
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New state-of-the-art

[Wes22, under GRH]

HomModule

Polynomial reductions between isogeny-based problems.

OneEnd

Theorem (This paper)

The Isogeny, EndRing, MaxOrder, OneEnd, MOER and HomModule problems are equivalent
under classical probabilistic polynomial reductions.
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New state-of-the-art

[Wes22, under GRH]

HomModule

Polynomial reductions between isogeny-based problems.

OneEnd

Theorem (This paper)

The Isogeny, EndRing, MaxOrder, OneEnd, MOER and HomModule problems are equivalent
under classical probabilistic polynomial reductions.

@ W HD results following SIDH's attacks [CD23; Mai+23; Rob23] including
IsogenyInterpolation [Rob24], IdealToIsogeny [PR23] and IsogenyDivision[Rob22;
HW25] algorithms.
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Worst-case to average-case reductions

Theorem (This paper)
For any pair of problems (P, Q) chosen from the problems

Isogeny, /-IsogenyPath, EndRing, OneEnd, Max0Order, MOER and HomModule,
there exists an unconditional probabilistic polynomial time reduction

P worst-case — @ average-case,
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Worst-case to average-case reductions

Theorem (This paper)
For any pair of problems (P, Q) chosen from the problems

Isogeny, /-IsogenyPath, EndRing, OneEnd, Max0Order, MOER and HomModule,
there exists an unconditional probabilistic polynomial time reduction

P worst-case — @ average-case,

P = {-IsogenyPath

then one needs to assume GRH.
or @ = Max0Order and p =1 mod 8

except if {
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Conclusion

Isogeny, {-IsogenyPath, MOER,
Isogeny worst-case hardness —> OneEnd, EndRing, HomModule, average-case hardness.
(MaxOrder if p # 1 mod 8)
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Conclusion

Isogeny, {-IsogenyPath, MOER,
Isogeny worst-case hardness —> OneEnd, EndRing, HomModule, average-case hardness.
(MaxOrder if p # 1 mod 8)

Open questions:
m Can we reduce ¢-IsogenyPath to another problem?

m Can we reduce a problem to MaxOrder in the average case when p = 1 mod 87

m What are the problems to consider in higher dimensions? Are these problems equivalent?

Thank you for your attention!
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