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The Isogeny Problem

P

Q

P ` Q

E : y2
“ x3

` Ax ` B

φ

φpPq

φpP ` Qq

φpQq

“

φpPq ` φpQq

E 1 : y2
“ x3

` A1x ` B 1

An Isogeny is a nice map between elliptic curves.

The supersingular Isogeny problem

Given two elliptic curves E and E 1 , for a fixed prime p,
find an isogeny φ : E Ñ E 1.
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The ℓ-IsogenyPath Problem
Let ℓ ‰ p be a prime.

φ2

φ 1

φ
3

φ4 φ
5

The ℓ-isogeny graph has
vertices: supersingular elliptic curves,

edges: isogenies of degree ℓ,

i.e. an isogeny φ such that #kerφ “ ℓ.

The ℓ-isogeny graph is

pℓ` 1q-regular,
connected,
rapidly mixing,
huge (around p{12 vertices).

The ℓ-IsogenyPath Problem

Given two supersingular elliptic curves E and E 1 defined over Fp2 , and a prime ℓ ­“ p,
find a path φ1 ˝ ¨ ¨ ¨ ˝ φn : E Ñ E 1 in the ℓ-isogeny graph.
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The Endomorphism Ring and Maximal Order Problems
An endomorphism is an isogeny from a curve to itself or the zero morphism.

EndpEq :“ tα : E Ñ Eu forms a ring. When E is supersingular, EndpEq is a lattice of dimension 4.

The Endomorphism Ring Problem (EndRing)

Given E{Fp2 , find four endomorphisms
α1, . . . , α4 : E Ñ E such that

EndpE q “ α1Z ` α2Z ` α3Z ` α4Z.

The Maximal Order Problem (MaxOrder)

Given E{Fp2 , find four quaternions

α1, . . . , α4 in
´

´p,´qp
Q

¯˚

such that

EndpE q » α1Z ` α2Z ` α3Z ` α4Z.

EndpE q a maximal order O in
´

´p,´qp
Q

¯

Hard to compute Ñ φ : E1 Ñ E2 Iφ left O1-ideal and right O2-ideal Ð Easy to compute

degφ norm of I

φ ˝ ψ Iφ˝ψ “ Iψ ¨ Iφ

Deuring correspondence in a nutshell

˚ :
´

´p,´qp
Q

¯

“ Q ` iQ ` jQ ` ijQ with i2 “ ´p, j2 “ ´qp and ij “ ´ji .
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GRH? GRH?

GRH?
[PW24] + ?

Polynomial reductions between isogeny-based problems

˚: Proven under heuristics [Eis+18] then under the Generalised Riemann Hypothesis [Wes22].
: higher dimensional results following SIDH’s attacks [CD23; Mai+23; Rob23]
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Why consider such a variety of problems?

OneEnd EndRing

Good for security proofs Good for attacks
SQIsign Digital Signature Soundness

CGL Hash Function Collision-resistance

[PW24]
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Adding a new problem

Homomorphism Module Problem
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Reducing OneEnd to MaxOrder
Goal: Compute a non-scalar endomorphism α P EndpE qzZ given a MaxOrder oracle.

Idea: Choose a non-scalar β P O ε
» EndpE q and compute α “ εpβq. We don’t know ε...

Step 1: Compute a “local” correspondence between isogenies and ideals for a small prime ℓ.

E

E0

E1
...

Eℓ

φ0

φ1

φℓ

Compute all the isogenies
of degree ℓ from E

O » EndpE q

O0 » EndpE0q

O1 » EndpE1q

...

Oℓ » EndpEℓq

I0

I1

Iℓ

Connect all the maximal orders
with ideals of norm ℓ

Step 2: Compute a “local” isomorphism εℓ : O{ℓO „
ÝÑ EndpE rℓsq.

@γ P O,@P P E of order ℓ,we have that εℓpγqpPq “ εpγqpPq.

Step 3: Interpolate α “ εpβq from its evaluations on many small points.
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New state-of-the-art

ℓ-IsogenyPath

Isogeny EndRing

OneEnd

[PW24]

MaxOrder

MOER

HomModule

[Wes22, under GRH]

ℓ-IsogenyPath

Isogeny EndRing

OneEnd

[PW24]

MaxOrder

MOER

HomModule

[Wes22, under GRH]

Polynomial reductions between isogeny-based problems.

Theorem (This paper)

The Isogeny, EndRing, MaxOrder, OneEnd, MOERIsogeny, EndRing, MaxOrder, OneEnd, MOERIsogeny, EndRing, MaxOrder, OneEnd, MOER and HomModuleHomModuleHomModule problems are equivalent
under classical probabilistic polynomial reductions.

: HD results following SIDH’s attacks [CD23; Mai+23; Rob23]

including
IsogenyInterpolation [Rob24], IdealToIsogeny [PR23] and IsogenyDivision[Rob22;
HW25] algorithms.
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Worst-case to average-case reductions

Theorem (This paper)

For any pair of problems pP,Qq chosen from the problems

Isogeny, ℓ-IsogenyPath, EndRing, OneEnd, MaxOrder, MOERIsogeny, ℓ-IsogenyPath, EndRing, OneEnd, MaxOrder, MOERIsogeny, ℓ-IsogenyPath, EndRing, OneEnd, MaxOrder, MOER and HomModuleHomModuleHomModule,

there exists an unconditional probabilistic polynomial time reduction

P worst-case ÝÑ Q average-case,

except if

#

P “ ℓ-IsogenyPathℓ-IsogenyPathℓ-IsogenyPath
or Q “ MaxOrderMaxOrderMaxOrder and p ” 1 mod 8

then one needs to assume GRH.
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Conclusion

Corollary

IsogenyIsogenyIsogeny worst-case hardness ùñ

IsogenyIsogenyIsogeny, ℓ-IsogenyPathℓ-IsogenyPathℓ-IsogenyPath, MOERMOERMOER,
OneEndOneEndOneEnd, EndRingEndRingEndRing, HomModuleHomModuleHomModule,
(MaxOrderMaxOrderMaxOrder if p ı 1 mod 8)

average-case hardness.

Open questions:
Can we reduce ℓ-IsogenyPath to another problem?
Can we reduce a problem to MaxOrder in the average case when p ” 1 mod 8?

What are the problems to consider in higher dimensions? Are these problems equivalent?

Thank you for your attention!
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