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Introduction

e Finite field multiplier (FFM) is time consuming and costly
e FF'M is extensively used in many cryptosystems

e There are different types of bases: polynomial basis (PB), nor-

mal basis, dual basis, triangular basis



PB Representation over GF(2"")

o Let Plx) =2 + MUMHMFFHN be a monic irreducible polyno-
mial over GF(2)

o Let « € GF(2') be a root of P(x), i.e., P(a) = 0.

)

e Then, {1, o, &2, ---, & 1} is known as the PB

e Fach element A € GF(2"™) can be written as

m—1
A= MU a;’, a; € {0, 1}.
1=0



Mastrovito Multiplier over G F(2')

e The coordinates of the product C' = AB are calculated using

c = Fb,
where b = |[bg, @? S @Sllﬁ c = |cg, €1y -0 QSILNJ
NEQWHQ?L i j= og \\\;mQﬁA )

e The entries of [f; ;| depend on A and P(x)
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PB Multiplication over GF(2"")

e Multiplication of any two elements A and B over GF'(2™):

— Polynomial multiplication

m—1 m—1 m—1 m—2
S=A-B= M a;a’ | - M bjad | = M drab + M epa ™t
i=0 =0 k=0 k=0

— Modular reduction
m—1 |
C = MU c;a' =S mod P(a).
1=0



New Formulation for PB Multiplication over G F(2')
Theorem: Let C' be the product of A and B € GF(2"). Then

T T
OHFOQQT..JQSlL HQlT@ €,

where d = [dy, dy, - -, &Sllﬁ e =|leg, e, -, mSIiﬂ

,

and the m — 1 x m reduction matriv Q = [q; ;], ¢; ; € {0,1}, is

Q 1

]
'®)

(mod P(a)).




New Architecture of PB Multiplier over G F'(2'")
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® [P(i), 1 <i < m,isthe inner product of two vectors with ¢ elements

e BTX,;, 0 <7 <m —1, is the binary tree of XOR gates corresponds to

g—th colomn of Q



An Example over GF(2%)

o Plx)=x+2°+1

1001
eQ=(1101

1111
ec=d+ Qe

co = dp+ Two —+ AQH —+ mmz

cs = d3+ Wo —+ AQH —+ mmz
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Reduction Matrix for Equally-Spaced Polynomials

e A polynomial P(z) = 2™ +z"~Us 4. .4 2511, over GF(2),

with ns = m, is called s-ESP of degree m.

N ./
mo— 2 m — 2 m — 2

g m—1 0 m — 1 0 m/f2 m —1

e}
o

1 <5<y s =1 (AOP) s = %5 (Trinomial)

2m —s —1

e There is no common term in Q and H(Q)
e Thus, #XOR gates=(m — 1)+ H(Q) = m? — s
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Reduction Matrix for Trinomial P(z) = 2™ + 2% + 1

01 m —1 0 k m —1 0 m/f2 m —1

0 0 0

s m ./
k=1 1<k<H k=1
e There is no common term in Q for k =1 (H(Q) = 2m — 1)

and k =75 (H(Q)=1.5m —1)

e There are common terms in Q for 1 < £ < %
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Class 1-Pentanomial

o P(x)=a™+aM + a2 4 oM 11,1 <k <hky<hkg<D
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o @Wm can be reused to obtain @Wmu @Wmu and @Wm

o If ki = kg — ko, then (Q.+ @&vﬂm can also be obtained from
(Qa + @@vﬂm
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Class 2-Pentanomial

o P(x) =2+ 2 5 + pM28 4 pm=3s 4 |
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Comparison in Term of # XOR and delay

Reference Special Case #XOR Time delay
Pla)=az"+azb+ah+ah 4+ 1,1 <k <k <k <%

[11] ki >1 m? 4+ 2m — 3 T4+ (64 [logym])Tx
This paper ki >1 m?* + 2m — 3 Ta+ (4+ [logyg(m —1)]) Tx
This paper k=1 m? + 2m — 3 Ta+ (3+ [logy(m —1)])Tx
This paper ks — ko = ky m?+m+k — 2 Ta+ (44 [logy(m — 1)]) T'x

7] ks — ko =k =1 m? +m + 2k, Ta+ (34 [logy(m —1)]) Tk
This paper | ks — ko =k =1 m? +m Ta+ (34 [logy(m —1)]) Tk

This paper,|7] ki =1 m? +m Ta+ (3+ [logyg(m —1)])Tx
P(z) =z™+ 2™ % + 2™ 2 4 g™ 4 ]

|11] 1<s<2Zd | m?+4m—5s—5|Ts+ (|4] +44 [logy(m —1)]) Tx

[11] s < el >m*+2.33m -7 >Ta+ (44 [logy(m—1)])Tx
This paper | "5t < s < 7L < m® 4+ m < Ta+ (4 + [logy(m — 1)]) Tx

15




Conclusions

® A new efficient architecture for PB multiplier over GF'(2™) has been pro-
posed.

® Also, we have considered time and space complexities of this architecture.

® Our results for the ESPs and trinomials (k # 1) match the corresponding

best results available

® For trinomial ™ +x+1, the multiplier has one additional XOR gate delay

compared to the best one available in the literature

® For class 1 pentanomials, this multiplier is faster than the Mastrovito
multiplier and has fewer XOR gates if the special case of ks — kg = ky is

used.
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® Also. for class 2 pentanomials, our multiplier is either faster or has the

same gate delay and has at least 1.33m — 7 fewer XOR gates

® Moreover, the architectures discussed here have fewer number of lines on

the buses compared to the well known Mastrovito multiplier
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