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Unified S-Box



Combinations of GF(28) inverter and affine transformations
Inverter followed by affine transformation for encryption and 
inverter follows affine transformation for decryption 

AES S-Box
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GF((24)2) inverter is placed between two affine transformations
Four S-Boxes S1~S4 (I/O ordering  is differed) are used 
Feistel-type cipher Camellia uses same S-Box in encryption and 
decryption

Camellia S-Box
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Unified S-Box
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Modifying affine transformations
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In order to share common terms, bit inverse operations on input 
are converted to the operations on output
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Common term sharing

Merging 6 matrices 
into 2 matrices 
XORs are reduced 
by 40%
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Performance of unified S-Box

1/2 size in comparison with discretely implemented S-Boxes
Speed degraded by 20% due to selectors for component sharing
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Unified Permutation Layer



Merging MixColumns and InvMixColumns

Break permutation layers of AES (MixColumns and 
InvMixColumns) into {01, 02, 04, 08} elements

All elements of MixColumns are included in InvMixColumns
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Merging P-function and InvMixColumns

Generate 64-bit matrix contains two InvMixColumns
Factor common terms between P-function and 64-bit 
InvMixColumns
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Performance of unified permutation layer

Number of XOR terms is reduced to 1/3 of the original 
matrices with two additional XOR-gates of delay
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Unified Data Path Architecture



SPN structure using 4 primitive functions takes 11 rounds
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2 FL/FL-1 functions are inserted between 3 Feistel network blocks
It takes 22 rounds  by processing 64 bits in each round

Camellia Algorithm
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Ciphering block

8 (64-bit) S-Boxes and a 64-bit 
permutation layer in data path
FL/FL-1 functions and key 
whitening are also merged for 
Camellia
AES reuses S-Box for key 
scheduling block
AES takes 31clocks
Camellia takes 22 clocks
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Key scheduler

AES repeats XOR 
operations and 
Camellia repeats bit 
rotations

Only registers can be 
shared because key 
scheduling methods are 
completely different 

128

Rcon

32

32

32

32

32

32

32

32

2:1

128

128

32

128

64640

64

Camellia block AES block

32

To AES
S-Box

From AES
S-Box

1~4Σ

128 128

128
<<16>>16

2:1

<<1>>1

2:1

2:1

2:1

2:1

2:1

3:1 2:1

<<8
InvMix

Col.

4:1

2:1



ASIC Implementation Results



ASIC Implementation Results
Two circuits (area optimized and speed optimized) were 
synthesized by using 0.13um CMOS ASIC library
15~25 Kgates of unified hardware are smaller by 30%
compared with 22~35 Kgates of discrete designs
Throughputs are lower by 9~14% for AES，and by 
31~40% for Camellia
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Conclusions



Conclusions

Unified hardware architecture for AES and Camellia
Share GF((24)2) inverters in all S-Boxes

Merge affine transformations and isomorphism functions

Factorize common terms in permutation layers

Combine FL/FL-1 functions and key whitening 

Reuse S-Boxes in ciphering block for key scheduler

Share key registers

Implemented by using 0.13-um CMOS ASIC library
15 Kgates with 459 Mbps (AES) and 647 Mbps (Camellia)

Smaller than discrete implementations by 30% 


