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Motivation

w Coprocessor
n For smartcards

w Application
n ECDSA

w Aims
nSmall size
n Low power
nMedium throughput
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Motivation
EC signature over GF(2m)

w ECDSA
nElliptic-Curve Digital-Signature Algorithm
nOperations in GF(p) and GF(2m)
lAddition, Multiplication, Inversion, Comparison

ECDSA
e = SHA-1(Message)
k = random(1, n-1)
R = k*(Gx,Gy) = (Rx,Ry)
r = Rx mod n
s = k-1·(e + d·r)
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Proposed architecture

w PPG
nPartial product generator

w SHIFT
nShift unit

w CSA
nCarry-save adder

w MODRED
nModular reduction unit
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PPG - Partial pro-
duct generator

w Generates 
nPartial products A·bi for multiplication
nNegative numbers for subtraction
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CSA
Carry-save adder

w Fast addition
nIndependent of wordsize n

w GF(2m)
nA xor B =

CSA(A,B,0)
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MODRED – modular
reduction unit

w Limits intermediate results to n+2 bit
w GF(p)
n Quotient estimated
n q in {-2, -1, 0, 1, 2}

w GF(2m)
n Exact quotient
n q in {0, 1}

w Q = q·P
w Similar to PPG
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SHIFT
Feedback selector

w Selects feedback
n(Cout, Sout) =
l(0, 0)
l(Cin, Sin)
l(Cin shl 1, Sin shl 1)
l(Cin shr 1, Sin shr 1)

MODRED
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Operations
Addition

w Input A added
to last result

w GF(p)
nCSA: Full-adder

w GF(2m)
nCSA: XOR-gate

MODRED
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Operations
Multiplication

w Bitserial Multipl.
nDouble & Add
nn clock cycles
nInterleaved modular 

reduction

w Squaring
nDone by multiplication

MODRED

Carry Sum

SHIFTPPG

CSA
A B C

C S

CSA
A B C

C S

+

bi <<1

A

n
 t

im
es



19 August 2002 © Johannes.Wolkerstorfer@iaik.at 11

Operations – Redundant 
to binary

w Conversion of 
redundant numbers
nInto binary numbers

w Hold operation
nCSAs eliminate carries
lApprox. 4 cycles for 

256-bit architecture
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Operations
Inverse

w Multiplicative inverse
na·a-1 = 1 mod p in GF(p)
nA(x)·A-1(x) = 1 mod P(x) in GF(2m)

w Using Extended Euclidean Algorithm
nCompound multi-cycle operation
lGF(p): Shift right, Subtraction, Comparison
lGF(2m): Shift right, Addition, Comparison
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Operations
Summary

w GF(p)
n Addition
n Subtraction
n Incrementation
n Multiplication
n Shift left
n Shift right

w Comparison
n Less than 0

w GF(2m)
n Addition / Subtraction
n Multiplication
n Times x
n Div x

w Integer
n Addition
n Subtraction
n Incrementation
n Multiplication

w Others
n Clear / Load 0
n Load A
n Load !A
n Load -A
n Hold
n XOR

w Compound
n Inversion
n in GF(p)
n in GF(2m)
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Results
Performance

w GF(p) performance w GF(2m) performance

1,150k19.4k256256-bit

900k16.5k224224-bit

720k14.0k192192-bit

ECC pr.
[cycles]

INV
[cycles]

MUL
[cycles]

Bit-
length

1,405k20.7k283283-bit

905k16.2k233233-bit

490k11.0k163163-bit

ECC pr.
[cycles]

INV
[cycles]

MUL
[cycles]

Bit-
length
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Results
Circuit complexity

w Number of gates
w Estimated die size

4n+82n+42n+4n+22n+44n+8n-bit

0.99 mm²11405705702855701140283-bit

0.78 mm²904452452226452904224-bit

0.57 mm²660330330165330660163-bit

Area on 0,35 µm 
CMOS process

REGFAMUX4MUX2XORANDBit-
length
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Conclusion

w Dual-field arithmetic unit 
n For GF(p) and GF(2m)
nProcessing at full precision
nScaleable
lCSAs prevent carry-propagation

nSigned number representation
nShort critical path
nRegular (simple) structure
n Low gate count
lOnly a little bit larger than a mere GF(p)-multiplier
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