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Bilinear Pairing

Additive group
G,

Multiplicative group
Gy

Additive group
G,

e Bilinear

PL G, QL G,, thenp(aP,bQ)= p(P,Q)2.

* Non-degenerate
PL G,\0,C QL G,, such thap(P,Q) # 1.

« Computable




Application

= Onenmumd thmessvag\k kg\egzbbhaggduxod
m |[dentity-based encrypliofsakaiol, Boneho1]
m |[dentity-based signatugeha03, Paterson’qe
m Short signatur{Bonet+01]




Tate pairing

G,=

E(Fo)[r/rE(Fd)

[FSTO7]

Security level
(in bits)

Subgroup size
I (in bits)

Extension field size
gk (in bits)

Embedding Degrek

p=1

p=2

80
112

160
224

960 -1280
2200 - 3600

6-8
10-16

2,3-4
-8

128

256

3000 - 5000

192
256

384
512

12 - 20

6 -10

8000 — 10000
14000 - 18000

20 - 26
28 - 36

10 -13
14 - 18




Barreto-Naehrig Curves

m Elliptic curve
E :y*=x?+ b overF,
where

p(z) = 362+ 362 + 242 + 6z + 1,
r(z) = 362 + 3622 + 1822+ 6z + 1.

m Some nice features:
o r=#E(F)
¢ DLPsin G and G are almost equally hard
(128t Senwmitty))




Pairing computation

Algorithm 3. Computing the T ing for Es/F

INPUT: P—{,l mdQ— .
(_)ULPTTI f Palrlng
W 111:1, rin hma,n

T — P, f—1.
. For i from L — 2 A= QMliller operation }
3.1 Let ¢ be th
3.2 T—2T.
33 }L-,_ }12 a
34 Ifry =1
Let { be the 11111, through T and P.

? Fp12
Fpe

. Comp c, mentiation
4.1 fl—

Miller’s loop

Fp-arithmetic
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Pairing computation

Algorithm 3. Computing the T ing for Es/F

INrUT: P £ {ir:l "L]‘.]_i] Q ": Tate [Frey+94]
OUTPUT: t, Pairing ate [Granget07, Hes%06]
1. W 111:{, rin hm ary: R-ate [Leet08]

2. T— P, f—1.

3. For i from L — 2 A= QMliller operation }
3.1 Let ¢ be th
3.2 T—2T.
33 }L-,_ }12 a
34 Ifry =1

Let { be the 11111, through T and P.

T -
. Foi2
] /s F 6 [Scott’08]
. Compu sz mentiat
4.1 fl—
,FF'E+J-

Miller’s loop [Miller'04]

F-arithmetic [This talk]
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Modular multiplication

m Target: Computedibmodp

m Fast reduction method

¢ Use pseuddieiessemamanrbeer
o p=2Mg wheresissmall.
+ Montgomery
+ Barrett
¢ ChungHtesan
¢ If p=f(t) andf(t) 1Is monic, thenc(t)/f(t) is efficient.




Montgomery method

m Givenp < 2™anda,jo<m,outputaliz™ mod p.

e P =-plmod2m [precomputed ]
o 1:c=ab m-bit multiplication
2: 1 = C mod2m

3:q =up moc 2™ m-bit multiplication

m-bit multiplication

5 r=r-pif r>p

2
2
o 4r=(ctgp)/2m
. L
o Returnr




What is special for BN Curves?

m Ey*=x3+DboverF, where
P=p(2 = 362 + 362 + 242+ 6z + 1.

m Some observations @n
+ Can not be pseudddviszraesmumbber

m However,

¢ p(z)has small coefficients
o pY2 =-3242+363+127%-6z+1 mod 22
e pY2)= 1modz




Montgomery multiplication

In integer ring
m Givenp, aandb,

outputalt2™ mod p.
¢ Precomput p’ = -p1 moc 2™
e 1:c=ab
2- 1 = C mod2m
3:g = up’ mod2m
A:r = (ctgp)/2m
5:r=r-pif r>p

¢
¢
¢
¢

In polynomial ring
p(2) = 362*+367°+2472 + 6z + 1,
a( andb(2,

outputa(@b(z2z® modp(2).

4
4

4
4
4

p’'(2) = 324-3623-12+67-1
1:¢(2 = a(gb(2

2:1(2 = c(2 mod2

3:9(2 =-p’ (2u(2 modZ°
4:1(2 = (c(2+q(2p(2)/ 2




Montgomery multiplication

In integer ring

m Givenp, aandb, -

¢

¢
¢
¢
¢

In polynomial ring
p(2) = 362*+367°+2472 + 6z + 1,
a( andb(2,

outputak2™ modp. outputa@bzzs modp(2.
¢ Precomput p’ = -p1 moc 2™ S

1:-c=ab .
2- 1 = C mod2m .
3:g = up’ mod2m .
A:r = (ctgp)/2m .
5:r=r-pif r>p

p’'(2) = 324-3623-12+67-1
1:¢(2 = a(gb(2

2:1(2 = c(2 mod2

3:9(2 =-p’ (u(2 modZ°

4:1(2 12+ q(2p(2) / 2

p’'(z2 andp’z) havesmallcoefficients




Montgomery multiplication (DS)

In integer ring
m Givenp, aandb,

outputalt2™ mod p.
¢ Precomput p’ = -p1 moc 2k
e For=Oto d
e 1: c=c+al
e 2. u=cmod2
e 3. (=up mod2k
e 4. c=(ctqp)/ 2
¢ ENd for
¢ C = c-pif c>p

In polynomial ring
p(2) = 362*+367°+2472 + 6z + 1,
a( andb(2,

outputa(@b(z2z® modp(2).

¢

4
4
4
4
4
4

p'(d= -1
Fori=0to5
1: A2 =c(z) +a2b
2. u(@=c(@modz =g

4 (2= (2 - opd)/z
End for




Montgomery multiplication (DS)

In integer ring In polynomial ring

m Glvenp, aandb, m (2 = 362+36283+2422 + 62 + 1,
a(z andb(2),

outputabe™ modp. outputa@bzzs modp(2.
¢ Precomputp’ = -p1 moc 2k op(@= -1
e ForF0to5
36 G = (25+22) ¢, 1: o2 =c(z) +a2h
24=(2"+2°) ¢ 2: w2 =c(@ modz =g,
6= (22+2) ¢
& T=(CTYPJTE o« 4 1(2=(
¢ End for End for
¢ C = c-pif c>p




There Is one problem...

Choosez=137,
Input a(2) = 352 + 362 + 722+ 6z + 103
b(z2 =57+ 1362+ 342+ 92+ 5

+ 1:c(2) = a(gb(2

¢ 2:u(2 = c(2 mod 2

¢ 3:4(2 = p'(2u(2) moc z°
¢ 4:1(2 = ((2+ w(2p(2/ 2

Result r(2) = 22437 — 820648%2— 9645112 — 616127z — 173978

But we need <z, thus,dIVISION DY Zis needed.
r(z) =-282+ 372+ 322 + 1202+ 62z + 12




Choosez=2"+s

m For BN-cunvesp(z) andr(2) should beprime.
p(2 = 362 + 362 + 242 + 6z + 1,
r(z2) =36z2*+ 362+ 182+ 6z + 1,
t(2 = 612+ 1.
We can choosz= 2" + s, wheres is small
For 128khitssseurity, weeatiomssss 263 + s, wheres=857, amil
¢ pP(2 1s 258 bit prime
¢ I(2) 1S 258-bit prime
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Multiplier (digit-serial)




Multiplier (digit-serial)

Da, | Da, | Da, | Da ] Da 1 Db ] |

J (v

A

Mod t

Division by ¢
v W

c(2) +a(9p(2)
+_*




Multiplier (digit-serial)




Hardware implementation

Program

Mul Ra,RLR4
l f Add RS,R6,R2

comaner | Program Sub R7,RLRb
<«—| ROM Mul R8,R7,R7

[

R6+R2

RegFile Rb-R1
(24x288)

idle




Results & Comparison

Design Pairing  |Security Platform Area Frequency |Performance
| bit] [MHz] [ms]
this design ate 128 130 nm ASIC |183 kGates 204 4.22
R-ate 2.91
Tate 34.4
112] ate 128 | 130 nm ASIC | 97 kGates 338 22.8
R-ate 15.8
[10] ate 128 64-bit core2 - 2400 6.25
R-ate 4.17
9] ate 128 64-bit core? - 2400 6.01
18] nr over Foese| 67 XC2VP100-6 25278 slices 84 0.034
nr over [Fooss 72 37803 slices 7 0.049
3] nr over Fyor | 66 | XCAVLX60-11 |18683 slices| N/A 0.0048
nr over Faio3| 89 | XC4VLX100-1147433 slices|] N/A 0.010




Other F?

m For any irreduciblg2) defined as
p(z — anLI' pn_lz]_]_l'-.'l' plzil,

whenp is integer thiemp (2 modZ' has
Integer coefficients, an

pi(2 =t1modz.




Conclusion

= A new method to perform iR, multiplication
for BN-curves

+ Montgomery multiplication in polynomial ring
¢ 2=2t5 wheresis small

m This algorithm works for all irreducibip(2) iff
* P2 =p 2" P2+ + piz#l
¢ 2= 245, wheresis small




Thanks for your attention!




