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Ubiquitous	
  Compu9ng	
  

Implants	
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  control	
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Lightweight	
  =	
  Low	
  Cost	
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  =Low	
  ASIC	
  Area	
  



Crypto	
  Algorithms	
  	
  
to	
  Meet	
  Basic	
  Security	
  Needs	
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General-­‐Purpose	
  Hash	
  Func9ons	
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Some	
  Block	
  Ciphers	
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Subs9tu9on-­‐Permuta9on:	
  
A	
  Typical	
  Block	
  Cipher	
  

Linear	
  diffusion	
  

S	
   S	
   S	
   S	
   S	
   S	
  S	
   S	
  

Linear	
  diffusion	
  

S	
   S	
   S	
   S	
   S	
   S	
  S	
   S	
  

Key	
  schedule	
  map	
  

Key	
  schedule	
  map	
  



Contribu9on	
  of	
  Building	
  Blocks	
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  of	
  AES-­‐128	
  [MPL+11]	
  in	
  GE	
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State	
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  transform	
  

Logic	
  

How	
  to	
  opJmize	
  the	
  design	
  of	
  a	
  cipher	
  for	
  low	
  area?	
  	
  
For	
  given	
  block	
  and	
  key	
  sizes,	
  minimize	
  logic!	
  



Area	
  of	
  Elementary	
  Blocks	
  
Logical	
  operaJon	
   Cost	
  in	
  ASIC	
  hardware	
  

NAND(x,y)	
   1.00	
  GE	
  

AND(x,y)	
   1.25	
  GE	
  

OR(x,y)	
   1.25	
  GE	
  

XOR(x,y)	
   2.25	
  GE	
  

MUX(x,y;c)	
   2.50	
  GE	
  

AND(x,y,z)	
   1.50	
  GE	
  

MAJ(x,y,z)	
   2.25	
  GE	
  

XOR(x,y,z)	
   4.00	
  GE	
  

State	
  (flip-­‐flop)	
   Cost	
  in	
  ASIC	
  hardware	
  

1	
  bit	
   5.50	
  -­‐7.50	
  GE	
  



Minimum	
  Area	
  for	
  Security	
  
Parameters	
  

block	
  
size	
  32	
  

block	
  
size	
  48	
  

block	
  
size	
  64	
  

block	
  
size	
  96	
  

block	
  
size	
  128	
  

block	
  
size	
  256	
  

key	
  size	
  80	
   672	
   768	
   864	
   1056	
   1248	
   2016	
  
key	
  size	
  128	
   960	
   1056	
   1152	
   1344	
   1536	
   2304	
  
key	
  size	
  256	
   1728	
   1824	
   1920	
   2112	
   2304	
   3072	
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Design	
  Ideas	
  

No	
  key	
  schedule:	
  Get	
  rid	
  of	
  the	
  on-­‐the-­‐fly	
  key	
  schedule	
  

Can	
  save	
  up	
  to	
  50%	
  or	
  more	
  area	
  

Small	
  Logic:	
  Minimize	
  algorithm	
  descrip9on	
  	
  	
  

Min	
  nonlinear	
  =	
  1	
  GE	
  per	
  NAND	
  	
   Avoid	
  linear	
  =	
  about	
  2	
  GE	
  per	
  XOR	
  

Small	
  State:	
  Minimize	
  block	
  and	
  key	
  sizes	
  

Each	
  bit	
  removed	
  saves	
  about	
  5	
  GE	
   Tailor	
  sizes	
  to	
  your	
  exact	
  needs	
  



The	
  Extreme	
  Lightweight	
  Cipher	
  

n-­‐bit	
  block	
  

imported	
  key	
  input	
  

block	
  size	
  n	
   area:	
  5+6n	
  GE	
  

32	
   192	
  

48	
   293	
  

64	
   384	
  

96	
   581	
  

128	
   773	
  

At	
  least	
  several	
  thousand	
  
rounds	
  required	
  to	
  apain	
  
security!	
  



SPONGE	
  construc9on	
  

Unkeyed	
  PRESENT-­‐type	
  permuta9on	
  π:	
  4-­‐bit	
  S-­‐box	
  and	
  bit	
  diffusion	
  

SPONGENT	
  Hash:	
  The	
  Overview	
  



SPONGENT:	
  The	
  Parameters	
  



SPONGENT:	
  Building	
  Blocks	
  

New	
  4-­‐bit	
  S-­‐box	
  fulfilling	
  the	
  PRESENT	
  S-­‐box	
  criteria:	
  

PRESENT-­‐type	
  bit	
  permutaJon:	
  



SPONGENT:	
  Serial	
  ASIC	
  
Implementa9on	
  



SPONGENT:	
  The	
  Impact	
  of	
  Technology	
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SPONGENT on Different Technologies!

NXP! NANGATE! UMC!

SPONGENT-­‐88	
  
SPONGENT-­‐128	
  

SPONGENT-­‐160	
  

SPONGENT-­‐224	
  
SPONGENT-­‐256	
  



SPONGENT:	
  The	
  Area,	
  UMC	
  130nm	
  	
  
Hash	
  	
  

FuncJon	
   Cycles	
   Datapath	
  	
  
[bit]	
  

Area	
  	
  
[GE]	
  

Throughput	
  
[kb/s]	
  

SPONGENT-­‐88	
  
900	
   4	
   738	
   0.81	
  

45	
   88	
   1127	
   17.78	
  

SPONGENT-­‐128	
  
2380	
   4	
   1060	
   0.34	
  

70	
   136	
   1687	
   11.43	
  

SPONGENT-­‐160	
  
3960	
   4	
   1329	
   0.40	
  

90	
   176	
   2190	
   17.78	
  

SPONGENT-­‐224	
  
7200	
   4	
   1728	
   0.22	
  

120	
   240	
   2903	
   13.33	
  

SPONGENT-­‐256	
  
9520	
   4	
   1950	
   0.17	
  

140	
   272	
   3281	
   11.43	
  



SPONGENT:	
  The	
  Area,	
  NANGATE	
  45	
  nm	
  

Hash	
  FuncJon	
   Cycles	
  
Datapat

h	
  	
  
[bit]	
  

Area	
  	
  
[GE]	
  

Throughput	
  
[kb/s]	
  

Area	
  compared	
  
to	
  UMC	
  

SPONGENT-­‐88	
  
900	
   4	
   726	
   0.81	
   -­‐2%	
  

45	
   88	
   1164	
   17.78	
   +3%	
  

SPONGENT-­‐128	
  
2380	
   4	
   1032	
   0.34	
   -­‐3%	
  

70	
   136	
   1706	
   11.43	
   +1%	
  

SPONGENT-­‐160	
  
3960	
   4	
   1296	
   0.40	
   -­‐2%	
  

90	
   176	
   2272	
   17.78	
   +4%	
  

SPONGENT-­‐224	
  
7200	
   4	
   1686	
   0.22	
   -­‐2%	
  

120	
   240	
   3053	
   13.33	
   +5%	
  

SPONGENT-­‐256	
  
9520	
   4	
   1895	
   0.17	
   -­‐3%	
  

140	
   272	
   3425	
   11.43	
   +4%	
  



Hash	
  FuncJon	
   Cycles	
   Datapath	
  	
  
[bit]	
  

Area	
  	
  
[GE]	
  

Throughput	
  
[kb/s]	
  

Area	
  compared	
  
to	
  UMC	
  

SPONGENT-­‐88	
  
900	
   4	
   532	
   0.81	
   -­‐28%	
  

45	
   88	
   892	
   17.78	
   -­‐21%	
  

SPONGENT-­‐128	
  
2380	
   4	
   748	
   0.34	
   -­‐29%	
  

70	
   136	
   1301	
   11.43	
   -­‐23%	
  

SPONGENT-­‐160	
  
3960	
   4	
   935	
   0.40	
   -­‐30%	
  

90	
   176	
   1752	
   17.78	
   -­‐20%	
  

SPONGENT-­‐224	
  
7200	
   4	
   1206	
   0.22	
   -­‐30%	
  

120	
   240	
   2334	
   13.33	
   -­‐20%	
  

SPONGENT-­‐256	
  
9520	
   4	
   1364	
   0.17	
   -­‐30%	
  

140	
   272	
   2612	
   11.43	
   -­‐20%	
  

SPONGENT:	
  The	
  Area,	
  NXP	
  90	
  nm	
  



SPONGENT	
  vs	
  Quark	
  and	
  Photon	
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SPONGENT:	
  Some	
  Security	
  Proper9es	
  

Moreover,	
  to	
  thwart	
  	
  linear	
  mul9dimensional/satura9on	
  apacks,	
  the	
  
new	
  4x4-­‐bit	
  S-­‐box	
  is	
  chosen	
  such	
  that	
  the	
  linear	
  hull	
  contains	
  at	
  most	
  
one	
  trail	
  with	
  a	
  single	
  ac9ve	
  S-­‐box	
  in	
  every	
  round	
  



•  Sponge	
  construc9on	
  with	
  reduced	
  security	
  claims	
  so	
  
far	
  most	
  suitable	
  for	
  low-­‐area	
  hashing	
  
–  almost	
  no	
  overhead	
  in	
  the	
  footprint	
  with	
  respect	
  to	
  the	
  
absolute	
  minimum	
  

•  The	
  underlying	
  permuta9on	
  is	
  based	
  on	
  the	
  PRESENT	
  
design	
  ideas	
  
–  similar	
  differen9al	
  and	
  beper	
  linear	
  proper9es	
  

•  Mul9dimensional	
  linear	
  proper9es	
  (discovered	
  for	
  
round-­‐reduced	
  PRESENT)	
  eliminated	
  by	
  the	
  new	
  S-­‐
box	
  

Conclusions	
  



•  SPONGENT	
  is	
  a	
  herme9c	
  design	
  (the	
  permuta9on	
  is	
  
not	
  allowed	
  to	
  have	
  structural	
  weaknesses)	
  →	
  higher	
  
numbers	
  of	
  rounds	
  needed	
  

•  But	
  this	
  does	
  not	
  seem	
  to	
  be	
  necessary	
  for	
  the	
  
concrete	
  (second)	
  preimage	
  and	
  collision	
  security	
  

→Open	
  problem:	
  In	
  sponge-­‐type	
  construc9ons,	
  argue	
  
provable	
  security	
  in	
  a	
  more	
  relaxed	
  model	
  (maybe	
  
no	
  more	
  indifferen9ability)	
  and	
  go	
  for	
  simpler	
  
permuta9ons	
  to	
  increase	
  performance	
  in	
  designs	
  

Outlooks	
  I	
  



•  In	
  some	
  applica9ons,	
  only	
  full	
  collision	
  security	
  is	
  
necessary	
  

•  In	
  permuta9on-­‐based	
  sponge,	
  one	
  can	
  put	
  	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Rate	
  =	
  ½	
  Capacity	
  	
  
	
  	
  	
  	
  to	
  sacrifice	
  preimage	
  security	
  for	
  speed	
  
→Faster	
  SPONGENT	
  variants:	
  	
  Stay	
  tuned!	
  
•  For	
  applica9ons	
  with	
  full	
  2nd	
  preimage	
  security	
  
requirements,	
  the	
  state	
  has	
  to	
  be	
  almost	
  doubled	
  

→SPONGENT	
  variants	
  with	
  full	
  2nd	
  preimage	
  security:	
  
Coming	
  soon!	
  

Outlooks	
  II	
  


