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Three Hours of Fun*

= Hour 1: Background

' Fundamentals of SCA using Power Channel
Why is it so expensive, let’'s make it Cheap
Introduction to Capture Hardware
Attacking Practical Systems
H-Field Probes, Amplifiers, Differential Probes
Introducing ChipWhisperer Software
Scripting CW-Capture

NOoOOk~WNE

Hour 2: Practical Examples

Initial Attacks: What should you do?
Simple Serial Example

SmartCard Example

CW-Capture & CW-Analyzer Tutorial
Advanced Trigger Modes
Interfacing to MATLAB

L

Hour 3: More advanced topics, modifying, hacking
1. Using SASEBO-W as Capture Platform
2. Adding your own modules to CW-Capture
3. Overview of the FPGA Code
4, Questions, Extra Material

*Not guaranteed to be fun
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I've been working with Xilinx's new High Level Synthesis tools built into Vivado. 'm slowly working on posting some more complete
tutorials. In the mean-time here is a simple tutorial about making a Finite Impulse Response Filter on a real ADC/DAC board .
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Back to Basics
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Back to Basics




Back to Basics
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Using Power Measurement

Plain Text ‘ Unavailable Output
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In Sections 3.2.2 and 3.2.3 we found that the matched filter provides the maxi-
mum signal-to-noise ratio at the filter output at time r = 7. We described a correla-
tor as one realization of a matched filter. We can define a correlation receiver
comprised of M correlators, as shown in Figure 4.7a, that transforms a received
waveform, r(1), to a sequence of M numbers or correlator outputs, z,(7T) (i=1,..., M).

*Each correlator output is characterized by the following product integration or cor-
relation with the received signal:

T
zi(T) = f r(t)s;(t) dt i=1..,M (4.15)

The verb “to correlate” means “to match.” The correlators attempt to match
the incoming received signal, r(r), with each of the candidate prototype waveforms,
s;(t), known a priori to the receiver. A reasonable decision rule is to choose the
waveform, s;(t), that matches best or has the largest correlation with r(r). In other
words, the decision rule is

Choose the s,(r) whose index

corresponds to the max z,(7) (4.16)

e.g. From “Digital Communications” by Bernard Sklar

Original Paper:
North, DO. (1943). "An analysis of the factors which determine
signal/noise discrimination in pulsed carrier systems"



AES-128
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AES-128 Detalil

RoK5

1-Byte of Key (Subkey)

1-Byte of Input (Plaintext)

é% Bitwise XOR

Substitution-Box (Lookup Table)



Measuring Power




Measuring Power
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WHY IS IT SO EXPENSIVE?
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Dario Carluccio

Youssef Souissi
et al.

Dakshi Agrawal
et al.

F.X. Standaert et
al.

Electromagnetic Side
Channel Analysis Embedded
Crypto Devices

Embedded systems security:
An evaluation methodology
against Side Channel Attacks

The EM Side-Channel(s)

Using subspace-based
template attacks to compare
and combine power and
electromagnetic information
leakages

2005

2011

2003

2008

Infiniium $8000
5432D MSO

Infiniium $20 000
54855

100 MHz, 12  $1000
bit

1 GHz $7500
bandwidth



Comparison of PGE for Synchronous and ASynchronous Sampling
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SASEBO-GII Example

© File Control Setup Measure  Analyze  Utilites  Help 14 May 2012 6:20 PM
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File Control Setup Measure Analyze Utilities Help 14 May 2012 6:22 PM
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Phase Shift




What if using a regular scope?

e Can hack scope to output sampling time-
base, run D.U.T. from this clock or derived
from this clock

—£ » Some scopes tell you time between trigger &
= first sample, use this to upsample, shift
offset, and downsample traces

— Agilent calls this ‘XOffset’ parameter

=& * Sample at highest possible rate &
downsample yourself
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' Trigger In
' —

Phase Shift Control

v
Clock In Clock Variable
Multiplier Phase Shift
jrp———— .
=& Input 1 l P
—= | } 105 MHz
3 T —@
Input 2 Sample Source Controllie be—
—>»{  FIFO
< >
Variable Gain Amplifier I L W >
To Computer
DDR Sample Memory (optional) «——

See “A Case Study of Side-Channel Analysis using Decoupling Capacitor Power
Measurement with the OpenADC” by Colin O’Flynn & Zhizhang Chen
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OpenADC Features (ADC Board)

e 105 MSPS, 10 bits (can be overclocked)

+ Low Noise Amplifier (LNA) for adjustable -5
to +55 dB gain
— ~120 MHz input bandwidth

= « Transformer input for higher bandwidth
= (B500MHz+)

=« Clock Input




ChipWhisperer Capture v2
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ChipWhisperer Capture v2




Other FPGAS?




Modules available for FPGA

 Base System:
— Cypress EZ-USB FX2 Interface (USB 2.0 high-speed)
— FTDI FT2232H Interface (USB 2.0 high-speed)
— Serial Interface (slow)
— Main registers + register interface

 Clock Generator:
— Phase Adjust
— Clock routing
— Phase-locked 4x generator
— Phase-unlocked variable generator (NOT DONE YET)
— Target clock generator

Triggers:

— Routing Module

— Basic Trigger Module

— 1/0 Pattern Trigger Module
: — Correlation Trigger Module (NOT DONE YET)
=°* Interfaces
— Serial Interface (8-N-1 fixed baud rate)
— SmartCard Module (basic messages only)
— Universal Serial Interface (BETA)




Base System




Clock Generator

Optional

Clock Divider
. Clock (] KEFN) Target Clock

W Clock Synthesis
(CLEGEMN)

Phase Adjust LLL'LER

(DCM)
ADC Clock

External Clock

WARNING: Confirm clocks LOCKED before operating...



Using the DCM (Phase Adjust)

* DCM provides a phase locked reference.

= « Variably adjust the phase of the signal passing
through this block to sample at a specific
moment relative to the external clock edge.

The DCM block provides a 1x and 4x clock

= ¢ |nput Range: 5 - 250 MHz (-2 speed grade)
—£ + Output Range (1x output): 5 - 250 MHz



Using CLKGEN

— » CLKGEN block provides a clock synthesis, which can
= generate a range of frequencies from either the
external or system clock. (NB: Not Complete)

Be warned the CLKGEN block provides no phase
reference between the input and output.

—= . CLKGEN Output: 5-333 MHz (-2 speed grade)
=% * CLKGEN Input: 0.5 - 333 MHz (-2 speed grade)



Total Clocking System

Rear IO/



PLL Input

*3 TEXAS
INSTRUMENTS

wwrwr.ti.com

EDCEST8

SCASS14H-NOWVEMEER 2005 —REVISED DECEMISER 2007

PROGRAMMABLE 3-PLL CLOCK SYNTHESIZER / MULTIPLIER / DIVIDER

FEATURES

+« High Performance 3:6 PLL based Clock
Synthesizer / Multiplier / Divider

« User Programmable PLL Frequencies

+« EEPROM Programming Without the Need to
Apply High Programming Voltage

« Easy In-Circuit Programming via SMBus Data
Interface

+ Wide PLL Divider Ratio Allows 0-ppm Output
Clock Error

+ Generates Precise Video (27 MHz or 54 MHz)
and Audio System Clocks from Multiple
Sampling Frequencies (fs = 16, 22.05, 24, 32,
44.1, 48, 96 kHz)

+ Clock Inputs Accept a Crystal ora
Single-Ended LVCMOS or a Differential Input
Signal

+ Accepts Crystal Frequencies from & MHz up to
54 MHz

» Accepts LVCMOS or Differential Input
Frequencies up to 167 MHz

+« Two Programmable Control Inputs [S0/51,
A0/A1] for User Defined Control Signals

« Six LVCMOS QOutputs with Output Frequencies
up to 167 MHz

« LVCMOS Outputs can be Programmed for
Complementary Signals

+ Free Selectable Output Frequency via
Programmable Output Switching Matrix [6x8]
Including 7-Bit Post-Divider for Each Output

+ PLL Loop Filter Components Integrated

+ Low Period Jitter (Typ 60 ps)

+ Features Spread Spectrum Clocking (S5C) for
Lowering System EMI

+« Programmable Center Spread $5C Modulation
(#£0.1%, +0.25%, and +0.4%) with a Mean Phase
Equal to the Phase of the Non-Modulated
Frequency

+ Programmable Down Spread S8C Modulation
(1%, 1.5%, 2%, and 3%)

+ Programmable Output Slew-Rate Control
{SRC) for Lowering System EMI

s 3.3-V Device Power Supply

+ Commercial Temperature Range 0°C to 70°C

+ Development and Programming Kit for Easy
PLL Design and Programming
(Tl Pro-Clock™)

+» Packaged in 20-Pin TSSOP

TERMINAL ASSIGNMENT
PW PACKAGE
{TOP VIEW)
SO/ADICLK_SEL [T 10 2 @3vs
s1mt O 2 18 13 va
Vee O 2 18 ' Viegoure
GND 1] 4 17 13 GND
CLK_Iyo CIT} 5 _TESOP20 46 777 v3
cuCmt Ce S s Fove
Voo 7 14 13 Vecour
GND T & 13 [ TJ enD
sSDATA [T 2 21
scLock 1] w0 1 1 vo
DESCRIPTION

The CDCES06 is one of the smallest and powerful
PLL synthesizer / multiplier / divider available today.
Despite itz small physical outlines, the CDCESDG is
flexible. It has the capability to produce an almost
independent output frequency from a given input
frequency.

The input frequency can be derived from a LVCMOS,
differential input clock, or a single crystal. The
appropriate input waveform can be selected via the
SMBus data interface controller.



Trigger Routing

Front Panel A Serial Pattern

Front Panel B Matching

Target 10 1 AND

Target 10 2 OR
(selectable)

Target 10 3

Target 10 4

Trigger Out
>

Level/Edge

Trigger




Use of AND/OR




Interfaces




ChipWhisperer Capture Rev2
Bidirectional voltage H a rdwa re

translators for OpenADC
monitoring/controlling = Interface or build
I 7.7 S onto main PCB

i PSU supports up :
. N ji_' to LX75 Modules 7=
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eyl | | W i
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WHY HAVE A STANDARD?




= o Accessible, Open Hardware
— Easily modifiable for special probes

— Beyond side-channel, can be used for glitch
attacks

_* — High Performance
—= « Accessible, Open Software

— Easy to get new participants quickly “up to
speed”




ATTACKING PRACTICAL SYSTEMS




Getting the Clock




Varying Clocks

ATMega4BA OSCCAL=0x00 to OSCCAL=0xFF
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Fig. 3. Atmel AtMega48A internal clock frequency change as OSCCAL changes from
() to 255.

lynn, C. and Chen, Z. Synchronous Sampling and Clock Recovery of Internal Oscillators
Bt Side Channel Analysis. Cryptography ePrint Archive Report 2013/294



Varying Clocks

Varying Clock Partial Guessing Entropy
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Fig. 5. Results of a CPA attack on a device with oscillator frequencey randomly varying
between 4.5 MHz-12.7 MHz on ecach encryption, and no trace synchronization being
performed.
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Internal Oscillators

ATMega48A Internal RC Oscillator Drift
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i Side Channel Analysis. Cryptography ePrint Archive Report 2013/294
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Clock Recovery
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—»  Hardware

VCC
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Fig. 6. Clock Recovery Block Diagram.

= lynn, C. and Chen, Z. Synchronous Sampling and Clock Recovery of Internal Oscillators
Bt Side Channel Analysis. Cryptography ePrint Archive Report 2013/294
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Clock Recovery
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Clock Recovery

Clock Recovery Partial Guessing Entropy -~ Byte0
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Clock Recovery

Internal Oscillator Signal Conditioning
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Fig. 7. Recovery of 1.5 MHz Internal RO Oscillator on KeeLog single-chip hardware.



" B8 Intronix LogicPort Logic Analyzer - C\E\Documents\academic\sidechannel\private git\my ideas\2013 clockrecovery\clock transition.LPF
= | File Options

Trigger Timing

Setup  Acquisition

View Help

He(mES » O o THEE  F o | ® C & | @] sueresion

| Logic Threshold

- | 1.60v | Fre-Trigger Buffer hd | 14%

-
_ | Sample Bate - || AhHz - |
4 I.’I. F 3 i
Signal . Wire . .W;ire “.I;-'att.ern .I.E.u.:lge - tursor-
1gna D | Status | & A A
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Does Sample Rate = Clock Rate?

 Makes life easier... but

— A single point may be enough (especially for
hardware crypto)

gmgra mmer's Notepad - [info.xml] -

~1 File Edit Search View Teools Window Help

EEIEEEIEELT E] v #nd v
infn.xnﬂll

k?xml version="1.8" encoding="utf-8"2>
H<WaveformInfo xmlns:xsi="http:// /vww.w3.org/2881/XML5chema-instance” xmlns:x=d="http://www.w3.org/ 2801/ XM
<Date>26/02/2012 2:42:19 PM¢/Dater
| <Operator»Colin C0'Flynn</Operator:>
<WaveType>EMTrace</WaveType>
<WaveFormat:System.Single[]</WaveFormat>
£Instrument:Agilent Technologies,S548310,MY428081114,085.71.8088</Instrument:
<Module>SASEBO-GIL /w AES _Comp (Encrypt)</Module:
<Cipher /=
<Keylength>128</KeyLength>
<TextWidth>128</TextWidth>
<NumTrace>2588</NumTrace>
<NumPoint>1</NumPoint>
<Notes />
~</WaveformInfoz




§odod

(3T
ZLIANVIV),




e

suaWalnsea [eando ¢
suauodwon Wasis ¢
sanddns Jamod <

TZiEUY WNIPads gL HSJeSFdicHE 0579 < slaydwy pUeqpeaIg <

TSTENY WNP805 gH5JeS v HSJe58 < siszhieuy

S10jelalUz oapl|

ToZIEly WNioeds 054594 < T SI0RIRUSY AL F 03PIA <
SIUaLUINASU| IBINPOYY ¢
S¥(0d3 < spanpold pajefay SIZAEUY 0PNy £

51001 Bunpuey pue uonesado S SlajaLulfos,
UonEUaU0 play anaubew aulLuIa1ap-0l-ASE] # siala Jlamod <

anbay ¢ SlUaLWIBINSEALU UoN|osal-ybiH « SuoNN|oS 158,
aur JUALUAINSEaLW plal-Jeau o) pajdepe sdn agqold = yiBuans plad % O <
I0ISNg § sagoud play anaubew paplays Aleadpa)a 'enads - .wwndh.mﬂm.w.w..fﬂﬂ
JEUOT < S1EZAEUY HIOMEN ¢

npoid ¢ j \.\ s e
inlaliive] D, siszleuy
\ ‘/v : wnnaads g [eubis <

..u:_mum < 55d0350[1I950 ¢
S swalshs ¥ siglsal
E 1084 Aoy SUOEIIUNULLIOD
1018307 Ssalalim <

Spvounon [ svmea | svoes 1o S

siazfjeue wWniodads PpUE s1sAadal 158 (NIM SIUSWaINSEaI UDISSIWa pjay-18al { pue 3 Joj
195 8qoid SL-ZH5%d

nogy | swea3gsmoN | sieaied | poddng g adiues

SWoH <«  deways ¢ [uaness sfiueya) feucgEUIa]L)|




Length of Semi-Rigid cable with SMA Connectors ($3 surplus) can
be turned into a simple magnetic loop:




_ f Wrap entire thing in non-conductive tape (here
— | used self-fusing + polyimide) to avoid
£ shorting out anything;:




Additional References

Probing the Magnetic Field Probe

Introduction

Commercial and handcrafted probes similar to those shown in Figure 1 are commonly used in EMC diagnostic work, but have you ever considered how they
operate? The magnetic field probes are made in the form of a loop with an inherent electrostatic shield, generally fram 50 Ohm semi-rigid coaxial cable. They vary
slightly in configuration and in characteristics, but essentially they are electrically small shielded loop antennas derived from the antennas used since the 1920's
for radio communication and direction finding [1,2].

Figure 1. Various shielded loops.

How they work

Refer to the diagrams of the various H-field loop probes shown in Figure 2. The following explanation can be applied in general to all the probes. but the common
probe type 2{a) will be considered. The equivalent circuit diagram is shown as Figure 3, which has numbered location points corresponding to Figure 2(a) [3.4].
An elegant arrangement exists where electric fields may impinge on the outer sheath but are shielded from the inner signal line. A small gap in the outer sheath
is however always included, preventing a sherted-turn to magnetic fields.

A magnetic field passing through the probe loop generates a voltage according to Faradays law, which states that the induced voltage is proportional to the rate of

rlhamma Af prmamatisc o thranabk A circoit lasm A unme e framniamsiae A walbamas weanld ke imdosad dicnstl im tha imbarnal lans cramdistar bad tha cammer chasth s

http://www.compliance-club.com/archive/old_archive/030718.htm



Additional References

i

473 Moaumomene Somup for the Macching Bshavior

Elke De Mulder: Electromagnetic Techniques and Probes for Side-
Channel Analysis on Cryptographic Devices
http://www.cosic.esat.kuleuven.be/publications/thesis-182.pdf






Low Noise Amplifier

Coaxial

ZFL-1000LN+
Low Noise Amplifier ZFL-1000LN
5002 0.1 to 1000 MHz y
Features h _;,*l‘

* wideband, 0.1 to 1000 MHz
* low noise, 2.9 dB typ.
* protected by US Patent, 6,943,629

Applications

* VHF/UHF
» cellular
* small signal amplifier

CASE STYLE: Y460

Connectors Model Price Oty.
SMA ZFL-1000LN(+) $89.95 {(1-3}
BRACKET (OPTION “B") £2.50 {1+)

+ RoHS compliant in accordance
with EU Directive (2002/95/EC)

The +Suffix identifies RoHS Compliance. See our web sife
for RoHS Compliance methodologies and quailifications.

Low Noise Amplifier Electrical Specifications

Assuming we are making a probe, there is no need to purchase the expensive pre-
amplifier offered by that manufacture. Here is a 20 dB amplifier for $90, it was

shown being used in another photo.



Low Noise Amplifier
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Even Cheaper...

BGA2801

MMIC wideband amplifier
Rev. 3 — 19 April 2012 Product data sheet

1. Product profile

1.1 General description

Silicon Meonolithic Microwave Integrated Circuit (MMIC) wideband amplifier with infernal
matching circuit in a §-pin S0T363 plastic SMD package.

1.2 Features and benefits

Internally matched to 50 £

A gain of 22.2 dB at 250 MHz increasing to 23.0 dB at 2150 MHz
Output power at 1 dB gain compression = 2 dBm

Supply current = 14.3 mA at a supply voltage of 3.3V

Reverse isclation = 29 dB up to 2 GHz

Good linearity with low second order and third order preducts
Moise figure = 4 dB at 950 MHz

1.3 Applications

m LNB IF amplifiers
m General purpose low noize wideband amplifier for frequencies between
DC and 2.2 GHz -

2. Pinning information

Table 1.  Pinning
Pin Description Simplified outline  Graphic symbol
Vee

GND2 H® He H
RF_OUT
GHD
RF_IN

o

D ok w R =
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Pre-Amplifier
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08032013 22816 PM  BGAZEBI LMA Exannple

1. 1MHz 1E6.75dE
& FiMHz 21.444B
1448/ 3 189MHz 21.61dB
4 347MHz 21.464dB
2 2 4
- e . S . A |
4Ref2
21de
1 20 dB =100 '
X €4dln
(~80 - 400+ MHz)
=]
Cal
Start =1 MHz Center = 200.5 MMHz Stop = 400 MHz
. Span =399 MHz
TH ALt =25 dB

521 dB



080323 2:30:54 PM BGAZB0T LMA Example

1. 010MHz 1E6.65dE
2 0.78MHz 17.37dB
1448/ 3 B18MHz 17.28d8
4. 9.32mHz 18.18dE
2

<Ref:
21dB

Sm
Cal

Start = 0.1 MHz

=3
T At =25 dB
521

16 dB = 40x gain
(0.1 - 10 MHz)

Span =39 MHz

dE
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Differential Probe

" R
L.

- From “Side Channel
22D ¥ Analysis of AVR XMEGA
W RN Crypto Engine” by llya
Kizhvatov



V=1R

l.e. say signature was 0.2 mA,
shunt was 75 ohms

0.0002x 75 =0.015=15mV
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Be

A CHERPGKATE!

ANALOG
DEVICES

Low Cost 270 MHz
Differential Receiver Amplifiers

AD8129/AD8130

FEATURES
High speed
AD8130:270 MHz, 1090 V/us @ G=+1
AD8129:200 MHz, 1060 V/pus @ G=+10
High CMRR
94 dB min, dc to 100 kHz
80 dB min @ 2 MHz
70dB @ 10 MHz
High input impedance: 1 MQ differential
Input common-mode range +10.5V
Low noise
AD8130: 12.5 nV/VHz
AD8129:4.5

CONNECTION DIAGRAM
AD8129/
] AD8130 5] -m

vs[2] [7] +vs
70 2] 6] out

with extremely CMRR at high frequency. Therefore, they
can also be egtively used as high speed instrumentation amps

This chip is < $5 in single-unit
guantities! Add a voltage supply &
a few resistors/capacitors and
you’ve got a pretty good probe.

84
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Brief Notes

» The AD8129 must have supply voltages with
at least about 1.3V of headroom.

£« -VS can be connected to ground (using
jumper), and you only need to supply a single
positive voltage.

— COULD NOT use this on a shunt in the ground
path, since the lowest common mode voltage it
could measure is around 1.3V.

— ChipWhisperer provides +/-8V Rails



Brief Notes

—& * Adjust resistor R3. If you start with the resistor at one

= extreme, you will see the output start at some fixed
limited voltage. This is the op-amp trying to drive the
output beyond what it is capable of. Typically this will be
either around 1V or VCC-1V (e.g.: if powering from 5V,
you'll see around 4V at the output). You want to adjust
resistor R3 until the output is half-way between the two
voltage supplies of the differential amplifier chip.

— If +VSis bV and -VS is OV (GND), this means you want the
output to be around 2.5V

— If +VSis 7V and -VS is OV (GND), this means you want the
output to be around 3.5V

— If +VSis bV and -VS is -2V, this means you want the output to
be around 1.5V




DECOUPLING CAPACITOR
MEASUREMENT
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Decoupling Capacitor Measurement

0402 Capacitor on SASEBO-GII




Decoupling Capacitor Measurement

SN 3



Decoupling Capacitor Measurement

52,00 G5afs  #hvgs: 1024

0’ sl ) Y O B
| ]
| i | ' ” Current Shunt
A ||\| |.||||||| ||'||| b F e l||| |||||W||' o ',
" H|\||'||‘I |\|| 'i” If Ill | IUII |\|H||H|| \I‘I|"I\|h| 'IHIII'\'H‘l I' Ii I\I Inductive Pickup 4
|
1‘1'""' B — SYNC

1.0078820 ps {

I

| Current Shunt

| “7 17777 Inductive Pickup
|

B * ' Sync

t R 15732300 s
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s® HIPWHISPERER

Listen to your Inner Hardware

INTRODUCING CHIPWHISPERER




* www.ChipWhisperer.com
& GIT Repository for tools shown here
< GIT Repository for hardware designs

_' Mailing List for discussion

Wiki for Documentation
—& Tools Licensed via GPL-V3 (aggressively enforced)



Design “Principles”

= » Avoids forcing users into a corner
— Can run tools from a script (no need to use GUI)

— Can export data to MATLAB or anything else (no
need to use my format)

— Supports various other hardware




Why Python?

« Easy to understand/modify

= « Good scientific libraries (scipy/numpy)
Cross-Platform (Linux/Mac/Windows)
Simple GUI programming

Scriptable & Can use Interpreter

— Will demonstrate how useful for debugging

Good support for interfacing to other languages

— Write high-performance code in C, send data to
MATLAB, etc
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CW-Capture v2 Features

.@ ChipWhisperer Capture V2 - Unti't__&_{ed* - - P —

-

-

File Project Tools Windows Help

A

General Settings & X Capture WE\fEFO’IrTH {Channe! 1)
Parameter Yalue
Scope Module ChipWhisperer/OpenADC [51] _ X v vy X
Target Module Simple Serial 5
Trace Format ChipWhisperer/Mative Eﬂ gal
£l Key Settings
Encryption Key  2b7e1516 28 ae d2 ab ab: 0.4
Send Key to Target [7] sl
Ll Acg n Settings
Number of Traces 100 ) 0.2+

Open Monitor 0.1F

Fixed Plaintest [

Data
[=
T

] 30 400 600 800

| Scope Settings I Target Settings General Settings

Script Commands

[OpenADC', Trigger Setup’, Total Samples’, 24573]

[OpenADC', 'Clock Setup’, 'ADC Clodk', 'Source’, 'CLKGEN x1 via DCMT]

['Cw Extra', 'CW Extra Settings', "Trigger Pins', 'Front Panel B', False]

[CW Extra’, 'CW Extra Settings', Trigger Pins', Target 101 {(Serial TXD)', False]

['CW Extra', 'C\W Extra Settings', Trigger Pins', Target 102 (Serial RXD)', False]

['CW Extra', 'CYW Exira Settings', "Trigger Ping', Target 103 (SmartCard Serial)’, Falzse]
[CW Extra’, 'CW Extra Settings', Trigger Fins', Target I04 (Trigger Line)', False]
['CW Extra', 'C\W Extra Settings', Trigger Pins', 'Collection Mode', 'OR']

['CW Extra', 'C\W Extra Settings’, 'Clock Source', Front Panel 4]

Python Console Script Commands Debug Logging |

One Capture Complete

1
1000

1200

@00 1600

Samples

1800

1
2000

7200

2400

3600

2800

1
3000

m

| 4




CW-Capture v2 Features

& » Supported Scopes:

— OpenADC via SASEBO-W ($$9)

— ChipWhisperer Rev2 Capture HW ($$$)
— Avnet LX9 Microboard ($)

—= ¢ Supported Targets:

— PC/SC SmartCard Readers

— System Serial Port

— ChipWhisperer-specific extensions (incl. SASEBO-W)
— SASEBO-GII Board




CW-Analyzer V2 Features

F
ul! ChipWhisperer Analyzer V2 - test.owp*

m— | — —— ——
File Project Tools Windows Help
Generail g X .\f\!'avgfmmnjmjay
Parameter Value

|1 Y] YI Wy v X

Points

Traces
Ll Pre-Processing 0.3
Enabled s
Steps
0.1f
Post-P i of
-Processing "
£l Result Collection = o
4 [Input Trace Plot
Enabled & il
Starting Trace 0 o)
Ending Trace B : 0.3
Starting Point 0 =y ! | | [
Ending Point 2496 0.4 | |
1

. 1 I
800 1000 2000

Redraw a 200 400 600 1200 1400 1600 1300
Samples
‘| General | Preprocessing I Attack | Postprocessing Results |Re_suitsTE_|ble_Out|;utEI;c:|ntl-3lot—| Waveform Display |
Debug Logging
Attack Started

Debug Logging " Python Console e Script Commands |

7200 2300 26

Plot saved traces including performing averaging, FFTs



CW-

& ChipWhisperer Analyzer V2 - test.owp™

Analyzer V2 Features

Attack

File Project Tools Windows Help

B X

{Output vs Paint Plot B x

Parameter

| 4 Hardware Model

Value

-

Xz Yo X ¥l YI v U X

2 0.Br
Crypto Algorithm AES-128 (B-hit)
Key Round first 0.6 1
Power Model HW-VCC 1
Take Absolute & F 0.4
_| 4 Attacked Bytes 0.2t
All Off oL I
m
| E i
All On R 0.2r
E Byte0 il 0.4
A Byte1 IE i
Byte 2 [+ _
Byte 3 ¥ -0.8F
Byte 4 [+ 1'
FEE Il i I | i ] i i L | l i i i
Byte 5 [ 0 200 400 &00 300 1000 1200 1400 1600 1500 2000 2200 2400 250
Byte b ¥ Samples
Byte 7 ¥l
, o0f1]2 3[9)s 6(7)8 9 1 11 12 13 14 15
B}u‘tea E - Hik = : =

|ﬂ General I Preprocessing | Attack | Postprocessing Results
|
|

Annina

| Results Table Output vs Point Plot | WEVEFOFDE{JJEY |

Run attack(s), plot outputs in different formats. Include/exclude bytes in plot.
Narrow down on areas of interest, transfer that back to capture for more
efficiency.



CW-Analyzer V2 Features

Resuits & X Results Table & X

Parameter Value 1 2 3 4 5 & 7 ] g 10| 1F | 32 | I3 | 3k o=
—— ; 9B UAs A3 14 40 32 37 8 D 06 13 AL 89 62 L4
= o 0.8407 0.9246 0.8656 0.8951 0.8308 0.9038 0.8070 0.8988 0.8517 0.8303 0.7739 0.9075 06661 0.9020
show '—! B2 5 A2 15 M 33 3 9 |cc [oF |37 AR |88 |63
Use Abselute Value for Rank [7] S| |2 05215 05429 06620 0.6694 0.6586 0.7533 06234 05557 0.6497 0.7287 07570 0.6482 06653 0.7189
| Usesingle point for Rank [ j|; 8 B2 97 1D B3 EB 3F 83 DE 18 5A 11 B4 90
: 0.4634 04666 04448 04589 0.5007 04672 04562 04671 04754 05257 0.5079 04588 04611 0.4582
- 73 M |6c |EB A0 | 9D [(;1 7 @ A FO 04 BB
Show & Sl [* 04516 04477 0.4436 04334 04879 04531 04450 04526 04741 04587 0.4643 04468 04391 0.4568
s DA B3 75 Fl €@ 9B 4 |60 1D D5 4F B2 |08 Ad
04375 04450 04363 04268 04800 04316 04374 0.4461 0.4680 04489 0.4359 04435 0.4352 0.4389
e (|50 D7 B3 €2 40 6B AF 4E 54 A2 83 BA 47
04319 04426 04355 04261 04799 04260 04337 0.4460 0.4630 04477 04356 04382 0.4349 0.4319
g (05 |CF I 171 er 13 4 |AE |DF (5 |CD 15 130 16
0.4313 04355 04287 04194 04642 04244 04278 04360 04460 04451 0.4350 04339 0.4274 0.4204
g i B 91 |IF 7A 08 72 01 |35 96 |AC FC |C1 |A3
04293 04341 04240 04180 04582 04211 04270 04360 04468 04433 04346 04227 0.4266 0.4162
g 8 B EL 8 6 2% B 5 JA DI TF A EE D5
04255 04310 04210 04165 04556 04202 04233 04256 04414 04416 04307 04221 04211 0.4133
o B BA CEC0 8 F3C 45 B2 a1l cA El 82 o
04243 04208 04170 04151 04499 04173 04232 04184 04403 04306 04266 04217 04175 0.4008
g D7 F6 28 18 1C EA 29 BB 27 1A DF D 7F 5C
04212 04286 04153 04115 04420 04163 04217 04174 04372 04294 04241 04196 0.4159 0.4085
;, B3 0A 2F BB 9 TA M4 53 X B9 P8 O0C 8 12 _
. | MNATRE N AIET NA1E N ANDT N AITT I"lrr:rﬁ EO NA102 nA1N2 N A2ET N A200 N A1 l:1| NA1TN N A1RER |"|J1|"|I:'1‘
General I Preprocessing Attack I Postprocessing Results | Results Table Qutput vs Point Plot I Waveform Display |
Debug Logging B X

Tabular results display.



ChipWhispererAnalyzer v2 Software

& » Supported Scopes:

— OpenADC via SASEBO-W ($$9%)

— ChipWhisperer Rev2 Capture HW ($$$)
=  — Avnet LX9 Microboard ($)

—= ¢ Supported Targets:

— PC/SC SmartCard Readers

— System Serial Port

— ChipWhisperer-specific extensions (incl. SASEBO-W)
— SASEBO-GII Board
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GUI Features

Scope Settings &
) Parameter Value
LIVl LOCKED [
- ADC Freg 29.5 MHz
EXTCLK Input Freg 71.37 MHz
4 CLKGEN Settings
Input Source system
=3 Multiply 2
' Divide /2
TargetDivide /4
DCM Locked )
4 (W Extra Settings
4 Trigger Pins
Front Panel & [ Eﬂ
Front Panel B O Eﬂ
Target 101 (Serial TXD) i
Target 102 (Serial RXD) ¥
Target 103 (SmartCard Serial) [ &)
= = Target 104 (Trigger Ling) [l Eﬂ
== Collection Mode AND
Trigger Module Digital Pattern Ma'Eﬂ]
Trigger Out on FP4 Eﬂ
Clock Source Target I0-IN m



GUI Features

Python Console

== self

< ChipWhispererCapture. ChipWhispererCapture object at 0x05780940 >
=== gelf.scope

<gcopes, OpenADC, OpenADCInterface object at 0x057C5B70 =
rxt=2

R

Python Console Script Commands Debug Logaging

 Access/change ANYTHING in running program!
e Load new/experimental modules without proper
interface



GUI Features

Script Commands

[OpenADC', Trigger Setup’, Total Samples’, 2457 3]

[OpenADC', 'Clodk Setup', 'ADC Clock, "'Source’, 'CLKIGEN x 1 via DCM]

[CW Extra', 'CW Extra Settings', Trigger Pins', 'Front Panel B', False]

[CW Extra', 'CW Extra Settings', Trigger Pins', Target I01 (Serial TXD)', False]

[CW Extra’, 'CW Extra Settings', Trigger Pins', Target I02 (Serial RXD)', False]

[CW Extra’, 'CW Extra Settings', Trigger Pins', Target I03 (SmartCard Serial)’, False]
[CW Extra’, 'CW Extra Settings', Trigger Pins', Target I04 (Trigger Line)', False]
[CW Extra', 'CW Extra Settings', Trigger Pins', 'Collection Mode', 'OR.]

[CW Extra’, 'CW Extra Settings', 'Clodk Source', 'Front Panel A’

| Python Console Script Commands Debug Logging |

 Keeps a record of your clicks, used in scripting



GUI Features

Debug Logging

Skipped firmware download

Skipped FPGA download

QpenADC Found, Connecting

WARNING: Response too short (len=32): 3850687C7AAFS3720FFEF 1255F 103350

Python Console I Script Commands Debug Logging

e Random output goes here (or to command line)



Waveform Display Toolbar

Lock X Axis

Lock Y Axis

CI’ear Display

sl X ¥ YL v v X

Reset Y Axis to Default

Autoscale Y Axis

l

Autoscale X Axis



Waveform Display Toolbar

Lock X Axis

Lock Y Axis

CI’ear Display

sl X ¥ YL v v X

Reset Y Axis to Default

Autoscale Y Axis

l

Autoscale X Axis



Using Average Mode

1. In Colour Menu, Disable auto-increment, set
colour to something bland (like yellow)

1 python | il

C' Auto-Tncrement Persistant Colours

Color: [ Yellow -

[ oK ] | Cancel

2. Set Persistence Mode On




Using Average Mode

3. Right click, enable ‘Average’

View All
X Axis 3
Y Asxis 3
Mouse Mode  »
Plot Options  » | .;I'ransfcrrmz 3 |
Export... | Downsample » ‘
[ Average L I .Ex‘rerage_
Alpha .4 |
Grid i
Paints ]




Using Average Mode

4. Plot a bunch of things.

Capture Waveform (Channel 1) & X

e[ ve] X v1ovi[Ry] v X

0.3
0.2

0.1

Data

1 1 1 1 | 1 1 1 1 | 1 1 1 1 |
0 200 400 200 300 1000 1200 1400 1600 1800 2000 2200 2400 2600 2800 3000

Samples




Using Frequency Display Mode

1. Setup display/amplifier as normal, be sure
= not to have clipping in waveform
£ 2. Set appropriate capture length (ideally

some power of two: 4096, 16384, some
other multiple)

3. Enable FFT:




Data

Using Frequency Display Mode

0.003
0.0028
0.0028
0.0024
0.0022

0.002
0.0018
0.0018
0.0014
0.0012

0.001
0.0008
0.000&
0.0004

0.0002

0.5

Samples



SCRIPTING CW-CAPTURE




Why Script?

e Clicking is boring, error-prone
« Drive CW-Capture from other software
e Easy method of exchanging settings
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Important Notes/Restrictions

 Only displays things done in the Parameter
tabs

£ « Other functions (e.g. connecting) require use
of Python API




How the Script Works

* Writing a Python program which calls the
= ChipWhisperer-Capture API

—% * Special interface to setting parameters
= (emulates what you do with mouse)




= app = cwc.makeApplication()

capture = cwc.ChipWhispererCapture()

1_capture.show()

pe()

= usercommands = userScript(capture)
= usercommands.run()

"app.exec_()
- sys.exit()



def run(self):
cap = self.capture

print "***** Stgrting User Script ****x"

cap.setParameter ([ 'Generic Settings', 'Scope Module', 'ChipWhisperer/OpenADC"])
cap.setParameter([ ‘Generic Settings', 'Target Module', 'Simple Serial'])
cap.setParameter([ 'Generic Settings', 'Trace Format', 'ChipWhisperer/Native'])
cap.setParameter([ 'Target Connection', 'connection', 'ChipWhisperer'])

cap.FWLoaderGo()

pe()




_ 1%texamp1e = [['CW Extra', 'CW Extra Settings', 'Trigger Pins', 'Front Panel A', False],
= [ 'CW Extra', 'CW Extra Settings', 'Trigger Pins', 'Target I04 (Trigger
=®ne)’, True],
| [ 'CW Extra', 'CW Extra Settings', 'Clock Source', 'Target IO-IN'],

[ 'OpenADC', 'Clock Setup', 'ADC Clock', 'Source', 'EXTCLK x4 via DCM'],
[ 'OpenADC', 'Trigger Setup', 'Total Samples', 3000],

[ 'OpenADC', 'Trigger Setup', 'Offset’', 1500],

[ 'OpenADC', 'Gain Setting', 'Setting’', 45],

[ 'OpenADC', 'Trigger Setup', 'Mode’', 'rising edge'],

[ 'OpenADC', 'Clock Setup', 'Relock DCMs', None],

ir cmd in lstexample: cap.setParameter(cmd)

ip.setParameter([ 'Generic Settings', 'Acquisition Settings', 'Number of Traces', 75])



TARGET PRACTICE










Original Process Size

 Original AVR (~1998) = 0.8um
Mega8 (~2000) = 0.5um
3 Megal63 (~2000) = 0.5um
—% Megal28 (~2002) = 0.35um (first v 0.35um)
Mega48P (~2007) = 0.35um
% Mega48PA (~2011)= 0.18um / 0.12um
% (Aindicates newer process)

= tp://zeptobars.ru/en/read/how-to-open-microchip-asic-what-inside
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Other Interesting Devices

XMega
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Building a Simple System







LNOHI0TD >

[ININTHNEVIW H3MOd >

|

JOA

Nd-8voanly ang
S| (voskad H5L
T losmivad aNe g AWV
77| (Eoonsonlicad ZH
B ‘Eroosssizad NV ==
=T (w100} 84
n_ (L oioEd
= Lnryliad —
* {onrvisad TN = K3 Iwu
T (kbsad 200 - e
- (20 L0 9]
—— (riniead 0
5 mE.z_.umnn_ DN < I
- axiliad o i
=— (mxuioad 2 -~ LoB'2
(Z0S0LT VLX) 184 iy ta g -] fa[ 2]
=] mv
(1o80L YL egd = m = 1
| Mosmoavisdd _z
T (was/HDavheod =
o (Eoavledd R0
= (eoavizod g
nm (Loavhiod
HIDOIML > = ([ooawlond [13==zuia0nd :
%8 ]]
M0l
,H.I,__<.,_.
=
DA
aND aOND _u_% Ldr
uool | znz noal MC
p . g 3
€3] 0] 3L ., ...w,mh mm.“
%]

1HYNZFSN S92Aa] QY OPEIN0T St



Clock Buffer Note

Inverter Amplifier CMOS Buffer

CMOS
Qutput

|

Crystal
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Special Notes - XTAL

ATmega8(L)

Crystal Oscillator  XTAL1 and XTAL2 are input and output, respectively, of an inverting amplifier which can be con-
figured for use as an On-chip Oscillator, as shown in Figure 11. Either a quartz crystal or a
ceramic resonator may be used. The CKOPT Fuse selects between two different Oscillator
amplifier modes. When CKOPT is programmed, the Oscillator output will oscillate a full rail-to-
rail swing on the output. This mode is suitable when operating in a very noisy environment or
when the output from XTALZ2 drives a second clock buffer. This mode has a wide frequency
range. When CKOPT is unprogrammed, the Oscillator has a smaller output swing. This reduces
power consumption considerably. This mode has a limited frequency range and it cannot be
used to drive other clock buffers.

* May get away without buffer... but probably need a buffer chip (any fast
CMOS buffer IC should work)

» Better to use later chips (AtMegad8/168/328) with explicit clock outputs
* For real systems WILL need to buffer clock, very easy to stop crystal oscillator

* Keep add-on buffer physically close, minimize extra capacitive loading
* Figure out which side of XTAL is connected to ‘output’



Special Notes - AVCC vs VCC

ATmega8(L)

AV.c AV is the supply voltage pin for the A/D Converter, Port C (3..0), and ADC (7..6). It should be
= externally connected to V¢, even if the ADC is not used. If the ADC is used, it should be con-
nected to V¢ through a low-pass filter. Note that Port C (5..4) use digital supply voltage, V.
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6-pin DIP Header




6-pin DIP Header




6-pin DIP Header
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2.2uUF Ceramic Capacitor
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m' ChipWhisperer Capture V2

File Project Tools Windows Help
> e
Scope 5etﬁﬂgs . = X._ Cap.hme Wavéform {Channel 1) 5 X
Parameter Value 2! View Options
e T =
Total Samples 1000 @ I Redraw l | Clear Al I Traces: 0 3] to 0 [3] Points: 0 |3 to 0 &
4 Clock Setup
Xs ya X vy .,
[Refock D Persistence Mode in Scope
4 ADC Clock 0.3
Source EXTCLK 4 via DCM =
Phase Adjust a0 == 0.2r
DCM Locked |
ADC Freg 12 MHz o1
EXTCLE Input Freq 295 MHz b
4 CLKGEN Settings
Input Source system | o 01
Multiply 2x = =
Divide 2 &3
TargetDivide 4 >
DCM Locked ) 0.3¢ |
OpenADC-ZTEX i
0.4
CW Extra
4 CW Extra Settings 0.5
4 Trigger Pins
Front Panel A [ @ 0.6 ) ) ) ) ) ) )
Front Panel B 0o ) . 50 60 70 80 90 100 110

Scope Settings

Target Settings | GerlRaI Settings

Samples

Debug Logging

Firmware upload time: 99 ms

FPGA configuration time: 1088 ms

WARNING: Response too short (len=32): 8DB10DDBF0588 1FB7SCCES,

Adjust gain, trigger, phase
(don’t forget!!), etc to get

Set fixed plaintext on “General Settings” tab



Problems with Synchronous
Sampling

e Cannot intuitively ‘see’ noise like with normal
—= scope

— Consider using normal scope for initial setup if
available

— Validation of noise-free environment is CRITICAL
with synchronous sampling
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Multi-Target Victim Features

~« Supports AVR, Xmega, SmartCard targets

Supports AVR/XMega programmer built into
ChipWhisperer Rev2 (including
MegaCard/FunCard SmartCards)

Supports external SmartCard reader in pass-
through or modify mode

— * LNA on-board for using H-Field probe



SIMPLE SERIAL - EXAMPLE
CAPTURE




SimpleSerial Protocol

£ Termite 2.9 (by CnnEuPhagel_ L LE'EIﬁ

| COME 38400 bps, BM1. nahandshake | | Settings | | Clear | [ About || Close |

kEBEYEAEBEDEEEFFOFEFIFAFSF7FBFIFA,
pl14BAFZZ/8AE90331 051801 03643E49A
rb/43C3D1519ABARZCDYA/BABIYARTTBD

L+




SimpleSerial Protocol

Set key:
k00112233445566778899AABBCCDDEEFF\n

Encrypt with software AES:
p00112233445566778899AABBCCDDEEFF\n

Encrypt with hardware AES (Xmega target only):
h00112233445566778899AABBCCDDEEFF\n

Encryption Response:
r00112233445566778899AABBCCDDEEFF\n

Serial Port = 38400, 8N1



Building the Hardware




Using Multi-Target Board
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Building the Firmware

1. Get WinAVR on Windows, AVR Toolchain on
=  Linux

. Checkout GIT Repository

. Copy avr-crypto-lib into appropriate place

. Run ‘make MCU=at nega328p’ at
chi pwhi sperer\ hardware\victi ns
\firmvare\avr-seri al




Building the Firmware

ichipvhisperersharduareswvictimssf irmwaresavr—serialmake MCU=atmegai2i

szembling: .. cryptosaver—crypto—libraes gf256mul.%
ur—gce —c —mncu=atmega328 -I. —x assembler—with—cpp —-DF_CPU=7372800 —Wa.—gstabhs,-adhlns=objdir gf256mul.lst .. crypto-g
r—crypto—lib/aes gf256mul.8 —o objdir gf256mul._o

inking: simpleserial.elf
vr—gcocc —mmcu=atmegal28 -I. —gdwarf-2 -DAURCRYPTOLIB -DF_CPU=Y372800UL —0s —funsigned-char —funsigned-hitfields —-fpack—
= ruct —fzhort—enums —Wall —-Wstrict—prototypes —Wa,—-adhlns=objdir-simpleserial.o -I.. cryptosavr—crypto—librsaes -I..- cryj

- o —std=gnu?? —-MHMD -MPF -MF .dep-ssimpleserial.elf.d objdir-ssimpleserial.o obhjdirsuart.o objdirsaes—independant.o objdir-]
E s_enc.o objdirsaes_keyschedule.o objdir-aes_shox.o ohjdir-saesl28_enc.o objdir gf256mul.o ——output simpleserial.elf U1

Map=simpleszerial.map,—cref —1m

reating load file for Flaszh: zimpleserial._hex
= _twwr—objcopy —0 ihex -R _eeprom —R .fuse —-R _lock —R _szignature simpleserial.elf simpleserial._hex

reating load file for EEPROM: simpleserial.eep
vr—objcopy —j -eeprom ——set—section—flags=.eeprom="alloc.load" *
—change—section—1lma .eeprom=B —no—change—warnings —0 ihex zimpleserial.elf simpleserial.eep 1! exit A

=—=reating Extended Listing: simpleserial.lss

vr—obhjdump —h -5 —= simpleserial.elf > simpleserial.lss
é:meating Symhol Table: simpleserial.sym
=——hwr—nm —n simpleserial.elf > simpleserial.zym

—

= =lize after:

= UR Memory Usage
=

ﬂ%eu ice: atmega32B

=—b,ogram: 2298 bytes <7.8% Fulld
= = _text + .data + .bootloader>

=~ Pata:z 352 hytes <17.2% Full)>
= .noinit?



Selection of Crypto in Use

1. Edit ‘Makefile’ to select Crypto module
= 1. NB: Crypto libs NOT included in distribution yet
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Selection of Crypto in Use

avr-crypto-lib in C Straightforward C avr-crypto-lib in ASM




Programming the Target




Validating




Capturing Waveform - Normal




Capturing Waveform - Frequency

rﬂChipWHspemC!p‘tureUE-mtmp_ s 2 @ ' all i @m

File Project Tools Windows Help
General Settings B ®  Caplure Waveform (Channel 1) & X
Pararmeter Value x
Scope Module ChipWhisperer/ OpenADC (=] EE] X v ¥y vX
Target Madule Simple Serial =
Trace Format ChipWhisperer/Mative =
- : 0,009
Encryption Key  2b Te1516 28 a= d2 a6 ab 7 1588 09 of « =71 0.008
tl |
Send Key to Target [+ 0,007
Humber of Traces 73 @ 0,005
Open Menitars 0,005} Y
-
Ficed Plaintest  [¥] = g D004
0,003
D.0024
~1 Wil I TR
il | H , il
" ] b1 5.2 5.3 B4 5.8
: Scope Settings | TargetSettngs | General Settings Samples
Python Consols & X

e

Python Console | Soript Coemands | Debug Logong |

One Capture Complete




Capturing Waveform - Diff Probe
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SMARTCARD - EXAMPLE
CAPTURE




SmartCard Example Capture

 Note: DCM input frequency should be >= bMHz
— SmartCard clock = 3.58 MHz

— DCM Lock may fail (especially on CW-Rev2 due to
clock routing making matters worse, works on
SASEBO-W)

— Instead use 7.37 MHz clock, change baud to 19763

— ...0r use “EXTCLK Direct”, although some bug with
external trigger (works OK with advanced trigger)
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SMARTCARD - ADVANCED 10O
TRIGGER
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SMARTCARD - FEED THRU




IN-THE-MTODLE

CwR

177



CWRA: IN-THE-MTODLE

178



Feedthru Features/Notes

 Be VERY CAREFUL not to bridge 5V from

Scard onto 3.3V rail (10 translation will work
at JV)

E L Option to insert FPGA into data-line for data
= modification attacks

* Power Signature, Clocks, brought into CW-
= Rev2
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CW-CAPTURE & CW-ANALYZER
TUTORIAL




ADVANCED I0 TRIGGER




Advanced 10 Trigger

B8 Intronix LogicPort Logic Analyzer - CAE\Documents\academic\sidechannel\private_gif\my_ideas\2013_clockrecoveny\clock_transition,LPF

|| e |

File Options Setup Acquisition View Help
lernae wfs
8 | Sample Rate v“ 50MHz v|
i [nm
N Sianal | wite | wie | Pattem
e | ID | Status | A
| Datal oo | H | X
|| +RS232 Example | I |
Datal | D1 o | 3

» 3 = TI|

o) |
alol|

|(_ _;E_ _}l | «:‘l'_l r.::f\ -3__:1 0 | Buffer Position:

Logic Threshold

- | 1.60w | Fre-Trigger Buffer

; B8 Intronix LogicPort Logic Analyzer - CAE\Documents\academicisidechannel\private git\my ideas\2013 clockrecovery\clack transition.LPF

—= | File Options Setup Acquisition VYiew Help
— - |

| Sample Rate v|| ShHz v| |

i m b 4
= Signal : Wire : W:ire l;ll.:'attem lIlEIl:Ige : Curgor

T 30 - vl o

" || Datad |po | H | x| 3 [ 1 @
- || Datal | oL | X e
— | | *Smart Card Example| | [ - | 10

Logic Threshold

X |

=

SENHEES @ e THEE e ksl | &G 8@ suerosion

1.60v
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SELECTING HARDWARE




Which Hardware to Use?

e Avnet LX9 is Cheapeast
-« CW-Rev2 Hardware currently used by me
» Other Options available too




GETTING THE CW-REV2
HARDWARE




CW-Rev2 Assembling

-« Most Cheap:

— Get PCBs. Buy some parts, get free samples for some.
Buy ZTEX.de module ($200). Assemble.

Less Cheap, More Legitimate:

— Get PCBs. Buy parts (~$170) + Buy ZTEX.de module
($200). Assemble.

Easier Assembly:

— Get PCBs. Buy Parts (~$130) + Buy OpenADC ($140) +
Buy ZTEX.de Module ($200). Assemble.

=+ Easiest:
' — Buy complete kit (~$1100, not actually available at all)




SEIUEL) 8|ULIEXS
sa|npoy [BlUSWUalE @

pelE[ay PUE [BUUBYD
apIg 101 SeIUBIEEY [NYBsn

sebie] sjdwes @
alEMUOS aundes @

(G271 5 uepeds)
SOpoW Yo d1-85A X¥3LF

. ) ¥od4-5H-d 10
subisad 410
sax1) epodwi Joy afied ETEIIT 934 @ul ¥924D (ONINYYM AM-Og3sve ®

-sojoud Aqwassy DIEOTOIIIN Y] 18UAY
BIEMLLIIS ST/ LM
FIwUed) 2y} DUIp[ng/HMjIpELe00,Sa0B0s /100D E[QIUasSE Wiy Oy ZaL8SN06.LY bupeo]
mojjoj 03 arey ||NoA ALog pajsaiun st god ayljo uonass jey) os "DOyusdy pappaqus syl ying JON IAVH | ainpadoid
odvusdo psppaqu3 Rpuuassy i

aimde] ZasyMD

Jd (i nod sswuByl) 1981100 BIE [IB) AZ L PUE ACTT ASZ 2yl uiebe yoayo ‘enpow y317 ayy u wbbnid sineg siEMpIEH 2imdes

‘pieog ayj Jo 152l ayy dn ppng ‘usy| Zhey JRisdsiimdiyd B

“‘Bunyiom are sBunyy wiyuos o3 sy poob e 51 sy Apedoid paienbal e ElEJ3 5Od
i lamod, sfes 1Byl uonaas ayl ysiuy nok uaypy (mojag ass) Ajgwasse jo Japlo palsabbnes yum uswb si sger y SIEMPIEH 3INidED B
sSUoloNIIsU| |jelsUulD BIBMUOS JSZABUY [
sisheUy

[auuBYD apis eysdeayd
papEls Sumes
ainpadold Alquassy juauodwo) aimden ZasxAD swoy

panyory  sabegd

[E-£0-C10T 38 uudgao Ag pajepdn 158} 'g UNSISA, SUELIIoD fuoisiH abed MBIA

Syl (ERE #_Q__mE:om__%m sabessap [

alempleH Jauuj JnoA o} uajsiT - Ja1adsiypp diyo




How to Build?

o Step 1: Carefully mount resistors
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How to Build?

= . Step 2: Mou

everything els
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SASEBO-W BOARD




OpenADC

i o T" Ty

1. 3¢ SAKURA Ye
= & % & Hardware @ceurit}f‘gggf

i T T'\' ;i
w <t
e A

Home Hardware Tools Research Link Cooporate Profile

# Home- » Ha re > SASEBO-W

b

SASEBO-W has the Xilinx® FPGA device
Spartan™-6 (XCBS5LX150) and an IC card socket,
and was provided with the ATMega-163 sample
IC card.

The boards developed by AIST in a research
project supported by 15T (Japan Science and
Technology Agency).

Marita-tech licenses source code for the
ATMega-163 card.

Please order to sakura @ mornita-tech.co.jp

Board: IPY 160,000 + Tax + Postag
ATMegale3 card: JPY 5,000



Hardware Issues




Loading the FPGA: Method #1

Chip Whisperer - Listen to your Inner Hardware

] Wiki | (5 Messages | & Source/Git | M Team | s} Stream | (%) Files | 5 Admin | ¥ Support e FTP | =| Tickets
) ] View Edit Page History Comments Version 5, last updated by Colin O'Flynn at 2013-32-05
& New Page | (|| 8% |
Pages | Pivate. Arshived SASEBO-W Programming Information - A S E e
Home

@ Gefting Started Programming SPI Flash (For Users)

= Cheap.skate Side Channel Release Scripts
Analysis

> If you downloaded the latest release, it will contain two _bat files. On Windows those have two functions:
# Analyzer Software

load_fpga.bat: Loads the bitstream into the FPGA. Does not program the FLASH thus this is lost at next power cycle or config cycle.
load_flash.bat Loads the 5Pl FLASH. You must already have a build supporting this loaded - if not then simply run the load_fpga_ bat file first, and then load_flash bat . Be sure to set SW34 to ON and
SW3-3 to OFF for this to work.

= Capture Hardware
PCB Errata
H ChipWhisperer Rev2
Capture Hardware
Aynet LX9 Microboard

Programming a .BIN File
Programming the flash uses Flashrom for programming. For this to work the FPGA MUST be loaded with a compatible bitstream. If not it will fail to work - you can program the FPGA with a _bit file

=2 SASEBC-W supporting the 3P| FLASH programming (see section 'Programming FPGA For Development’) first, and then continue with this.
SASEBO-W Connect the SPI FLASH to the USB bus by setting SWW3.4 to the "ON' position and ensuring SW3.3 is in the 'OFF position:
Program.mmg Assuming you've already got the libusb drivers installed, just run the flashrom command as follows:
Information
SASEBO-W Release flashrom -p £t2232 spi:type=2232H,port=A,diviscr=8 —¢ M25P64 —w BINFILE.bin
Files
DLP Designs If it fails to detect the cable, you either don't have the drivers installed or need to install the filter’ drivers & specify they should be used for the SASEBO-W.
DLP-HS-FPGA
ZTEX USB-FPGA Module Generating the .bin file

(Spartan & LX25) There are several steps used to generate the _bin file in the previous steps. The following is useful if you wish to generate your own _bin file.

& Capture Software 1. Generate the Padded MCS File

- Sample Targels Before you begin, download the special Padding File - This is a bin file containing a string of 0's, you'll need to add it onto your bitstream file This file was generated by running the fallowing command in

Useful References for Side case you need to re-create it:




Loading the FPGA: Method #1

+ Load bitstream WITH SPI Flash programming
interface into FPGA (default does not), fairly
slow

£« Program SPI Flash through faster interface




oading the FPGA: Method #2

2. Using the USB for Programming

There is absolutely, positively NO WARRANTY, neither express or implied, offered with this documentation and software. You use this documentation
and software at your own risk. In case of loss, no person or entity owes you anything whatsoever. You have been warned. See disclaimer at top of
page.

The USB device can be used to program the FPGA. Il be pushing all my details here shortly, here are some internm notes.
The associated programming tools can be downloaded here: xilinx_urjtag_fpga_programming_scripts.zip '

2.1 Programming a SVF File

If you have an SVF file, you don't need any of the ISE tools. You would only have the SVF file if someone (such as myself or SAKURA) gave it to you as an update.
Instructions:

1. edit the file "program_svf.bat’. There is just one line that looks like this:
call urjtag_svf bat openadc_sasebow

. Change the name of the second argument to be what the name of your .SVF file is, but without the .svf extension.

. Plug in board, plug in JTAG cable, install drivers if needed etc

. Run program_svf_bat

. It takes a LONG time (10 mins) without any sign of progress sometimes. Just let it keep going. At the end you should see TDO Matches’, if you get any
TDO Mismatch' this is bad.

(Lo SNV 1

2.2 Programming the FPGA from .bit File

Programming just the FPGA means that on a power cycle you lose the configuration. It's much faster for development, so you'll want to use this normally.

Instructions:

. Install ISE tools. You need at least the ‘LabTools’ (e.g.: impact). Presumably you are doing development with ISE already so don't need to do anything.

. Connect the little cable between the 'JTAG" and JTAGCONFIG' port

. Plug the board in. If already plugged in you might need to reboot the board (power offion)

. Look at the ‘program_bit.bat’ file. You will need to change the path to your ISE installation, and also the name of the programming file in BOTH places
(defaults to ‘chip_sasebo_w_vcp’). The name of the programming file is without the _bit instruction

o R

http://newae.com/tiki-index.php?page=SASEBOW



Loading the FPGA: Method #3

— : AIiExpress SuperDeals Bestselling \3 Buyer Protection | Help ~ | $CAD =

r=]

CATEGORIES v I'm shopping for All Categories ~

<= Back to search results Home = All Categories = Electrical Equipment & Supplies = Other Electrical Equipment

Xilinx FPGA CPLD USB download Cable JTAG

0"'}"'0 of buyers enjoyed this product! (1 votes) 2 orders

=]

Price: B s
US $3750 I piece | 10 days lefi
Approximately C§ 38.70 / piece Bulk Price =
Shipping: Free Shipping to Canada via China Post Air Mail =]
g antity 1 piece
Total Price US $37.50 (pproximately CF 36,70

Buy Now 7 Add to Cart

& Addto Wish List (9 Adds

o WMIOUSE Over D Z00min

@. r_-%‘ a % Return Policy: g5 Retuns accepted ifprodqct not as d_escri.bed.r. buyer pays return shipping; or keep the
= : vy product & agree refund with seller. View details »

1% On-time Delivery
60 days




http://www.digikey.com/product-detail/en/WMO93RC,BK/SRW093-RCB-ND/2286068



Modify OpenADC for 2.5V Operation

By default the 3.0V rail for the ADC is regulated from the
AVCC pin, requiring at minimum 3.1V on the AVCC pin.

L2 can be moved as here to take power from the output
of the 5V boost converter. This allows you to power the

AVCC pin from as low as 2.5V. The entire OpenADC can
be run from a 2.5V system with this change.
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AVNET LX9 MICROBOARD




LX9 Microboard

Advantages:

—= ¢ Cheap

=+ Small

£ Disadvantages:

—= * Very slow capture

—= » Smaller FPGA, fits less features

= ¢ Limited |0 (two 10 lines... usually one clock,
= one trigger)




LX9 Microboard




ADDING MODULES TO FPGA




Basic Instructions

* Provide standard register-based Interface

module reg triggerio(

)5

input

input

input [5:0]
input [15:0]
input [7:0]
output [7:0]
input [15:0]
input

input

input

output

input [5:0]
output [15:0]

input
output reg

reset_1i,

clk,

reg_address, // Address of register
reg_bytecnt, // Current byte count
reg datai, // Data to write

reg datao, // Data to read
reg_size, // Total size being read/write
reg_read, // Read flag
reg_write, // Write flag
reg_addrvalid,// Address valid flag
reg_stream,

reg_hypaddress,
reg_hyplen,

io_line,
trig out



Basic Instructions

 Define Address(es) used by your module

e Define size of registers at those addresses
’ — Each register can be from 1-32768 bytes long

— Address space only 6 bits, so don’t waste
addresses!




Basic Instructions

* Use scripting/python console to help debug
= issues

_ sc = cap.scope.qgtadc.sc
— #Read 4 bytes from address 0x34

£ stat = sc.sendMessage(CODE_READ, 0x34,
= Validate=False, maxResp=4)




ADDING SOFTWARE MODULES




Adding Targets




Adding Scopes




Adding Attacks




Adding Preprocessing




FUTURE DIRECTIONS




Short Term

= ¢ Documentation

+ Adding new FPGA Modules
* — Correlation/Matching trigger

= * Fixing/Adding Software Features
— Working Project Files




Medium Term

e Glitching Support
— ¢ PLL for Clock Recovery




Longer Term

* Redesigned capture HW for higher
bandwidth

£ « API to use capture HW from other Software




Questions?

Colin O’Flynn
coflynn@newae.com

My Site: NewAE.com

This Project: ChipWhisperer.com




