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The role of S-boxes in symmetric cryptography

Provide ``confusion";!

Only nonlinear part of round functions for most algorithms.

Remark: All S-boxes in this talk are n-bit S-boxes.
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Basic cryptographic properties of S-boxes
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S-boxes for lightweight cryptography
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Desired!
S-boxes

high!
nonlinearity

low !
differential !
uniformity

easy!
 implementation



S-box
x+a

S(x)

S(x+a)

�(S) = max

a2F⇤
2n ,b2F2n

|{x 2 F2n : S(x) + S(x+ a) = b}|

�(S) � 2

Functions with equality holds are called almost perfect nonlinear (APN) functions. 

a
b

x

S-boxes with lower differential uniformity posses better resistance to differential attack.!

Differential uniformity



S-boxx S(x)

a · x
b · S(x)distance?

The minimal distance of all the components of S(x) to affine Boolean functions.

NL(S) = 2

n�1 � 1

2

max{|�S(a, b)| : a, b 2 F2n , b 6= 0}

Nonlinearity

�
S

(a, b) =
X

x2F2n

(�1)Tr(bS(x)+ax)

S-boxes with higher nonlinearity posses better resistance to linear attack.!
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NL(S) 
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2

n�1 � 2

n�1
2 n odd

2

n�1 � 2

n
2 n even

differential !
uniformity 

�(S) �

8
>><

>>:

2 n odd

4 n = 4

2 n = 6

4 n � 8 even

The two red bounds above are not proven yet. 

The best performance of nonlinearity and differential 
uniformity of permutations over F2n



The main problem

 n even, permutation;

 Lowest differential uniformity;  4

 The best known nonlinearity; 2n�1 � 2
n
2

 Easy implementation;

Construct S-boxes with the following properties:



Feistel structure

L0

� F

R0

R1L1

(L0, R0) ! (R0, L0 + F (R0))

Feistel structure has low implementation cost.



S-boxes constructed with 3-round Feistel structure

x

y

P1�

�P2

� P3

F (x, y)

F (x, y) = (x+ P1(y) + P3(y + P2(x+ P1(y))), y + P2(x+ P1(y)))

x, y 2 F2k , P1, P2, P3 2 F2k [x]. F (x, y) : F2
2k �! F2

2k



S-boxes constructed with 3-round Feistel structure

CS-CIPHER

P0

P1

P2

P2

P1

P0

S0 S1

CRYPTON

10.3 Design of the nonlinear function F 

The nonlinear function F is a compression function from 96 bits to 32 bits. Its design adopts 
some structures from block cipher design. Considering both security and performance 
requirements, the design of the nonlinear function F mainly refers to the following criteria: 

1. Take 96 bits as input and output a 32-bit word; 

2. The nonlinear function F should carry memories; 

3. The nonlinear function F should use S-boxes in order to possess high nonlinearity and 
other cryptographic properties; 

4. The nonlinear function F should use linear transforms with good diffusion; 

5. The output sequences of the nonlinear function F should be balanced and have high 
unpredictability; 

6. The nonlinear function F should be suitable for software and hardware implementations; 

7. The cost of hardware implementations of the nonlinear function F should be low. 

10.3.1 Design of the S-boxes S0 and S1 

Two S-boxes are used in the nonlinear function F and named S0 and S1 respectively. Since the 
LFSR is shown to have good behaviour in resistance against algebraic attacks over GF(2), 
thus the algebraic immunity was not the highest priority in the design of the S-boxes.  

10.3.1.1 Design of S-box S0 

The design of the S-box S0 mainly refers to the following three criteria: 

1. The cost of its hardware implementation is low; 

2. S0 should have high nonlinearity; 

3. S0 should have low differential uniformity. 

Based on the above consideration, the S-box S0 is designed using a Feistel structure, see 
Figure 10.1. 

 

Figure 10.1: The structure of the S-box S0 
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Algorithm/S-box Di↵erential uniformity Nonlinearity Algebraic degree

CS-Ciper/P 16 96 5
CRYPTON/S0, S1 8 96 5
ZUC/S0 8 96 5

Table 1. Properties of known 8-bit S-boxes constructed with three-round Feistel structure

As for 8-bit S-boxes, which are the most often usage size in real applications, we have the
following result.

Theorem 3. Suppose F

P1,P2,P3(x, y) is an S-box over F2
24 constructed by three-round Feistel

structure with round functions P

i

(x) 2 F24 [x], 1  i  3. Then the following statements hold.

(1) �(F
P1,P2,P3) � 8.

(2) If �(F
P1,P2,P3) = 8, then NL(F

P1,P2,P3)  96.

Proof. Notice that there are no APN permutations over F24 [12], then the di↵erential uniformity
of any permutation over F2

24 constructed with three-round Feistel structure is larger than or
equal to 8.

If �(F
P1,P2,P3) = 8, then P2(x) is a di↵erential 4-uniform permutation over F24 according

to Theorem 1. By an exhaustive search, it can be checked that the condition of Theorem 2 is
satisfied by all di↵erential 4-uniform permutations over F24 . Then according to Theorem 2, we
have NL(F

P1,P2,P3)  96. ut

The permutation P in CS-Ciper, S-boxes S0, S1 in CRYPTON and an S-box S0 in ZUC
are constructed by three-round Feistel structure. The properties of these S-boxes are listed in
Table 1.

The permutation P in CS-Ciper is an involution over F2
24 , which means P (P (x, y)) = (x, y)

for (x, y) 2 F2
24 . The di↵erential uniformity of the permutation P in CS-Ciper does not achieve

the bound in Theorem 3. In Example 1, we give an involution over F2
24 , which achieves the

bound in Theorem 3 and has a better algebraic degree.
According to Theorem 3, the di↵erential uniformity and nonlinearity of S-boxes in CRYP-

TON and ZUC can not be improved by choosing di↵erent round transforms. However, the
following example shows that the algebraic degree of S-boxes constructed with three-round
Feistel structure can be improved to 6.

Example 1. Let P1(x) = x

3
, P2(x) = x + g

6
x

10 + g

3
x

13 and P3(x) = x

3 + (x2 + x + 1)Tr(x3) =
14P
i=4

x

i, where g is a root of x

4 + x + 1 = 0. P1(x) is a case of Gold function [11,18], which is

an APN polynomial. P2(x) is a di↵erential 4-uniform permutation over F24 got by computer
searching. P3(x) is an APN polynomial which is CCZ-equivalent and EA-inequivalent to P1(x)
[3].

It is easy to check that F

P1,P2,P3 and F

P3,P2,P3 are S-boxes over F2
24 with di↵erential uni-

formity 8, nonlinearity 96 and algebraic degree 6. Furthermore, F

P3,P2,P3 is an involution over
F2
24 .

4 Optimal S-boxes constructed with three round Feistel structure

When k is odd, the upper bound on nonlinearity of F (x, y) in Theorem 2 is 22k�1 � 2k, which
is the best known nonlinearity of functions on F2

2k . Furthermore, there exist APN permutations

5



Bounds on S-boxes constructed with 3-round Feistel structure

!

  

Bounds on differential uniformity
Let F (x, y) be an S-box constructed as previous. Then

If P2(x) is not a permutation over F2k , then �(F ) � 2

k+1
.

If P2(x) is a permutation over F2k , then �(F ) � 2�(P2).
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Bounds on differential uniformity
Let F (x, y) be an S-box constructed as previous. Then

If P2(x) is not a permutation over F2k , then �(F ) � 2

k+1
.

If P2(x) is a permutation over F2k , then �(F ) � 2�(P2).

Bounds on S-boxes constructed with 3-round Feistel structure

!

Bounds on nonlinearity

Let F (x, y) be an S-box constructed as previous, �k =

(
2

k+1
2

k odd,

2

k
2+1

k even.

.

If for any a 2 F⇤
2k , there exists b 2 F⇤

2k , such that |�P2(a, b)| � �k, then

NL(F (x, y)) 
⇢

2

2k�1 � 2

k
k odd,

2

2k�1 � 2

k+1
k even.
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Bounds of 8-bit S-boxes
Let FP1,P2,P3(x, y) be an S-box over F2

24 constructed with 3-round Feistel struc-

ture. Then

�(FP1,P2,P3) � 8.

If �(FP1,P2,P3) = 8, then NL(FP1,P2,P3)  96.

Bounds on S-boxes constructed with 3-round Feistel structure
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24 . The di↵erential uniformity of the permutation P in CS-Ciper does not achieve

the bound in Theorem 3. In Example 1, we give an involution over F2
24 , which achieves the

bound in Theorem 3 and has a better algebraic degree.
According to Theorem 3, the di↵erential uniformity and nonlinearity of S-boxes in CRYP-
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following example shows that the algebraic degree of S-boxes constructed with three-round
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an APN polynomial. P2(x) is a di↵erential 4-uniform permutation over F24 got by computer
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It is easy to check that F
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P3,P2,P3 are S-boxes over F2
24 with di↵erential uni-

formity 8, nonlinearity 96 and algebraic degree 6. Furthermore, F

P3,P2,P3 is an involution over
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24 .
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When k is odd, the upper bound on nonlinearity of F (x, y) in Theorem 2 is 22k�1 � 2k, which
is the best known nonlinearity of functions on F2

2k . Furthermore, there exist APN permutations
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Bounds of 8-bit S-boxes
Let FP1,P2,P3(x, y) be an S-box over F2

24 constructed with 3-round Feistel struc-

ture. Then

�(FP1,P2,P3) � 8.

If �(FP1,P2,P3) = 8, then NL(FP1,P2,P3)  96.

Bounds on S-boxes constructed with 3-round Feistel structure
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3 + (x2 + x + 1)Tr(x3) =
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4 + x + 1 = 0. P1(x) is a case of Gold function [11,18], which is

an APN polynomial. P2(x) is a di↵erential 4-uniform permutation over F24 got by computer
searching. P3(x) is an APN polynomial which is CCZ-equivalent and EA-inequivalent to P1(x)
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P1,P2,P3 and F
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formity 8, nonlinearity 96 and algebraic degree 6. Furthermore, F

P3,P2,P3 is an involution over
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When k is odd, the upper bound on nonlinearity of F (x, y) in Theorem 2 is 22k�1 � 2k, which
is the best known nonlinearity of functions on F2

2k . Furthermore, there exist APN permutations

5

!

!

An improved example

P1 = x

3
, P2 = x+ g

6 ⇤ x10
+ g

3 ⇤ x13
, (g

4
+ g+1 = 0), P3 =

P14
i=4 x

i
. FP1,P2,P3 ,

FP3,P2,P3 are with di↵erential uniformity 8, nonlinearity 96, and algebraic degree

6.

Bounds on S-boxes constructed with 3-round Feistel structure



General construction of big S-boxes

x

y

P1�

�P2

� P3

F (x, y)

P2 must be an !
APN permutation

 n even, permutation;

 Lowest differential uniformity;  4

 The best know nonlinearity; 2n�1 � 2
n
2

 Easy implementation;

 

 



General construction of big S-boxes
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k odd, (�k = 2

k+1
2
)

there are APN permutations over F2k ;

NL(F )  2

2k�1 � 2

k
,

 n even, permutation;

 Lowest differential uniformity;  4

 The best know nonlinearity; 2n�1 � 2
n
2

 Easy implementation;

 

 



General construction of big S-boxes

  

  

  

k odd, gcd(i, k) = 1.

x

2i+1
is an APN permutation.

x

1
2i+1

compositional inverse.

↵,�, � 2 F2k .

x

y

�

�

�

F (x, y)

(x+ ↵)2
i+1

(x+ �)
1

2i+1

(x+ �)2
i+1
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Theorem
k odd, gcd(i, k) = 1. Let F (x, y) = (x + (y + ↵)

2i+1
+ (y + � + (x + � +

(y + ↵)

2i+1
)

1
2i+1

)

2i+1
, y + (x + � + (y + ↵)

2i+1
)

1
2i+1

), be an S-box constructed

as previous. Then

When ↵ = �, F (x, y) is an involution on F2
2k .

Its di↵erential uniformity equals 4. di↵erential spectrum {0, 4}.

Its nonlinearity equals 2

2k�1 � 2

k
. Walsh spectrum {0,±2

k+1}.

Its algebraic degree equals k.

General construction of big S-boxes
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Theorem
k odd, gcd(i, k) = 1. Let F (x, y) = (x + (y + ↵)

2i+1
+ (y + � + (x + � +

(y + ↵)

2i+1
)

1
2i+1

)

2i+1
, y + (x + � + (y + ↵)

2i+1
)

1
2i+1

), be an S-box constructed

as previous. Then

When ↵ = �, F (x, y) is an involution on F2
2k .

Its di↵erential uniformity equals 4. di↵erential spectrum {0, 4}.

Its nonlinearity equals 2

2k�1 � 2

k
. Walsh spectrum {0,±2

k+1}.

Its algebraic degree equals k.

K. Aoki [SAC 98]: “Characterizing the F-functions whose maximum differential probability with keys is small” !

General construction of big S-boxes



Construction of S-boxes with unbalanced Feistel structure

f�

x1 x2 x3 x4

Pf (x1, x2, x3, x4) = (x2, x3, x4, x1 + f(x2, x3, x4))

P t
f = Pf (P

t�1
f ), P 1

f = Pf

xi 2 F2k , f : F3
2k 7! F2k . Pf : F4

2k 7! F4
2k



Construction of S-boxes with unbalanced Feistel structure

Implementation of P 4
f

x1

x2

x3

x4

�

f

�

f

�

f

�

f



Construction of S-boxes with unbalanced Feistel structure

x1 x2 x3 x4

f�

Implementation of P 4
f

4 round NLFSR



Optimal 4-bit S-boxes

k = 1, xi 2 F2, P
4
f , P

5
f : F4

2 7! F4
2.

  

!Optimal 4-bit S-box [G. Leander, A. Poschmann 07]! 

A 4-bit S-box is called optimal if it is a permutation over F24 with di↵erential

uniformity 4 and nonlinearity 4.

There are 16 classes of optimal 4-bit S-boxes up to a�ne equivalence.



Construction of optimal 4-bit S-boxes, 4-round

f Operations Gi f Operations Gi

x2x3 (1, 1, 0) 8 x2x3 + 1 (1, 1, 1) 8
x3x4 (1, 1, 0) 8 x3x4 + 1 (1, 1, 1) 8
(x3 + 1)x4 (1, 1, 1) 8 (x3 + 1)x4 + 1? (1, 1, 2) 8
x2(x3 + 1) (1, 1, 1) 8 x2(x3 + 1) + 1? (1, 1, 2) 8
x3(x4 + 1) (1, 1, 1) 8 x3(x4 + 1) + 1? (1, 1, 2) 8
(x2 + 1)x3 (1, 1, 1) 8 (x2 + 1)x3 + 1? (1, 1, 2) 8
(x2 + 1)(x3 + 1) + 1 (1, 1, 3) 8 (x2 + 1)(x3 + 1) (1, 1, 2) 8
(x3 + 1)(x4 + 1) + 1 (1, 1, 3) 8 (x3 + 1)(x4 + 1) (1, 1, 2) 8
x2x3 + x4 (2, 1, 0) 8 x2x3 + x4 + 1? (2, 1, 1) 8
x2 + x3x4 (2, 1, 0) 8 x2 + x3x4 + 1? (2, 1, 1) 8
x2 + (x3 + 1)x4 (2, 1, 1) 8 x2 + (x3 + 1)x4 + 1 (2, 1, 2) 8
(x2 + 1)x3 + x4 (2, 1, 1) 8 (x2 + 1)x3 + x4 + 1 (2, 1, 2) 8
x2 + x3(x4 + 1) (2, 1, 1) 8 x2 + x3(x4 + 1) + 1 (2, 1, 2) 8
x2(x3 + 1) + x4 (2, 1, 1) 8 x2(x3 + 1) + x4 + 1 (2, 1, 2) 8
x2 + (x3 + 1)(x4 + 1) + 1 (2, 1, 3) 8 x2 + (x3 + 1)(x4 + 1)? (2, 1, 2) 8
(x2 + 1)(x3 + 1) + x4 + 1 (2, 1, 3) 8 (x2 + 1)(x3 + 1) + x

?
4 (2, 1, 2) 8

x2(x3 + x4) + x3x4 (3, 2, 0) 1 x2(x3 + x4) + x3x4 + 1 (3, 2, 1) 1
x2(x4 + x3 + 1) + (x3 + 1)x4 (3, 2, 1) 1 x2(x4 + x3 + 1) + (x3 + 1)x4 + 1 (3, 2, 2) 1
x2(x3 + x4 + 1) + x3(x4 + 1) (3, 2, 1) 1 x2(x3 + x4 + 1) + x3(x4 + 1) + 1 (3, 2, 2) 1
(x2 + 1 + x4)x3 + (x2 + 1)x4 (3, 2, 1) 1 (x2 + 1 + x4)x3 + (x2 + 1)x4 + 1 (3, 2, 2) 1

Table 2. Boolean functions such that P 4
f are optimal 4-bit S-boxes

Construction 1 Suppose f is a nonlinear Boolean function with three variables, and x

i

2
F2, 1  i  4. One round unbalanced Feistel structure is a transformation as follows

P

f

(x1, x2, x3, x4) = (x2, x3, x4, x1 + f(x2, x3, x4)).

Then an S-box over F4
2 can be constructed with t round unbalanced Feistel structure as follows

F (x1, x2, x3, x4) = P

t

f

(x1, x2, x3, x4),

where t = 4 or 5, P

j

f

defined as P

f

(P j�1
f

) for j � 2 and P

1
f

= P

f

.

It is easy to see that P

t

f

is a permutation over F4
2 for t � 1. In order to update every bit of the

output of the S-boxes constructed as above, t should larger than or equal to 4. Considering the
e�ciency of S-boxes, it is better to construct S-boxes with not too many rounds. Thus, we choose
t = 4 or 5 in the above construction. P

t

f

can be implemented with nonlinear feedback register
(NLFSR) as shown in Figure 2. It is also can be implemented similar as the implementation of
S-boxes in Piccolo [23] and LS-design [13].

Let Q

f

(x1, x2, x3, x4) = (x4 + f(x1, x2, x3), x1, x2, x3), which is also a transformation that
can be implemented easily. Then it is easy to verify that

P (Q(x1, x2, x3, x4)) = (x1, x2, x3, x4).

Hence the compositional inverse of P

t

f

equals Q

t

f

. It should be noticed Q

t

f

also can be imple-
mented with nonlinear shift register.

By an exhaustive searching, we list all Boolean functions f such that P

4
f

, P

5
f

are optimal
4-bit S-boxes in Table 2 and Table 3 respectively. The cost of hardware implementation of one
round transformations of P

t

f

, i.e. x1+f , is estimated in the two tables. An element “(r1, r2, r3)”
in the “Operations” columns of the two tables means that the number of operations “+” (XOR),
“⇤” (AND) and “+1” (NOT) in x1 + f is r1, r2 and r3 respectively.

14



Construction of optimal 4-bit S-boxes, 5-round

f Operations Gi f Operations Gi

x2(x3 + x4) + 1 (2, 1, 1) 7 (x2 + x4)x3 + 1? (2, 1, 1) 4
(x2 + x3)x4 + 1 (2, 1, 1) 7 (x2 + x4)(x3 + 1) + 1? (2, 1, 2) 4
(x2 + x3)(x4 + 1) + 1 (2, 1, 2) 7 (x2 + 1)(x3 + x4) + 1 (2, 1, 2) 7
x2x3 + (x2 + 1)x4 (2, 2, 1) 13 x2(x4 + 1) + x3x4 (2, 2, 1) 13
x2x4 + x3(x4 + 1) + 1 (2, 2, 2) 13 x2(x3 + 1) + x3(x4 + 1) (2, 2, 2) 4
(x2 + 1)x3 + x2x4 + 1 (2, 2, 2) 13 x2x4 + (x3 + 1)(x4 + 1)? (2, 2, 2) 13
x2x3 + (x2 + 1)(x4 + 1)? (2, 2, 2) 13 (x2 + 1)(x4 + 1) + x3x

?
4 (2, 2, 2) 13

(x2 + 1)(x3 + 1) + x2x
?
4 (2, 2, 2) 13 (x2 + 1)x3 + (x3 + 1)x4 (2, 2, 2) 4

x2((x3 + 1)x4 + 1) + x3(x4 + 1) (2, 3, 3) 11 (x2(x4 + 1) + 1)x3 + (x2 + 1)x4 (2, 3, 3) 11
(x2x3 + 1)x4 + (x2 + 1)(x3 + 1) (2, 3, 3) 11 x2(x3x4 + 1) + (x3 + 1)(x4 + 1) (2, 3, 3) 11
(x2x3 + 1)x4 + (x2 + 1)(x3 + 1) + 1 (2, 3, 4) 11 (x2x4 + 1)x3 + (x2 + 1)(x4 + 1) + 1 (2, 3, 4) 3
x2(x3x4 + 1) + (x3 + 1)(x4 + 1) + 1 (2, 3, 4) 11 x2(x3(x4 + 1) + 1) + (x3 + 1)x4 + 1 (2, 3, 4) 3
(x2(x4 + 1) + 1)x3 + (x2 + 1)x4 + 1 (2, 3, 4) 11 x2((x3 + 1)x4 + 1) + x3(x4 + 1) + 1 (2, 3, 4) 11

Table 3. Boolean functions such that P 5
f are optimal 4-bit S-boxes

According to [17], there are exactly 16 classes of optimal 4-bit S-boxes up to a�ne equiva-
lence. An element “j” in the columns “G

i

” in Table 2 (resp. Table 3) means the P

4
f

(resp. P

5
f

)
is CCZ-equivalent to G

j

in [17]. It can be checked that the S-box used in PRESENT [2] is a�ne
equivalent to G1.

The functions with a “?” in the superscript, such as “f

?”, in Table 2 (resp. Table 3) means
that P

4
f

(resp. P

5
f

) does not have fixed points. For other functions in the two tables, it can be

checked that there always exists nonzero constant (a1, a2, a3, a4) 2 F4
2, such that P

4
f

(x1+a1, x2+

a2, x3 +a3, x4 +a4) (resp. P

5
f

(x1 +a1, x2 +a2, x3 +a3, x4 +a4)) does not have fixed points. Note
that adding a constant to input does not change the di↵erential uniformity and nonlinearity,
then for any function f in the two tables, optimal 4-bit S-boxes with no fixed points can also be
constructed by adding a constant to the input. For example, let f = x2x3, by adding (1, 0, 1, 0)
to the input of P

4
f

, we have P

4
f

(x1 + 1, x2, x3 + 1, x4) is a optimal 4-bit S-boxes which does not
have fixed points.

With the method in this section, it can only use 1 XOR, 1 AND and 2 NOT for one round
transformation to construct an 4-bit optimal S-box with no fixed points by 4 round unbalanced
Feistel structure, see Table 2.

6 Conclusion

In the present paper, we investigate cryptographic properties of S-boxes constructed with three-
round Feistel structure. A class of di↵erential 4-uniform S-boxes with the best known nonlin-
earity over F2

2k for k odd is given. It is also shown that optimal 4-bit S-boxes can be constructed
with unbalanced Feistel structure and some experiment results are given in the paper. The prob-
lem of constructing new, which means CCZ-inequivalent to known ones, di↵erential 4-uniform
permutations over F2

2k with the best known nonlinearity is an interesting problem that needs
further study.
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Construction of 8-bit S-box with unbalanced Feistel structure

k = 2, xi 2 F22 , P
4
f : F4

22 7! F4
22 .

!
  

For any f in Table 2, P 4
f is an 8-bit S-boxes with

di↵erential uniformity 16;

nonlinearity 96.
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