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8 elements -> 28 interactions

4 elements -> 6 interactions
1 doubling
Moore’s Law ~18mos
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Traditional Future (IoT…)
Product vendor security expertise deep limited
Secure product lifespan 5-10 years 20-50+ years
User attention to security per device high-ish low/none
User tolerance for security/reliability issues high low/none
Connected to physical world no yes
Number of software platforms small huge
On-device security tools ubiquitous usually none
Vendors can afford monitoring & patching yes no

Defenses have failed to scale to today’s needs.IoT security is much harder
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00401880   push    ebp
00401881   mov ebp,esp
00401889   push    0
0040188B   call    004019b0
00401890   add     esp,4
00401893   jmp 004018d1
00401898   push    eax
00401899   call    004018e0
0040189E   add     esp,4
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Note: Logarithmic scale
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