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Message Authentication Codes (MACS) provide

Data integrity protection,
Data origination authentication,

and are widely used (in Banking applications, Internet services, ...)

A MAC algorithm includes:
1) A key generation algorithm K& Ka
2) A tag generation algorithm T TG(K, M)
3) A verification algorithm d«— VF(K,M,T)
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round 2/7

The security of a MAC algorithm F=(KG,TG,VF)is evaluated by how
unpredictable (or unforgeable) it is,

Exp eriment Exp g™y

K<—KG;
while A makes a query M to TGg(-), do
"[’an<i TGr (M); return Tag to A;
if A makes a query (M,T) to VFg (-, )
s.t. VEg (M, T') returns 1 and

M was never queried to TGg (+);
then return 1 else return 0.

Advip® = PriExppy = 1] AdviE*(t,q, p) = maX{Adea‘C
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Different kinds of MACs

» Block-cipher-based
OMAC, XCBC, PMAC, ...

» Hash-function-based
NMAC, HMAC, ...

» Universal-hash-function-based
UMAC, Poly1305-AES

» Dedicated MACs
MAA, COMP-128, ...
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round 4/7

For the block-cipher-based MACSs, its efficiency is mostly
Influenced by Rate.

_ #Dblock-cipher invocations
# message blocks

Current Rate-1 MACs: OMAC, PMAC, ...

Rate
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For the block-cipher-based MACSs, its security is mostly
Influenced by the security of E.

Advy (tq i) < O(02) x AdvyP (¢ i)

However,
A secure MAC needs only to be unpredictable (<< prf).

Reducing MAC security to the unpredictability of block
ciphers is desirable and feasible.
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Such constructions were first proposed by Dodis, et al

Enciphered CBC mode (EuroCrypt 2008)
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SS-NMAC (Crypto 2009)
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Background 7/7

Summary of the current work

on E

OMAC, TMAC, XCBC, pseudorandom

PMAC, EMAC, GCBC, (prp) 1
RAMC, 19, ...
Enciphered CBC mode unpredictable 2
SS-NMAC unpredictable
Other known MACs prp >1
?7?77? unpredictable 1
(oh) 632 mREERRE ESE 2010 ISCAS 112wt

% State Key Laboratory Of Information Security Institute of Software, Chinese Academy of Sciences




Our Work 1/12

All current rate-1 MACs may not be secure when
Instantiated with a related-key unpredictable block cipher E’.

my||ma||mslle, if mshy(mq) = 0,
1

mq||c||msg||my, if msby(mq) =1,

E'(K,M) = {

M = mql||ms||ma||my, |mi| =n/dforl <i <4,
c = CBC|Qg|(mimomsmy)

Q : Kx{0,1}"/* — {0,1}"/* is a block cipher with RK-PRP security.
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Our Work 2/12

Example: XCBCI[E’] is not secure.

(0 P S OO O QR G o

EKI EKl E';.{l E';.{l E}i'l E}i'l Eifl E}{l
T T

1) Adversary A queries XCBCg/ () with 07, obtains the tag T = t1tdtitl;
2) A queries XCBCg/(-) with 10n~1, obtains the tag T? = t2t3t3t3;

3) A makes a forgery (M’,T"), where . :[f
M’ = (t1t3ede3)|| T, if msby(t}) =0, 7 D I
M’ = (£3t3t3t5)|| T, if msby(t}) =1 - Y
il | ek
!
™
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Why are the current rate-1 MACs insecure when instantiated
with E'?

The secrecy of chaining values can no longer be kept, which is fatal to
their security as MACs.

Assumption:

To study the security of MACs based on unpredictable block ciphers,
assume all their chaining values are available to adversaries.

1) It explains why current rate-1 MACs are insecure when their block
ciphers are only related-key unpredictable;

2) It explains why enciphered CBC and SS-NMAC are secure against
Side Channel Attacks as long as their block ciphers are.
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Our Work 4/12

Under this assumption, we try to construct rate-1 MACs in
keyed PGV model.

IB
KM l MA$C FS(K,M) S=1,2,---,64‘
fors=1to [ do

FF—% T; — fo(K, M;, T;—y)

return 7;.
T

FIK, M, Ti—1) = E(K & KM, IB) & FF

K& Ke
IB, KM, FFe {M;,T;—1,M; & T;_1,Cst}
TO = Cst
lon) ©eEeRRESERE ESE 2010 ISCAS 5442 540515 71
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Our Work 5/12

E is assumed to be unpredictable against a special kind of
related-key attacks (&5 -restricted ).

EXp eriment Exprk P

K(_]CE:!

while A makes a query (KM, M) to F(K,-), do
T — E(KM & K, M); return 1" to A;

until A stops and outputs (KM, M’,T") such that
1) B(KM @ K, M) = T";
2) (KM', M’) was never queried to E(K,);

then return 1 else return 0.

def

AdviET"P(A) defPr[Exprk P=1],
AdvET" (g 1) = maX{AdVrk A}
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Our Work 6/12

In keyed PGV model, we find some MACs are ...

Mi
v
Kt
Mu%
T’i
meaningless

Ti—l

T%’—l l

K—>$—>>E
Mu%
Tz’
vulnerable to fixed-T attack

M'i

v
K—dos

Tzfl

Ti
vulnerable to fixed-M attack

>K

M'E T’i—l
K ——
Mz'

Tz’
vulnerable to fixed-(M+T) attack
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Our Work 7/12

There are also some MACSs secure, such like

Tifl M'J, o T?I—l M'& @ Tifl
3 v ey
K—»éa—» K—-—éé—» K—-—éé—»

wd = wt
R g oy

vy "y vy

AdvEG(t g p) < (02 — o+ DAAVE (¢ 1)
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Our Work 8/12

In total, we find in the keyed PGV model that

choice of IB
_ ‘choice of KM‘choice of FF‘ M,; ‘Ti_l‘Mz’ & Ti_1‘Cst
- Meaningless (15) M, e = 1 fir | feo -
1 Vulnerable to fixed-M attack (6) Ti-1 L] fs s 1
2 Vulnerable to fixed-T attack (6) gfit@ I }f 7 },fﬁ 1
) S - 15 19 _
3 Vulnerable to fixed-(M+T) attack (13) T, M, Al 2 2 9
) Ti far || — foa -
fili=1,2,---,24) car_l be used to construct MoeT ., | 7l 2 7 5
secure MACs for prefix-free messages. Ot sl Fas B
M; &Ti4 M; fo | fi2 3 3
Ti—1 fi1 ] fio 3 3
fi(i =1,2,3,4) Mi@&Ticy || fia | f18 3 3
. o Cst f13 f16 3 3
fi(4=5,6,---,12) Cst Y 2 3 |-
fu(k=13,14,-,20) T, 1] 3 R
can also be used to construct secure M; & Ti_q 1| 2 3 3
hash functions with different security levels. Cst N 3 -
FSE 2010 ISCAS 542 m st i
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Our Work 9/12

In total, we find in the keyed PGV model that

choice of 1B
‘choice of KM‘choice of FF‘ M,; ‘Ti_l‘Mg &1 ‘Cst
M; M; - | fir f20 -
All MACs with a fixed key are unsatifying; Ti 1 L] fs s 1
M @ Ti 1 | f7 fe 1
. . . Cst — | f15 f1o -
8 MACs may offer relatively high efficiency; |7, M, il 2 11 5
Ti for || — f2a -
M; & T fa | 2 f2 2
FF has no influence over the MAC security. Cst foz || | | Je2| |
M, & T2 | M; fo | fi2 3 3
Ti fi1 | fio 3 3
M; & Ti fia | f1s 3 3
Cst f13 f15 3 3
Cst M, — 2 3 —
T4 1 — 3 —
M; & 11 1 2 3 3
Cst - — 3 —
FARABDRESERE ESE 2010 ISCAS & 53 ps st st
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Our Work 10/12

We refine the 24 secure MACs in Compact PGV model.

IB
KM J,

A
'

g(K, M;,T;—1) = E(K & KM, IB)

MAC G, (K, M)

Ki/CE;
for:=1to ! do

T’i <_gs(}'{aj\iiajji—l)
return 7;.

K&K
IB, KMe {MJL, T; 1, M; ®T; 1, CSt}
T() = Cst

o) FLELRARELRRE ESE 2010
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Our Work 11/12

In Compact PGV model, we find

choice of IB
- Not meaningful (7) choice of KM||M;|T;_1|M; & Ti—1|Cst
3 Vulnerable to fixed-(M+T) attack (3) M; — | 90 E -
Ti s gi| — g4 -
gs(s =0,1.---,5) can be used to construct M; &T;_q g2 | 93 3 3
secure MACs for prefix-free messages. Cst 1 3 _

Moreover, we find gs(s = 0,1.--- ,5) are in fact equivalent to each other.

There exists 6 invertible 2*2 matrices over GF(2

e e G ) () - (9 4+

suchthatVv() < s1 < s2 <5, 4j € {1,2-

(KMslaIle) X Aj — (KM827IB82)
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Our Work 12/12

The equivalence implies related-mode attacks on them.

-Users take the same key for G;, G;, 0 <i < j <5;
-Adversaries can forge against ¢; after querying ;.

A suggestion to break this equivalence:

For s1 = (s2 + 3) mod 6, let G,; and G ,» take distinct-and-fixed 75 .
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» All current rate-1 MACs may not guarantee their security when
Instantiated with related-key unpredictable block ciphers;

» Assumption: Chaining values are available to adversaries;

1) MACs secure under this assumption is secure against Side Channel Attacks as
long as their underlying block ciphers are;

2) The studies on MACs and hash functions are much more similar than before.
black-box analysis - semi-white-box analysis

» In keyed PGV model, 24 rate-1 MACs are proved to be secure for
prefix-free messages;

» Relationships among them are investigated.
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Limitations:
1) rk-up (&% -restricted) >> mac,
AVt g, 1) < (0% = 0 + DAV (1 g0

2) The 24 MACs found here may not run faster than none rate-1 MACs,
due to their large number of key schedules.

Question:

Is it possible to construct rate-1 MACs from only unpredictable block
ciphers (not necessarily related-key secure)?
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