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Thorough Review of LWC

List of LW
algorithms (BC
but also SC,
HF, AEAD
schemes)

Best a�acks

Full references

Will be
updated soon!

https:

//www.cryptolux.org/index.php/Lightweight_Block_Ciphers
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FELICS Framework

Fair Evaluation of
LIghtweight
Cryptographic Systems

Open benchmarking tool
for so�ware
implementations

Block and Stream ciphers

Ranking of the primitives

Send us your
implementations!

https://www.cryptolux.org/index.php/FELICS1

1NIST’15, see also http://eprint.iacr.org/2015/209.pdf
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SPARX

Substitution-Permutation Addition Rotation Xor2

First ARX-based BC designed for provable security against DC
and LC

External analysis welcome!

https://www.cryptolux.org/index.php/SPARX

2ASIACRYPT’16, see also https://eprint.iacr.org/2016/984.pdf
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Conclusion for LWC

https:

//www.cryptolux.org/index.php/Lightweight_Cryptography
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We are hiring!

post-doc in real-world crypto/blockchain/ privacy

post-doc in lightweight crypto and side-channel a�acks (FDISC
project)

PhDs in applied crypto (PRIDE project)

https://www.cryptolux.org/index.php/Home
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