Easing Coppersmith Methods using Analytic
Combinatorics: Applications to Public-Key
Cryptography with Weak Pseudorandomness

Fabrice Benhamouda, Céline Chevalier,
Adrian Thillard, and Damien Vergnaud

Ecole normale supérieure, CNRS, INRIA, PSL,
Université Panthéon-Assas, ANSSI, Paris, France

1794

s PSLx &

ESEARCH

R
UNIVERSITY
E |-\ | S Université Panthéon-Assas

PKC 2016, Taipei, Taiwan




Introduction
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Coppersmith Methods

Quick History

@ Introduced by Coppersmith in 1996 to find:
o small roots of univariate modular polynomials [Cop96b];

o small roots of bivariate polynomials [Cop96al;
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o small roots of univariate modular polynomials [Cop96b];
o e.g., decrypt RSA with known plaintext MSB S:
(2" B4 x)°mod N = c with |x| <2

o extension of small plaintext: x® mod N = c;
o small roots of bivariate polynomials [Cop96al;
e e.g., factorizing with known primes MSB:

2 a+x)- (2" B+y)=N with x|y <2

@ Further extensions:

e more variables [HG97, BM05, JM06];
e multiple polynomials and moduli [MR08, MR09, Rit10].
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Coppersmith Methods
Goal

Solve:
fl(Xl, c. ,Xn) =0 mod N1

fs(x1,...,xp) =0 mod N;s
with

|X1’§X1 |Xn|§Xn
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Introduction

Coppersmith Methods
Goal
Solve:
fi(xt,...,xn) =0 mod Ny
fs(x1,...,xp) =0 mod N;s
with

|X1|§X1 |Xn|§Xn

Question: which bounds Xi, ..., X, work?
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Coppersmith Methods

Overview

@ Construction of polynomials f,-,j such that:

fi j(x1,...,xn) =0 mod NI-I(i‘j

for any original solution (xi, ..., Xp).
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for any original solution (xi, ..., Xp).
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Overview

@ Construction of polynomials f,-,j such that:

fi j(x1,...,xn) =0 mod NI-I(i‘j

for any original solution (xi, ..., Xp).

@ Use LLL to find an integer system:
gl(Xl7 e ,Xn) =0

gn(x1,...,x,) =0

such that:
@ any original solution is satisfied;
@ it has only a finite number of solutions.

@ Solve the system (using Groebner basis).
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Coppersmith Methods

Condition and Combinatorics

@ Success condition = combinatorial condition on
o the number of polynomials f,l
e the number of monomials in )?,J
o the moduli N/
o the bounds X;
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@ Success condition = combinatorial condition on
o the number of polynomials f;
o the number of monomials in f;

o the moduli N/
o the bounds X;

e Complexity: idem
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Coppersmith Methods

Condition and Combinatorics

@ Success condition = combinatorial condition on
o the number of polynomials f,l
e the number of monomials in )?,J
o the moduli N/
o the bounds X;

e Complexity: idem
Difficult to compute when s and n non-constant

Our solution
Use analytic combinatorics! J
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Weak Pseudorandom Generator

Linear congruential generator (LCG)

Parameters M €N, a€ Z%,, b€ Zpy
Seed vy & Zy
Update vj11 =a-v;+ bmod M
Output w; = k most significant bits (MSB) of v;
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Weak Pseudorandom Generator

Linear congruential generator (LCG)

Parameters M €N, a€ Z%,, b€ Zpy
Seed vy & Zy
Update vj11 =a-v;+ bmod M
Output w; = k most significant bits (MSB) of v;

After seeing some outputs:
@ can recover vy, when not truncated (k > log, M)

@ can predict outputs
even when k =1 and a, b secret [Ste87]
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Is an LCG secure when used in protocols?

It depends:
@ Yes! for randomness for EIGamal [Kos02]

e No! for DSA [BGM97]

e Time/memory tradeoff: with RSA key generation [FTZ13]
— this paper: polynomial time attack in log N

@ Open: PKCS#1 v1.5 encryption
— this paper: polynomial time attack in log N
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Algebraic generator

Parameters M € N, polynomial F over Zy,
Seed vo & Zy
Update vj41 = F(v;) mod M
Output w; = k most significant bits of v;
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Weak Pseudorandom Generator

Algebraic generator

Parameters M € N, polynomial F over Zy,
Seed vo & Zy
Update vj41 = F(v;) mod M
Output w; = k most significant bits of v;

Is it secure?

No! [BVZ12] but complex analysis and no complexity. . .
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Contributions

@ Toolbox for Coppersmith methods:

o Check success condition;
o Compute complexity (size of the lattice);
e Use analytic combinatorics;

Fabrice Benhamouda (ENS) Coppersmith and Analytic Combinatorics PKC 2016 10 / 18



Introduction
°

Introduction

Contributions

@ Toolbox for Coppersmith methods:
o Check success condition;
o Compute complexity (size of the lattice);
e Use analytic combinatorics;

o Applications to cryptanalysis of weak PRG:
o Algebraic PRG
o Compute complexity of [BVZ12];
o RSA key generation N with LCG

o Polynomial time (in log ) attacks
(instead of exponential [FTZ13]);

o PKCS#1 v1.5 padding with LCG

o Polynomial time attacks (in log V).
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Analytic Combinatorics
°

Analytic Combinatorics

Overview
@ Introduced by Flajolet and Sedgewick [FS09]
@ Goal: count combinatorial objects

@ Two steps:

© Compute generating function (=formal series P(z))

— manual but easy step (in our case) using a “dictionary”
@ Do the counting from P(z):

exact: use any CAS (Taylor expansion)
asymptotics: easy using the “transfer theorem”
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Example of Use of Analytic Combinatorics

Number ng4 of polynomials of total degree d of the form:

x - (y*+1Y foranyi>1landj>0
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Analytic Combinatorics
°

Example of Use of Analytic Combinatorics

Number ng4 of polynomials of total degree d of the form:

Xi.(y4+1)j forany i>1andj >0

@ Generating function:

an b
d 1—z 1-—z4

@ Count:
exact: use any CAS (Taylor expansion)
asymptotics: use transfer theorem

1 d
P(Z) Z:l 4 . (]_ — 2)2 - Nd d—>oo 4
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Attack on Algebraic PRG (I)

Parameters M € N, polynomial F of degree d over Zy,
Seed vo & Zy
Update vj41 = F(v;) mod M
Output w; = k most significant bits of v;
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Application
0

Attack on Algebraic PRG (I)

Parameters M € N, polynomial F of degree d over Zy,
Seed vo & Zy
Update vj41 = F(v;) mod M
Output w; = k most significant bits of v;

We know w; and we write
vi=w; 2" K4 x for0<i<n+1
We want to solve:

fo(x0,x1) = w1 - 2" K 450 — F(wp - 2" K+ x) =0 mod M

fo(Xny Xn41) = Wny1 - 27K 4 X1 — F(wp - on—k 4 xp) =0 mod M
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Attack on Algebraic PRG (II)

We construct the polynomials of degree at most dm:

Xojfaofr;"

Fabrice Benhamouda (ENS) Coppersmith and Analytic Combinatorics PKC 2016 14 /18



Application
oce

Attack on Algebraic PRG (II)

We construct the polynomials of degree at most dm:

Xojfaofr;"

Using our toolbox, the attack works when m — oo:

[log, M| — k < dmtt—1 1
flogy, M] — d"+2—-1 "~ d

PKC 2016 14 /18
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RSA Key Generation with LCG (1)

Factorize an RSA modulus N = pg where
p=vw+Mvy+---+M'v, and g=wyo+ Mwy+---+ M"w,

and vp,...,Vv, and wy, ..., w, are non-truncated output of a LCG.
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Application
®0

RSA Key Generation with LCG (1)

Factorize an RSA modulus N = pg where
p=w+Mv+---4+Mv, and g=wyp+ Mwy +---+ M"w,
and vp,...,Vv, and wy, ..., w, are non-truncated output of a LCG.
We have:

f=(w+--+Mvy)(wo+---+M'w,)=0mod N
g =vi—(avo+ b) =0 mod M

gn—1 = Vp— (avp—1 + b) = 0 mod M
ho = wy — (awp + b) =0 mod M

hp—1 = wp — (aWp—1 + b) =0 mod M
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RSA Key Generation with LCG (1)

We construct the polynomials of degree 2t:

Fiormimoredmke = V0 - V'™ - wg® w7 - £5 mod N
with 1 < k <t, (ip=0o0r jo=0)
and deg(f.)=io4 -4 in+Jjo+---+Jjn+2k <2t

In

Bioiniondn = 8@ b vy HE B - w mod MY
With 1< =g+ +in1+jo+ - +jn1
and deg(g.)=1do+ - +in+jo+ - +jn<2t.
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Application
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RSA Key Generation with LCG (1)

We construct the polynomials of degree 2t:

72;07,,.7;,,7]07”.,%;( = v0i° RV Wojo Cw fk mod N¥
with 1 < k <t, (ip=0o0r jo=0)
and deg(f.)=io4 -4 in+Jjo+---+Jjn+2k <2t

In

Bioiniondn = 8@ b vy HE B - w mod MY
With 1< =g+ +in1+jo+ - +jn1
and deg(g.)=1do+ - +in+jo+ - +jn<2t.

Using our toolbox:
Vn > 2, dt, attack works in time poly in log N.
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Application
°

PKCS#1 v1.5 = padding for RSA: encryption of m:
c=pu(m,r)*mod N and pu(m,r) = 00021¢||r||0016|/m

with r random bit string.

Attack similar to the previous one,
when r generated by LCG modulo M.
Work for M < N/e,
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Thank you for your attention!

Questions?

@ Toolbox for Coppersmith methods:
o Check success condition;
o Compute complexity (size of the lattice);
e Use analytic combinatorics;

o Applications to cryptanalysis of weak PRG:
o Algebraic PRG
o Compute complexity of [BVZ12];
o RSA key generation N with LCG

o Polynomial time (in log ) attacks
(instead of exponential [FTZ13]);

o PKCS#1 v1.5 padding with LCG

o Polynomial time attacks (in log V).
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